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ENIGHA 1s Lhe journal of Lhe HKuropean Humbers Inlormation Galbioring
and Monitoring Assoclation. t

ENIGHA is a non-proflit making association of listeners who monitor and
gather information on ‘Nupber Stations’  and other related radio
transmissions. ENIGHMA aims to bring together listeners and enthusiasts
and provide guality information on subjects not normally availabie
from main-stream publications.

******ii*****X******X******X*******X****K*K*********%***********ﬂ*f***

Subseriptions.

)

4 Copies of ENIGMA - are available Ffor £6.00 sterling - includes
postage for the UNITED KINGDOH.

4 Copies of ENIGMA - are available for £10.00 sterling - 1ncludes
airmail postage for REST OF THE WORLD.

You may pay by Sterling Cash, US Dollars, ZKurocheques or American
Express cheques ( in Sterling ) or by UK Cheques or Postal Orders
payable to Mr C A Midgley.

****X********K*!W*****X************%*X*K*********ﬁ*********i**k*f%x**i
~ - D

He appreciate all cornitributions to the newsletter ( including
anonyamous Information). WHe regret thalt w~e are not always able to
provide a personal reply but, rest assured, we read and collate all
information for present and future use. Questions are answered via odr
" Letters to ENIGMA " pages. ENIGMA is also a discussion forum and we
welcome comments about the newsletter. If you are interested in
writing a feature please contact us at the mailing address.

K**********f*****xx******!***K*X*****1*******&**#*********i**f*f*#k**w

Acknowledgements

Information in ENIGMA may be reproduced, but please mention ENIGCHA and
if possible the originator of the article, we would appreciate any
cutting’'s in which ENIGHA is mentioned.

x***xx*xxxxxr***x*xx*xwxwxxxxx*x**xxxxxxx**x****xxx*wxxxrxr*xrxxr*xxxx

NEXT ISSUE... We aim to publish the next 1issue of ENIGHA in late
February 19397.

Contributions would be appreciated by FRIDAY JANUARY 24 1937,

THANK YOU

*x**xxx*xxxx********x**xxxxxxx*****xxxxx*xx*****x****xx*xxx****r**xxxr
QQEER_ISEQE_lL; ENIGHA ° Fun Caption Competition =~ - Send in your

captions and tell us what the two men in the cover picture are saying.
Sorry no prize but we will print the best in issue 12.
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ENGLISH LANGUAGE STATIOQNS (Other gctive stations: // direct equivalent
/ family nember)

E1) READY READY - Mode AM //H17

Still very active. Transmissions repeat on two freguencies at 20
minute intervals.

SUN WE 1 22.00 ? MON WK 2/4 20.00 4740 04
SUN 22,20 7 20.20 3410 04
SUN 22.40 4740 62 20.40 9810 04
MON WK 2/3 21.30 4740 32 TUE WK 172 18.00 4740 08
21.50 4460 32 3 19.20 3910 06
22.10 4270 32 19.40 3410 06
WED WK 1/3 19.00 4740 84 WED WK 1/2 22.00 6930 13
19.20 3910 64 4 82 20 8BTS 1
19.40 3410 84 : 22.40 5695 13

May move to- lower frequencies for winter nonths. All reports
appreciated.

53) LINCOLNSHIRE POACHER - Mode USB /E4

Transmissions continue between 10.00 and 22.00 each day. Starting at
the top of each hour for 45 minutes. Three frequencies are selected
from the list shown below. Jamming from Iran ¢(?) continues to affect
transmissions between 10.00 & 14.00 and petween 20.00 & 22.45. Jamming
can be quite severe in Burope.

The frequency usage depends ant message scheduling although two
particular frequencies are only used once each week. These are 7755 on
Tuesday at 15.00 (with 8464 and 10426) and 6900 on Saturday at 20.00
(with 11545 and 10426).

Full frequency list is 16475 16084 15682 14487 13375 12603 11545 10426
9251 8464 7755 7337 6959 6900 5485 5746 5422. Recent reports have
suggested that two transmitter sites are 1in use on Cyprus - BEMRS
Station Zygi & a further site at Cape Gatta. Comments welcome.

It was recently reported that a transmission on 9251 kHz was going on
and off the air during the pre-amble. puring this period a weak Le
signal could be heard in the packground. Two transmitters in use at
the- same time 7

Heard with ID signal and no message, testing on 6968 at 13.50 Ure.
54) CHERRY RIPE - Mode USB //E3

LP's sister station is still active using the same Ffemale voice but a
-different-musical marker. Recent reports suggest that this is sent
over US transmitters based in Guan. The US mnagazine Popular
Compunications, however, also reported the possible use of a location
in Singapore.

New frequencies have been noted in Japan, reception is difficult in
EKurope. :



Trananizsions Ffollow Lincolnahire Poscher formst starting on the hour

At present we
and 14.45. I

for 45 minutes.
between 10.00
freguencies.

would suggest you try

10452 11570 13866 14463 17483 20474 23411

We have also heard of one transmission at 20.00 on 4768 hea
this is not audible in Burope at this time.

All reports appreciated.

E5) COUNTING STATIONS - Hode A //G5/E14
still very active in English language.
Following based on reports received since

to Peter in SKW. Schedules are short lived and prone
// Frequencies shown where known.

are receliving reports of transmissicns
the following

rd in Asia,

last issue. Sbecial thanks
to sudden changes.

MON 07.00 9160 WED 12.00 11470 FRT 13.00 14475
MON 15.00 8143710727 WED 13.00 81186 FRI 15.00 8085/10597
MON 16.00 9219,/11491 WED 15.00 11123 FRI 20.00 5850/ 8143
NON 20.00 7747/ 3160 WED 17.00 9219,11481 FRI 21.00 9357
WED 18.00 6970/ 8143
TUE 14.00 7470/12221 WED 20.00 5850/ 8143  SAT 07.00 9070,/11073
TUE 15.00 7600,/10567 SAT 12.00 11470
TUE 17.00 922011491 THR 06.00 9218 SAT 13.00 7547,/10529
TUE 20.00 8143/ 5850 THR 07.00 39160 SAT 15.00 8143/10727
THR 16.00 9219/11491 SAT 16.00 10529
THR 18.00 10727 SAT 20.00 7740/ 89160
THR 20.00 5850/ 8143
SUN 07.00 11072759070 SUN 14.00 7470712221 SUN 16.00 747379070
SUN 12.00 13874/15822 SUN 15.00 8143/11123  SUN 17.00 9274
SUN 18.00 11072/13444
EG & E7) ENGLISH MEN ‘00000 ° & °000 000° Mode AM //56 & S7 Families

See also our newspaper review "Russia steps up spying against Germany"

in this issue. Still very active,
the middle of the Maritime CW (Coast Stations) band transm
group message on 8546. They turn
day.

Schedules are long and frequencies use seem almost random.

F9) MAGNETIC FIELDS Mode AH /Y8

Unfortunately the weekly Monday transmission on 6645
seems to have ended. Tt did alsoc have the habit of
sometimes at 19.00 instead but has not been heard recently.

Only one confirmed report SAT 09.20 112890 It is possib
station is still active at other times/frequenclies.

See also V8 which is the sister station.

L

I recently found one English Man in

itting a 63

all over the HF bands night and

+/~ at 18.00

turning up

le that the




EfD) PHONETIC ALPHABET -NATO Hode AN/S58

Sti1]1 very active indeed. We recently noted new call-sign Tango Nike
Sierra (TMS 22) on 5339. At Ffirst I thought this was a new call as it
did not appear on any of my own records or in documents in our files.
But by a strange coincidence it turned up on & cassette tape we
received of numbers station recordings from the late 1970°s. So THMS is
not quite a new call, just a very rare one,

We are preparing a feature about message sStrings (VLB 22D45D46E547)
etc. for the next issue. I hope to be able to throw light onto these
strange transmissions.

A]] information shown below is based on reports received since last
issue. Some frequencies share call signs.

2270 JSR 2540 VLB 2743 ULX 2844 YHF 3090 SYN 3150 PCD 3253 ULX
3270 KPA 3415 ART 3495 MIW 3640 CIO 3960 VLB 4185 SYN 4360 KPA
4463 FTJ 4665 CI0 4780 KPA 4880 ULX 5092 JSR 5170 VLB 5232 HIW
5437 ART 5339 TMS 5530 VLB 5630 SYN 5820 YHF 6270 ??? 6370 MIW
6600 NDP 6660 SYN 6746 CIO 6842 EZI 7322 FTJ 7445 VLB 7606 VLB
7920 ??? 8127 CIO 8642 CIO 9130 BZI 9270 KP4

10125 SYN 10352 CIO 10820 VLB 11565 12747 CIO [EZI 12950 SYN
14750 SYN 15016% VLB 17410 EZI. Drop in activity at + 10 MAz,

* Reports of VLB still active on 15016 at 09.45 & 10.485.

Other oddities include NDP-R & NDP-X plus TMS-22, The longest ever
nessage string from VLB recently was VLB 14B2215621332140217221172188.
More on these in Iissue 12.

Also torend on this station. VLB was heard for a few days on 5530 at
20.00, on top of station K15 Nancy Adam Susan, VLB later moved to
avoid interference.

E11) "0BLIQUE" Mode AM/SSB //S512//Gl11//H3

231 is still active and was last heard on FRI at 20.30 4780 moves
between 3060 4015 4780 & 5050 depending on time of year. Try each
Friday.

New 746 reported last issue seems to be in hiding. Last noted on TUE
at 20.00 4015 and THU 20.30 3080.

A4l1 reports of this Ffamily very welcome.
E12 N N N HMode AH /M2

No changes to this station. Still active with excellent signal in
Europe at following schedule.

MON 04.00 4573 WED 04.00 4573  THU 04.00 5821 FRI 04.00 4573
HON 21.00 4644 WED 21:00 4644 THU 20.00 5821 FRI 21.00 4644

Could any utilities expert please tell me who operates the signal
which is on 4644 almost non stop in the evenings ? It would be
interesting to know who operates Lhis data mode signal.



Eld 4F °COUNT CONTROL® Hode AN FRS/05

No longer active.
E15 PHONETIC ALFPHABET - pre NATO IMode AM/S5SB

Reception around Greece reported to be good, can readers in this area
please confirm, reception in UK very weak.

11.00 18000 BEC 17.00 14000 FYS
12.00 17503 WSU 17.30 5834 M54
12.30 11170 HMS4 : 18.00 5834 USP
13.00 11000 BEC 19.00 4130 SAR
14.00 14000 FYP 20.00 5530 NAS
16.30 6715 NAS 21.00 4130 M54

E16) TWO LETTER (ENGLISH) MHode SSB //GlE

Good news. Two reports received since last Issue when we reported no
traffic in English. Stations AU - Alpha Uniform and MD - Mike Delta
are still a{eund-

AU seems to have a different purpose to other call signs iIn this set
up. Transmissions from AU are quite rare but unlike any others in this
Ffamily they appear on 2 / [frequencies, usually 4821 and 4888.
Transmissions always start on the hour and are repeated one hour
later. Last ID heard was 192. .

Mike Delta is also still around and more details can be found in Simon
Masons column, along with latest operating schedule.

E17 ENGLISH LADY "00000° ENDING Mode ANM

Still about but keeping a low profile this odd little station with its
‘00000 ° would suggest it is part of a amuch larger family, but we are
not certain.

Likes the random approach to transmitting and appears without warning
at the strangest of times. Only two reports received this time round.

23.30 5861 calling 932
16.00 7 MHz area calling 591

Looking back through old copies of ENIGHA this station has sent
messages for :

124 168 208 274 276 347 372 482 531 561 636 657 893. Only 274 seemed
to ever receive lots of messages, the rest never seem to receive more
than one message. What does this mean ? Do we really need to know ?




GERMAN LANGUAGE
G2) SWEDISH RHAPSODY Mode AM/SSB S/

For detailed schedule please refer to issue 10. The following notes
contain additional transmissions noted since 1issue 10 and also
frequency changes.

¥e would be interested in hearing from any reader sho would like to
take on the task of ponitoring this station. We can provide special
logging sheets for Sredish Rhapsody. The Job would be ideal for
someone With lots of time and who enjoys complicated schedules !

CHANGES AND NOTES ONLY - THIS IS NOT A FULL SCHEDULE - USK WITH ISSUE
10.

DAY TINE FREQUENCY 1 2 a : 4 5
SAT 09.00 8188 SSB ADD *3 r
SAT 12.00 6507 SSB NEW *3 *3
e e e \ et § FREQ
SAT 22.00 3825 SS5B ADD *3 *3
SAT 22.30 3825 85B ADD x3 *3
SUN 12.00 6507 SSB NEW *3 *3 *3 *3 *3
i FREQ
SUN 21.00 5340 ADD *1
SUN 21.30 4832 AN ADD *1C.
MNON 19.00 5340 ADD *3
TUE 23.00 3825 5SB ADD x3
THU 18.00 5340 MCW ADD *3
Important note : MNonday transmissions on 7314 AN will move to 6200

for winter months. Transmissions currently on 6200 will move to 5748
for winter months.

Please send in all logs of this station. Remember Neek 1 starts on the
first Saturday of each month. Note also that no transmissions take
place on Friday.

G4) 3-NOTE oDDITY ~ Mode AM /7H284A
Only two regular slots belivied to be in use at present.

NON & WED 13.30 APR 7777 MAY 5618 JUNE 2?2?72 . JULY 5128 AUg 7?2727

.- SUN : 20.05 - APR 4581 NAY 4165 JUNE 4340 JULY 3935 AUG 4165
SUN 20.356 APR 4481 NAY 4065 JUNE 4240 JULY 3835 AUG 4065
SUN 20.05 SEP 3931
SUN | 20.35 SEP 3831

Stays on CET (Times shosn UTC). rransnission will be one hour later in
winter months. See also sister station M29A - VDE.
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G¢5) COUNTING STATION Mods AN //B5/ R4

No reports received, may NOR be inactive. c
G6) GERMAN LADY *00000° ENDING Mode AM//56 Family

Sends all messages using PAIRED groups. Uses regular Lime slots but
seemingly random frequencies. Messages are repeated on a different
frequency following first airing.

NON 19.00 & 20.00 ID’s include 294 & 310 .

TYE 19.00 & 20.00 Tends to nove towards lower frequencies

SUN 19.00 & 20.00 for wminter.

G7) GERMAN LADY 000 000 ENDK -~ ENDING MNode AM //57 Family

Sends all messages using SINGLE groups, Uusés 3F or 4F decode key. Kach
transmission 1is repeated on 2 Further [Frequencies. Nil messages are
repeated only once.

Recent activity noted ;
AUG ¥ED 05.00 7753 9363 10663 "736°

JULY FRI 18.00 9427 8127 6927 "419°
AUG FRI 18.00 10227 g127 7PP7 - ‘213°

JULY SAT 08.00 10227 9427 8127 149~
AUG SAT 08.00

JULY SUN 07.00 11145 19935 13405 124"
AUG su§y 07.00

G11) STRICH MNode AN //E11//512//83

Regular slots, but changes frequency without warning. Two ID s are
active at present : 496 & 75Z2.

2nd & 4th WED 06.00 6750 or 7580 Calling 496
WEEEKLY TUE 21.00‘ 3823 4015 4780 or 5050 Calling 752
WEEKLY WED 08.00 6430 or 7840 ‘ Calling 752

G16) GERMAN TWO LETTER STATIONS Mode SSB/AN //E16

Please see "Simon Nason Writes" for some further 2 - Letter news.
Traffic from this set up is very low at present.

At the time of going to press only WL and GK are active in German and
ND & AU in English.

Frequencies are selected from the following 1ist ; 2690 2707 2745
3228 3262 4543 4594 4821 4888 5015 5182 5732 5770 6765 6853 7404
7532 7661 7752 7858 8063 8173 9040 9325 9450

10170 10460 10500 10740 11108 11545 11617 12092 12210 12314 13362
13752 13775 13890 14622 14945 15610 16055 16620 16414 17430 18185
18575 19295 19755 20240 20350 20675 22885

Cateh this station ghile you can, it could end soon !
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SLAVIC LANGU.
52) DRUMS & TRUMPETS - Hode AM /E12/HM177

In May we were at last able to find the repeat transmission, the first
broadcast takes place at 19.30 on 4740 with an Immediate repeat at
approximately 19.45 on 3410.

yUnfortunately the expected trapnsmissions on the gth of July and 9th of
August did not appear. It is possible that this station is still
around but operating on & different date of the month. Any reports
appreciated.

S6) & 57) RUSSIAN ¥EN ‘000007 & "000 000° ENDING Mode AM

56) Family : E6//G6//VE//M14/825
S7) Family : E7//G7//V7//H12

No major changes. 5till very active on & wide range of frequencies.
Schedules are very protracted and fregquency usage and ID ‘s prone to
sudden change.

Possible daily transmission S7 at g5.00 for '813° heard on 7883 9183
and 10383 (noted on 9193 on one ocecasion).

Also S6C sending single group me%sages include FRI 08.00 5934 sending
pessage group " 11715 " and on YED 08.00 6830 sending " 22424

S6B format noted with two group message THY 18.00 6846 sending 203
946/2 = 11111 00031.

57 Fformat noted sending 401 group message on MON June 11 to agent 283
and on FRI July 12 a further 401 groups to agent 642. 4 previous 401
group message wWas noted back In March 1995. Khat does it all mean ?
sgy YT ¥F. YT Mode AM/SSB S/H27(BTV)

No changes to the YT operation. Reception should improve in Furope
during the darker winter evenings.

MON 06.30 4425 ¥ED 06,30 4425 May operate 1 hour later
HON 14.00 4755 ¥ED 14.00 4735 in Winter than shown.
MON 18.00 4425 WED 18.00 4425

512) CHERTA Mode AM //G11//B11//H3

Still active but like all family mepbers Is prone to sudden frequency
changes. : ;

Try lst & 3rd WED of Month 21.00 4015 or 5180 Call 971
Try lst MON of Month 21.00 3823 or 4465 Call 758

S13 & S14) RUSSIAN COUNTING MEN/WOMEN Mode AH/55B

513) Not noted for some ‘time, transmissions are only 2 minutes
duration.



§14) Still a few around. Consists of a repeating loop tape which goes
oh for hours on end.

Recent logs have included :

MON 19.00 4330 Male in AN

TUE 19.00 3875 'GORA 43°

FRI 22.00 4084

516) OLX Hode SSB, Morse Call Up, and //M6 OLX

Still operating 23 hours per day - The Czech Secret Service are busy !

Transmissions start at & minutes to each hour for abouf 20-40 minutes.
About 50/50 Morse and voice messages.

To make listening even simpler they are at present using only the
following frequencies.

Daily 17.00 te 22.00 5301/,/9320 //11416
00.00 to 04.00 5301//9320 //. 11416
04.00 to 18.00 8142//14877//18303

It would be interesting to £ind out if all 3 transmitters are situated
inside the Czech republic. I suspect that at least one is not 7

May change frequencies for Winter.
517) CZECH LADY "CONTROL" Mode AM
Again no changes to this station.

Paily 13.55 to 14.02 4485/5027 - single 5F message.

518/19) CZECH MAN Mode AM
No reports received.
S271) RUSSIAN LADY Mode AN  //M45

Still quite active, although we have not received many reports this
time round.

MON 19.45 5290 Calling 4391
TUE 17.40 5740 Calling 342

THU 17.40 5740 Calling 342
THU 19.45 5290 Calling 491

525) RUSSIAN MAN "CONTROL" Mode AM /56 Family

Daily at 08.00 on 14890 ID always 615.
08.20 on 11270%

May not move here if 08.00 message is non - standard. i.&. S254/B.
11270 may or may not be used thereafter.

[}




OTHER LANGUAGES
v2) SPANISH LADY 2 or 3 FINALS Mode AM //M8

For full schedule details please refer to issue 10. Stations still
very active, particularly during period 03.00 to 09.00.

y54) COUNTING - SPANISH 4F

Just one report received.

MON 03.00 6803

v8) SPANISH LADY °00000° ENDING Mode AM /56 Family
Part of the S6 Family.

Likes random times and frequencies but gives a strong signal in
Europe.

“iikes FRI at 20.00 and 21.00 Calling 834 Frequencies seem random but
have included 8057 11467 12210 & 13551. Will drop lorer for winter
nonths.

v7) SPANISH MAN ENDS ‘000 000° Mode AM //87 Family

Part of the 57 Family.

In Nay call "212° became ‘273* and still is. The station changes
frequency each month and recent logs include = -

TUE & THU at approximately 06.20 May 9062 June 9142 July 9109

Also a one off transmission wWas noted on THU at 06.30 on 6780 for
*519° .
v8) EASTERN NUSIC STATION Hode AN /ES
This station is related to E9 the ‘Magnetic Fields~ outfit.
The language used by 78 may be Arabic. It is possible that the
pessage is made up of groups which are read out in an unusuyal manner.
Normal reading of the numbers 41190 wmould be FOUR ONE ONE NINE ZERO
This station may read the numbers FORTY ONE - ONE HUNDRED & NINETY.
¥hich in Arabic would be_read WAHID WA ARBAEEN - NEAH WA TKESEEN.
This may account for the unusual format.

- Single Numbers in Arabic are - (1) Wahid (2) Fthnain (3) Thalatha
(4) Arba-a (5) Khansah (6) Sittah (7) Sab-ah (8) Thamaniyah

¢9) Tes-ah.

rranseissions seem to take place on the first FRI and first SAT of the
month. :

1st FRI 08.20 11290 +/~ Skliz
1st SAT 18.00 6645 +/- SkHz

Il



V8) ORIENTAL LANGUARRS Hode AN
Radio Pyongyang was noted recently with 3F codes read by male voice._
¥ED 6520 sign off at 18.45

§575 was operating the normal German language service at this
time.

Suggest you try also in mid afternocon on 6250 or 6398 both of which
have carried numbers in the recent past.

Other unidentified Far Kast stations reported have included ;

TUE 20.00 6973 5 minutes of repeating cycle then sign off

NON 16.00 8024 “Wunzy Too Hi® Any ideas on this one.

NON 17.00 8024 ~“Wunzy Too Hi’

v13) NEW STAR BROADCASTING Hode AN

The only New Star Broadcasting frequency which seems to reach Europe
with a readable signal is 8300 which can be heard in the afterncon and

evenings.

Other known frequencies used by Lhis Taiwan based station are 3725
11430 13750 & 15388.

o s A R A B S S . i e vt 2 e gt A PR S R R 3, 5 s [ B g Tt A P S SRS SR RS S s T T e s S

XPH HIGH PITCH POLYTONE TRANSMISSIONS - Mode AM

Still some regular time slots in use. Changes from Summer time back to
UTC for winter. Frequencies are changed most months.

Transmissions noted at ;

TUE/FRI 20.00 JUNE TUE/FRI 20.00 JULY TUE/FRI 20.00 AUG
13442 12218 10830
11542 110189
10242 8919
¥ED 06.00 JUNE ¥ED 06.00 JULY WED 06.00 AUG
120899 120899
10398 10399
8172

X6) The 6 Tone repeating stations are still very active. No schedule
has ever been established. Some transmissions have been known to
repeat within the hour.

It is well morth staying on the frequency once the 6 tone AM signal
ends. On odd occasions a short string of morse is sent follored by an
FSK message. This sometimes occurs about 30 seconds after the 6 tome
signal leaves the air.

2



In Huy we wrote to the Swiss PIT concerning HEP, the raply can be seen
on the next page.

Direction General De L 'Enterprise Des PTT Viktoriastr.Zl,CH-ﬁUSO
BERNE, Switzerland.

Dear Sir,

I represent the ENIGHMA Newsletter, 2 non-profit making

association of listeners who monitor and gather information on radio
related matters.
T would like to ask if it would be possible to provide us with
information on a station which uses the call-sign HEP. This call-sign
is allocated to Switzerland under the International Allocation of
Call-Signs.

The signal sent in C.M. wmith  the call-sign HEP operates 24 hours per
day on 3314 5268 §871 and 9186 kHz using a 1 minute cycle.

Would you please explain the location and purpose of this signal in
order that we can inform our readers.

If you also have a contact address for station HEP this would be most
appreciated.

Thank you in anticipation of your reply.

Yours Faithfully,

Chris A. Midgley for ENIGHA Newsletter.
May 20th 1986.

Encl ; 2 IRC's.
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Ihr Zeichen
Volre référence
Vostro rilernmento

thre Machricht vom
Votre communication dv
Vostra comunicazione del

Unser Zeichen
Notre réference
Nastro riferimento

Sachbearbeiter(in)
Obijet traité par
Oggetio trattato da

Datum
Date
Data

Generaldirektion PTT Telefon 0313382435
Direktion Radiocom Telex 911 025 rtv ch TELECOM U
Speichergasse 6 . Fax 0313381910

3030 Bern Telegramm  Gentel
Postkonto 30-320-6

ENIGMA Newsletter ;
/o B.R.C.
20.05.1996 attn: Chris A. Midgley
17 - 21 Chapel Street
! Bradford, West Yorkshire BD1 5DT
ng 13' l England

Hansueli Brunner

03.07.86

Dear Sir,

Thank you for your letter of May 20th, 1996 requesting information on the station which
uses the callsign HEP.

Our law concerning the protection of privacy does not allow us to give you any information
on the above mentioned station.

We regret not to be able to provide you with the requested information.
Yours respectfully

Section Radiocom and
Broadcast licensing

oo

1H

PTT 115 11 Waverd 1094




MORSE_STATION NEWS

As usual, there's a lot to report - far more than can be put
into a few pages, SO the notes below are only intended to give
a general summary of morse activity over the past few months.
It is very difficult to say whether this activity is
increasing, but there is certainly far more of it than voice.
Often there may be four or five morse stations operating at
the same time, and this could apply to almost any time of day.
Keeping up with all this ig an enormous task, which can really

only be done properly by dedicating our monitoring to
particular stations and adopting a more systematic approach,
adapted specifically ta the habits of those stations. The

following notes can only represent a sample of what is
actually happening out there; all kinds of news must slip the
net — far less likely with voice stations.

ML In this issue 1 have included a list of all my loaged M1A/B
(end—ofomonth) transmissions, which clearly shows how varied
they can be. 1t isn't always possible for me to log all three
of these each month, = so° any help over this would be very
welcome. Daily transmissions of similar format have been
reported by Costas in Greece at 1020 on 5638 but =0 far we
haven't been successful in receiving these in England. We
wonder where else in Europe these can be heard - please let us
know - with logs of complete transmissions if possible. It is
interesting to note that element F is confined to Thursday
2000 only = as you can see, three groups were sent on 30th
August - a record number. The A network schedule will change
for September and October: gchedule Number will be 463 - Sun
0700 6508, Tue & Thu 1800 5474, Tue & Thu 2000 5017 and Sat
1500 62&81kHzZ.

Several B network schedules have also been noted over the last
tew months: Sat 1605 5321kHz 053 (typical GC: 30), Tue 1440
5967kHz 441 (30), Thu 0705 S5247kHz s07 (30)- fortnightly, Fri

2005 4027kHz 293 (30), Mon 1510 S350kHz 638 (13). Most of
these operate weekly and echedules are prone to sudden change
and bear no relation to the rigid habits of the A network. No

doubt there are more of these around ~ they can only be found
by chance.

M3 At present all activity seems to be confined to the lower
frequencies (¢7MHz). Those in use April to August are! 4901,
5090, 5180, %5360/9, 5520, 5530, 5425, 6850 & 7236, This last
one by 532 in May put has now ended. IDs using the higher
$reqs (up to 10720kHz), the 30— and 55— clusters are not
active, however, they' ' re likely to return without warning.
This station, like its voice counterparts is in a constant
state of flux and changes take place with bewildering
regularity. Publishing details would serve na useful purpose!
IDs active: 011, 014, 017,. 018, 019, 040 (new), 041, 042, 043,



044, 049, 282(new but part of known cluster), 552, 621 & &Z4

(new) . Activity is still very much confined to the 0500 %o
0930 period, however, two new evening slots have been found:
282 on Mon & Wed at 204% (a most unusual time - if they re

going to make a habit of this it won't help us'!) on 6830 ana
624 on Thu at 2030 on 5635, I don't know yet how frequent

these transmissions are. Group counts since May show their
usual conservatism: 52 54 53 57 58 58 SB 51 53 51 56 51 18, A
typical sample. Messages seem to appear in flurries for

several IDs together - all with similar GCs. A most peculiar
operation. See also El11, G11 & S12.

M7 Ite new and irritating habit of dispensing with the 10
minutes of rapid dashes make this station‘s ID difficult %o
cateh, for we only have one minute of ' tone sequence’ followed
by the 1ID three times. 1f we find the transmission within
this period we're lucky, especially seeing that it favours
intervals between hours. Recently I've noticed the wusual
strings of rapid dashes on habitual M7/MiO freqs followed Dby
long periods aof silence (15-20 mins). These are good
indicators that either M7 or M™M1i0 will eventually appear on
that frequency - if MCW, M73 if ICW, ML10O. Once schedules have
been determined, then by monitoring the correct frequency,
ready for the expected time, is the only sure way of catching
M7's ID. Much more work needs doing to establish: 1 - these
stations® schedules and scheduling habits more precisely, 2 -
the possible explanations for M7's unique ' tone sequences’ ,
I - whether there is any pattern in the (occasional?) sending
of identical messages OnN both stations.

MiO See also above. Very active. Many multiple messages
sent, and often much longer than in the past. i.e. 2
messages of 40 and 51 groups, 3 messages af 31, 42 and 30
groups etc., More freqs are also being used. pctive IDs: 049,
o84, 123, 159, 193, 253, 357, 371, 374, 408, 435, 497, 684,
695, 752, 763, B20, 966, I8B3. On Wed 22.5 at 0630 on
6780//5301 the first message (ta 357) had identical ‘decode
key’ and group count i.e. 357 357 357 19 19 19 19 ==, the

first time I've noticed this with any numbers station.

A second variant format, M10B, occurred on Mon 22.7 at 0820 on
8165//5455 but unfortunately 1 missed the beginning of the
tramsmission. It ended with several 5F groups, and instead of
the expected == DK DK GC GC there was a pause of about 30 secs
followed by 111 000. This schedule operates two weeks per
month for 253, and repeats on the next day, same time & freqs.
However, this variant was ngt repeated on the Tuesday and a
standard transmission was sent. This probably indicates that
the agent bhad sent a message pack in the intervening period.
It is likely that Monday’s message ended narmally, and an




operational code of some kind followed (e.g. 333) then an

additional short message was sent without DK or GC. It was
clearly no longer necessary to repeat this additional
information the following day. Mi0 is now worth monitoring

all the way through to the end, as is also M13 just in case
they turn out to be B variants. M7 and M10 may be Slovak as
oppose to Czech operations.

Mi2 Extremely active as usual. IDs since April: 121 125 132
139 142 151 188 213 214 216 234 254 257 260 303 304 315 318
374 418 462 479 51l 519 &05 638 643 658 (very busy) 739
749 (another one with heavy traffic) 785 941 & 999. Triplet
IDs are very rare, the only other I have ever logged being
ggg. 999 only popped up once (?) on 14.5 with a DK of 2001.

Mi3 It now appears that this station is the morse counterpart
of a group of extinct voice stations: £18 - Simon Mason’s
"Fife Free", 854 "Edna Sednitzer" of indeterminate Slavic
language, and G22, its newly—-discovered German equivalent. It
is possible that M13 was phased in to replace the voice
stations. Of all known Mi3 1Ds, their serial numbers (unigue
to this station) would indicate that they all originated
within 33 months of each other. We really need early logs of
this one for they could determine the precise month of "birth’
of ML3, at least in the form that we know it today. The
‘youngest’ ID, B6S, would be 144 maonths old in December,
assuming that its first serial number was 001. On the other
hand, these numbers could begin at, say, 100, which would make
865 theoretically 44 months old, in which case it looks very
likely that the morse station has superceded the voice
networks. Whatever 1t is, it 1s some country’'s primary number
station, and is active several times daily.

On 20th May (1900: 10244kHz) a S0 group message Was sent to
590, This is a very high GC for M13 which nearly always sends
20-30 groups. Their often non-random nature can be seen from
looking at this particular message, which began, 07080 05002,
and ended, 00150 05009.

Mi4 Very active as always. IDs since April: 147 168 193 292
357 S71 614 623 631 671 672 691 B13 9351. On 7th June the
lowest recorded GC appeared: 14 to ID &672. On B8th August a
two message transmission (very rare) was sent to two
consecutive IDs: 361~791/48, 362-451/97. (1900 4973kHz)

M20 I now realise that there are two distinct 'V stations’.
One is a form of M23(one form of many)j; the other seems to be
quite unconnected, but shares features with M3 - it always
uses M3 freqs., sometimes preceding a M3 transmission within
20 minutes or so. Its ending 1is ijdentical to M3's i.e. = =
000, It has never been known to send messages and its only
other characteristic is a continuaus string of Vs. It is by
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no means easy to find, and my only logs in the past few months
are: Thu 20th June 0820 5550, Thu 27th June 0840 5520 and Wed
7¢th July 2030 5180kHz. (all reqular M3 freqs. )

M23 Although at present dormant, M23 went through one of its
inexplicable frantic bursts of activity from around late April

to the end of July. whenever operating, transmissions are
daily, at same time and on same parallel fregs. Several
overlapping networks operated over this period. As an

example, one of these used a 2000 slot on 6918/ /6920kHz. From
2nd May (or earlier) it sent a daily null mesSsage, using the
arbitrary all-odd ID, 8BS, On 22nd May, the all-even ID, 268
reculted in a 34 group message. This same mMessage wWas
repeated daily for exactly a month finishing on 22nd June.
There was no transmission on the 23rd, but from 24th June to
2nd July a 29 group message was sent (call 268 again). After
this date this network ceased. Other networks operating
during this period were to be found at: 0B0O 10775//11346,
1000 8307//686%, 1200 B8307//6869, 1300 6918//62590 and 1700 at
first 6918//6920, later 8307//6%918. Calls used (all merely as
message Or no—-message indicators) were as varied as usuals
111, &&b&, 000, 11111, 00000 and 55555, First and last groups
are always identical for each message, and always of the form
Oxx0x. The penultimate group is alsa always significant - it
always contains a Zero, and is usually of the form x %000, A
most interesting and entertaining station.

M25 KKNSO is still around — 1 heard it for the first time in
many months on 14th August at 0500 on 6923kHz. (call only)

M2& The "98 GStation® returned after a long absence a&s
predicted, however, it's not living up to its name any mare.
On Wed 14.8 [ came across it at 1940 on 5196. It was being
much more adventurous than usual. Its ID (for want of a
better term) avoided the use of 98 for the first time, opting
for 99, 995 and, most unexpectedly, 68. its 'message’ also
departed from the usual 17111 etc. style. Here's a sample of
its tedious output: 99 50524, 95 12345, 68 10524, 99 10524, 99
00510, 95 12345, 99 00534 etc. This sort of stuff went on for

hours as usual. Aas I half-suspected, 99s, being closest to
98, predominated. 95s were always followed by 12343. Rather
pointless, I°d have thought — but who are we to Jjudge the
meaning behind their madness?

M29 VDE not heard since July - could easily still be around
though. Messages were daily, commencing on Monday and
remaining the same all week, being replaced each Monday . The

first transmission went out at 1700, being repeated at 1900,
Just like G4, freqencies changed at the start of each month.
For the record, these were: April 1700 not knawn, 1900 4620,
May 1700 4869, 1900 4640, June 1700 5120, 1900 4770. on




Friday 21st June a 1700 transmission was reported on 54095 -
another network?

M33 paK still following the same schedule. One of our
contributors has been sending in meticulous weekly logs of
this station. There is enough material to form the pasis of

an article on PBK's habits and idiosyncracies, some of which
have similarities with FDC. PBK is almost certainly operated
by French intelligence. Transmissions always consist of six
messages - five letter messages are sent one day and five
figure messages the next, constantly alternating in this way.
The two different types of messages would seem to have two
different purposes - only the letter messages are preceded by
date/time  groups. Still to be found on 6960//5760 daily at
1900 & 2000. an article will appear in the next issue. Many
thanke go to Guy of Portsmouth for his dedicated monitoring.

M39 Like M23 and M26, this is another occasional station.
Each time it appears it always uses a different 3F ID. It has
cimilarities with §25 in that one ID is associated with
several single SF groups. A typical format would be: 7846 746
" 746 20032 20032 20032 (repeated several times, then a sudden
break into a string of dashes, then...) 746 746 746 22749
22749 22749 etc., 746 746 746 91313 91313 91313 (ending with a
final burst of dashes). This was the tramsmission on Thu 9th
May at 0800 on £936. Others logged: Thu 23.5 0700 S027 937~
49125...., Fri 25.3 0600 5017 191-&2845,98886,1475?,60453; Tue
11.6 1900 93530 Ve, .864-95037,38733; same date 2020 648~
0xxx9,84026,08752; Wed 14.8 0900 5110 ... .0421-68237,950463
Wed 21.8 0800 $047 e 297-34003,61428.. .. Not all of these
logs are complete as I felt there were more interesting things
to listen out for! The examples give a good idea of the
extreme randomness af this station, both in scheduling and in
content. Any logs would be appreciated.

That’'s all the morse News thig time round. Don't forget that
just because a station isn’t listed above it is no longer
active. Active morse stations following their usual habits

and schedules not mentioned above include: M2, M4, Me&, M8,
Mie, M17, MiB (still on 4502), M21, M22, M24 (included under
Mi14), M27, M28, M31, M32-style networks, M34 - not heard over
past few months, M42, M43 & M4S.

MX SLHFM activity is much the same as last time. One night I
counted 19 operating at the same time! In August the 'R’
marker on 3196 had a brief flirtatation with 6£390kHz, then
after a few days at the most, returned to 3196. During this
period its companions on 1323 & 4325 remained where they were.
The relatively new 4325 marker seems to have taken up
permanent residence there. At around the same time the 3323
'R‘ developed a bad chirp similar to that of the plaintive-
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sounding L' on I0%1, which has suffered from this complaint®
for years now, on that frequency. 1t is not unusual for these
‘markers’ to move to widely different frequencies: 3323 moved
from 7452, and the 'y’ at present back on 3174, moved there a
couple of years ago from 9162kHz. What does all this mean?

S markers, and the solitary ‘C’ markere tend to be short-
jived and are often followed by a few groups in morse and a
short burst of FSK RTTY. The others, including the clustered
‘C’ and 'S’'s never seem to do anything but bleat out their
“1p" for 24 haours a day'!

ADDITIONS AND ALTERATIONS TO _CHECK-LIST

E&A — 2 group commencing 11111l
E2?0 - 2 message, dual voice version of either £17, E& or both.
All these could be variants of the same station.
£21 - 4F counting, English accent
A - American accent
GsA - "Iwei" variant
G8B - Rapid dots intro.
G9 - Change to ‘Saxaphone piece’ (G20 includes Jazz Players!)
Gi3 - 3/2 group variant

G14A - non-phonetic variant
G15A - PN read over notes
G20 - "Spruch”
A - ane S5F group
G21 - Music and morse
G22 - "Edna Sednitzer" - German version
G23 - 2M8, Hitler’'s birthday (Langley Pierce)
52C - 3IF Nomer, then reversed
D - 5F Nomer
g?B - delete: see X!
g6C - Continuous SF
D = Ib + 111
E - two message
£ - 00000 00000 ( a possible error)
S10B - five note intros. (3 versions)
g§17A - no circuit number, positioning index or group count
B - 01 GC
C - 313-5F
524 - delete: a variant voice of Sé
s24 — "Zyt! Iyttt ("Hush! Hush!") = Polish language

ViAa - with additional tune

V17 - Romanian 3F + 000

vig - NNN Hungarian

V19 - WTR2L1 ("Don’'t Cry for Me Argentina")

M10B - extra groups, ends 111 000 (complete format not vyet
determined)

M24 - delete: same as M14, but with long end dashes

M4B8 - "Ciocirlia" morse version

M49 - GBA morse version

X1 - Bugle (formerly S28)

FULL LIST WITH NEXT ISSUE
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M3I2 - THE 14403kHz NETWORK (concluding part) -~ by M.G.

In ENIGMA Newsletter 9, we introduced the highly complex
Russian morse net, M32. In this feature, the transmission
structure itself will be analysed.

Each message consisted of up to ten elements, excluding the
call: A - a random 3F group, probably the decode key. B = a 2
or 3F group representing the approximate group count. C - a
2F date group. {(date of message origin)., D - a 4F time group,
always between 0B00 & 1400 and timed to the minute (office
hours?). It bore no relation to time of transmission, sQO
probably indicates time of origin of message. E - a repeat of
the decode key. F - an optional Z-code group, those used in
the sample being: ILA, ZAY, ZGF & Z0U. G - a 3F group which
is occasionally identical in two cosecutive message
transmissions — probably the link number. H — an optional 'P’
group consisting of Tl o e S RE This may indicate reply
priority or message urgency. I — the 5L message proper. J -
either ending AR or a further IF group followed by G
reply. This group is related to the date of origin, and is
identical for 2 or 3 messages together. 1t 1is probably an
encryption key for encoding the recipient’s reply. In the
single case where a reply was not required, this group was not
sent. Break codes (=) were =sent between elements E & Fy B &
H, H & I and 1 & J.

A most bizarre peculiarity was the group count given which in
only one case wWas correct! Deviation from the correct number
of groups varied between +9 and —-10. There is no doubt that
the 2 or 3F element 'B’ was related to the group count, as in
31l cases true group counts were high relative to this
deviation. (over 100 in most messages). Short of the
operator/s being accused of miscounting on 19 out of 20
occasions, I can only conclude that these approximate group
counts are not errors. But why send them deliberately?

Here is the first message, as i1t was sent on 24th Sept 0703:-
GD7U GD7U GD7U DE HRHG HRHG HRHG QTC K (sent S times, the last
time without the K) 867 180 24 1004 867 = ILA 499 = PPPFP (189
SL groups followed, not 180) = 200 K

The following messages were {actual GC in brackets):-
24.9 0704 — L22Y-HRHG 995 160 24 1054 995 7AY 458 PPPPP (131)
200 K

27.9 0906 — IAND-HRHG 658 32 27 1200 638 - 500 = (31)
AR

1.10 0700 - PLGW-L97M 810 87 1 10955 B10O - 749 PPP (85)
072 K

1.10 - NJG5-L97M 886 176 L 1032 886 - 749 PPPP (173) 072 K
1.10 0800 - WEDA-LF7M 363 192 1 1038 363 - LT3 » (193)
072 K

11,10 — NSMC-ZYDR 3335 47 11 1304 335 IGF 607 FPPPP  (43) 249
K
11.10 - VWB7-IYDR 888 132 11 1306 BEg = 202 PPPPP (134) 249
K
14,10 0654 - S4NA-ZYDR 453 162 14 0939 453 - 240 PPPPP (161)
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17.10 0900 - MSLH—ZYDR 644 1B6 17 L1047 644 - 205 PPPPP (196)
ig?lg 07G0 — NSMC-ZIYDR 441 64 19 0498 441 I0U 422 PPPPP (72)
gg?lg 0600 - 7AD3I-ZYDR Bél 106 20 0838 861 - 736 = (102)
Zgéig 0600 - YEF2-KGA7 3518 132 22 0839 518 - 114 = (135)
gg?lg 0820 - YEF2-KBA7 174 182 22 1109 174 - 1i4 PPPPP (185)
éi?lg 0530 - VGMI-KGA7 079 136 24 1054:079 - BO3 PPPPP (132)
gg?ig 0730 - X3Z1-KGA7 522 109 25 1004 S22 - 818 PPPP (107)
ég?lg 0830, - «371-KGA7 995 159 25 1008 955 - 6835 PPPP  (160)
é:?lg = BZ&G—KGA7 592 166 26 L1TS 9%2 0 T 761 PPPPP (166) 860
57.10 _~ k7G2-KGA7 040 142 27 0914 040 -~ 665 PPPPP (135) 876
K

The 4th message (30th Sept) differed from the others:-—
L22Y L22Y L22Y DE HRHG HRHG HRHG QTC K ]

421 150 30 1057 421 = IRK 876 = AFUD JCHA ...... GRG? K

NIV VIV IVIVIVIVIVVIVIVIVIVIVAVIVIVAVAVAVAVAV R e Aol i K @QSVC? K Qs5v?

VLV IVLVIVIVIVIVAVIVIVIVIVIVIVIVIVIVAVAVAVAVAVAV AR B TC? K = (about 100 5L groups) 10
10 7FMS de HRHG QTC K HRHG 350 169 30 1128 350 = 237 =

(5L message, around 169 groups) AR

gimilar nets are still operating all over the HF bands. Does
anybody manitor them?

22




" NONTH &
b STINMEL S
1994
JUN 20
JuL 20
AUG 18
AUG 20
SEP ° 184M1?
SEP . 20
ocT 20
NOV 18
NOV 20
DEC  18*M1
DEC  20%M1
1995
A JAN 18
N
JAN 20
FEB 18
FEB 20
MAR  18%#M1
MAR  20%M1
APR 18
APR 20
MAY 18
MAY 20
HMAY 15
JUN 18
JUN 20
JuN 15

M1A/B TRANSHISSIONS

SCHEDULE
_NUMDER _

025
025
025
025
463
463
463
197
197
197
197

197
197
197
197
463
463
463
463
025
025
025
025
025
025

(TLEMENT) ~

11301
(5.fig missed)
12059

51026

48320
88014
87031

53451
38668
88124
88901

59529
59997
11759
10252
12609
12967
12616
11043

333

333

333
333

338

111
333
333
333

333
333
333
333
333
33

w

B1/B2
11386

11554

(5 fig missed)
12666

51794
47298/48471
88656

87708

64131/333 61423
37395/36238
88594 ;
88729

11564
12202/12840
12279 |
12447 |
11619/111 11890

i
:
11292 i
i
i

777 06

333 08
333 14

040
040
333 14

333 10

1l 27
020 16
333 07
333 16

. 498 40
: 298 40
418 40

183 38
540 40
038 40

‘729 32
i 239 40
i 831 42

)

611 30

612 40

e i D
e :
= 111 999 425 40
333 10 e
1
- 111 999
- <1111 999
16 B
(111 999
- P111 999
12 ‘ -
55 L 111 999
19 )4
i 111 999
- S 111 999

7 ; .
‘(ml)m‘-gc) t

i111 32931

111 00414

111 (5

!
5 111

= L 11
- C111
- C111
= T
- i111
- §111
= Y111
111
- : 000

= : 000

1

000
000
000
000
000
000
000
000
000

= EEE
= ot
- fat

000
000
000
E111 000
- 1000
- £ 000
- 1
- "111 000
= "111 000
fig missed) 111t 000
= 111 000
- 3111 000
- 5111 000

- | 111 000

000



T

MONTH &
LTIME_

JUL
JuL
JUL
AUG
AUG
AUG
SEP
SEP
SEP
oCT
OCT
oCT
NOV
NOV
NOV
DEC
DEC

DEC
1996
JAN

JAN
JAN
FEB
FEB
MAR
MAR
MAR

M1A/B TRANSMISSTIONS

18
20
15%M1
18
20
15
18*M1
20*M1
15%M1
18
20
15
18
20
15%M1
18+*M1
26
15

18
20
15
20
15
18
20
15

i

. SCHEDULE

+ _NUMBER
025

025
025
025
025
025
463
463
463
463
463
463
197
197
197
197
197
197

197
197
1917
197
197
463
463

463

11020
12345
12767
12345

50033
50323
52723
éa1i5
88702

87316
30308

89122
88875
8952
59531
50033
51722

Al/A2
13647

335
333

B1/DB2
11309
11840

333 12051

333
333

333
333
333
333
333

333
333

333

333
333
333
333
333

12467
12146

50574
50035
51575
88806
87674

86641
89103

89011

87646
39309
50836
50430
51124

1 -

333 8211

i333 S5 7

333 4 89

333 09

'

D
i111 999

111 999 .

111999

$131 1999

111 999

3

111 999

111 999

111 999
11 999

‘; (muxléja)

ta16 42
472 40

791 40

1224 40
1 985 42

216 40

1311739

301 40
131 40
707 40
367 40

sl Y-l

]

111 02113

111 25892

111 98258

111 73068

111 54113 35546

<

; 111 93419 13491

L

111
111
000
111
111
111
000
000
000
111
112
114
111
111
000
000
111
111

111
1l
000
000
L
11
Ll

000
000

000
000
000

000
000
000
000
000

000
000

000
000

000
000
00

003
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M1A/D TRAMNGHISS LOES

e e AR - c et . Sk
T g B 333 S1715. 7 ; - 111 999, 361 43 = 111 000
ATR 20 463 50644 (111 50130 333 4B S : - © 111 000
APR 15 463 50395/51814 : = 2 111 999 168 30 - 111 000
HAY 18 . 015 11719 333 12269 © 333 08 13 - ' - ; -- 111 000
BAY 20 ©oo25 11219 333 12532 : - At 998 ; 634 30 111 35712 94013 °, 111 000
JUN 18 025 12257 333 12969 333 15 16 . = i - : - 111 000
JUN 20 025 12577 " 333.11316 i - 111 999 : 636 40 - , 111 000
JUN 15 025 11759 333 11199 338919 cd11 999 ‘ 281 20 ¢ = i 111 000
JUL 1R o 11167 i 333 11469 3i3UE duasle Srdew - | - - - | 111 000
Jut 20 025 11404 " 333 10292 ] - 111 999 | 971 40 - 111 79890 111 000
JUL 15 B 13821 333 13516 : - 111 999, 157 357 - © 111 000
AUG 18 025 :

AUG 20 025 \

AUG 15 s : |

SEP 18 . 463 ' i ;

SEP 20 L (463 : : |

SEP 15 P aes i ! !

OCT 18 463 ! : : |

aCT 20 : 463 ; ‘ :

OCT 15 . 463 : : i

HovaRLL . Eiign : ; :

NOV 20 R 9y i . ; ;

NOV 15 197 : i !

DEC 18 ; 197 3 ‘ : i

DEC 20 197 g

DEC 15 : 197/ i



M13 TIME SCHEDULE

ID/Call

125
134
149
158
163
201
203
206
224
245
246
254
261
271
272
281
284
346
347
- 352
353
367
369
387
411
415
417
419
421
427
458
491
497
517
522
563
590
629
679
703
714
732
735
751
757
781
803
823
826
831
842
864
865
903
926
967

All serial numbers are projected to December 1996,

cover the period  July 93 to Jul{
these may either refer to seaonal change or two separate transmiss

(000)
(000)

(000)

(000)
(000)

(000)

Serial

(Dec 96) Sun

150

149

153
173
147
147
149
153
153
154
157
167
153
177
160
147
145
145
152
150
149
159
154
172
7
147
149
147
146
147
153
168
152
149
160
168
150
159
156
147
148
153
151
172
147
174
147
147
150
156
147
144
148
147
149

24

Mon Tue

22

04
20

19: - 20/21

043/213

21/213
19

21/22/23

20

19/20 19/20 20/21

233
211

043/23

20
20 20

20/21  19/20

20/21/22

04

96.

19
04

215 23
21

22
22
07

203 193

Hed

08

05

25

17

21
22/23
06
07/123

20
22

053

whethe

Thu Fri Sat

21

21
05
073
21
19/222
21
21
21/22

073

20 20/21
71
21
21
05
20

22

21
22

17
19. 17/18/183

20

21
215/225

.20
20
22

15

04
06 16

r IDs are active or mot. IDs

Vhere alternative times areigiven for the same day

(0o0) mAcakes I kown ¥ ws. MIBA frmadt odss .

25

nson same day.




Letters to E.N.LG.M.A.

L

Weloome to imaue 11, pvongratylations 1if you npotted our deliberate
aistake in issue 10. Yes we forgot to put a 10 on the cover. Sorry.

We have had lots of great letters and conments and it is difficult to
know where to begin {

First a few comments about issue 10. Mixed views continue to be
received. From Oswestry jin Shropshire comes the comment that ENIGHA
should cover. a smaller number of stations but in more detail. Mean-—
while Alan in Solihull preferred the layout of issues 1 & 2 which he
describes as more ‘eye catching”. Another valued reader says ‘a
clearer type face might be better as I am not as young as I was in the

Cold War” ! 9

— But on the. other side. of the fence is Jonathan in Zimbabwe who says
the printed format ig very good and I guess a lot of information can
be packed in this way °

We are trying to keep a close eye on the type face, on the question of
content ENIGMA continues to gather more and more information. We are
keen to give -you a comprehensive newsletter with accurate information.

Another subject which carries strong opinion is that of station names.
Back to Oswestry ~ I don°t find the Newsletter as easy to follow
nowadays, having started with issus No.4. The descriptions such as ¥10

or G8 don’t mean puch’. Also Lars in Germany asks for an explanation
of the codes.

Mike in Kent also writes : ‘Pet names . 1 hope you do not decide to
dispense with the inclusion of these, the ENIGMA numbering system is a
good one and ideal for our computerised data bases, but not having a
‘pet’ name will be l1ike losing an old friend to those of us who have
been ‘at it®~ for years. You cannot allow them to be dehumanised and
de-romanticised into a code number.

Even new stations appear ROTc alluring with a pet name ed ; Cherry
Ripe and Bright No Ha. Where’s the romanticism in R4 & V9.

Let me try and clarify, f£irst voice gtations. Faced with a huge
amount of both historical and current information we had to find a
way of getting it under control ( I cannot take the credit for this ).
~ Following the lines of the professionals we introduced a languade
based coding system, this was then split further by format type. We do
‘not include -different’ voices used by the same station over a period
of time.

So, this was the atarting point. It is not our jntention to throw ount
all the old “pet names” but to use those which have an jdentifiable
_ meaning along side the new designations. So Lincolnshire Poacher will
remain alongside E3 because it iz a part of the station which can be
used for identification purposes. Things that are of no use such as
Bulgarian Betty are both dangerous and misleading. The station is not
__Bulgarian and her name would seem unlikely to be Betty !



I ugree that =mome =mtationa now mound rather lesm interesting but, in
certain cases it is the safest way to gain a correct identification.
For example ; if you are not familiar with certain German language
stations which sound pretty similar then the ‘endings’ 00000 or 000
000 will make all the difference between G6 & G7.

Morse stations are an even bigger problem with so few clues. Haking up
an ever increasing proportion of traffie the task of sorting ocut one
station from the other is very difficult. The morse format charts are
the best way we can come up with to help in making a correct
identification. i

So I hope that is of some help and reassurance. We want you to enjoy
ENICMA and we are not trying to mnake it difficult, but in the name of
accuracy we are trying to get the subject under control.

Staying on a similar subject Lars in Finsterwalde, Germany & Vassily
in Moscow both ask why so many stations speak the numbers in different
ways to every day speech.

The first part of the answer is to do with short wave reception. Words
can easily be mis-heard and so nearly all German language stations
seen. to use Svo for 2 because Iweil sounds like Drei over the air. The
nore difficult part of the answer concerns the ‘“odd’ pronunciations.
This is caused by none native speakers reading the numbers. So you
have peculiar corruptions to familiar words with Polish announcers
reading German and Hungarians reading English ! The results are
sometimes less than satisfactory and it is a wonder that agents know
whether to blow up the bridge or go to the dinner party ?

On now to the subject of books. Tony in York wrote to tell me that
‘The Hobbyists Guide to Comint Collection & Analysis® which was
reviewed in issue 10 is available in the UK. Details can be obtained
by contacting Lowe Electronics, Chesterfield Road, Matlock,
Derbyshire. Telephone UK

01629- 580800.

Tony also mentions the ‘Audio Guide to SH Sounds® ; a cassette
available from Interproducts, B8 Abbot Street, Perth, Scotland. UK
£4 .95 inc postage with over 30 sounds in all.

Simon Mason told me about a new book called ‘The Ultimate Spy Book™ by
H. Keith Melton. It contains several pages showing spy radios and one
time pads. UK price is about £18. We will try and obtain more details
on this, if any reader purchases a copy we would appreciate a review
and ISBN details.

Jonathan in Zimbabwe is reading a book called “Every Spy a Prince”
billed as the No.l book about Israel’s Secret Intelligence Agencies
and the "Complete History of Israel’s Intelligence Community”. Of
interest are rather short descriptions of how communications are
maintained with field agents in various instances, including coded
nessages broadcast during an apparently normal Israel Radio
transmission, a female agent in Beirut sho sent messages back to HQ by
using a favourite piece of Mossad technology, an amazingly tiny radio
set, also an agent in Egypt who carried around a transmitter in the
heel of his shoe !

The book is written by Dan Raviv & Yossi Melman, published by Houghton
Hifflin ISBN 0-3985 58120-8 (paperback) 473pp.
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A few quick mentions to regular contributors Vassily in Homcow. And
Ian in Scotland who tells me his prehistoric typewriter went the way
of the pterodactyls and is now working on his new WP. Greetings to Jim
in Strathkiness, Ivan in St.Petersburg & Ken in Doncaster, and Hans in
Trier, Germany. Thanks to everyone for the logs news and information.

Hi now to Tom in the USA. Sorry we could not fit your letter in last
time around. Tom mentions stations Y2 & M8 which he is convinced are
related. (Ed. They are) He tells us that he heard the voice station
sending a normal message but with M8 in the background of the YL
sending CW 5F cut numbers. When the Y. went off air, so did the Horse
signal, even though it did not sign of with its usual AR AR AR SK SK
gK. This was a problem with the pixing, not two stations on the same
frequency.

We are very interested in comments concerning a station heard in North
Awerica with the call sign P7X (this station uses a similar format as
P8K) which pops up from time to time sending 120 group messages with
high-speed data transmissions between mnessages. The preambles are
always the same : VVV DE P7¥ TIIPII 140230 GR 120 BT, then goes into
120 group message. The group 140230 is the date and time. This station
sends two messages an hour, repeating each one, for a total of four
transmissions an hour. The station uses one frequency, sending
pessages none stop for several hours. This will occur for about three
weeks, when the station disappears for a while. It will then appear
later on another frequency, where the whole process starts over again.

I have heard this is some kind of training activity, (interesting) but
I can’t speculate on who would be using this station. Frequencies
noted in North America are 3278, 4440, 5125, 5397, & 5431. I have also
heard this station using call signs E91 & EK3C. (Ed. It is believed to
be French).

Finally, Tom mentions our feature on New Star Radio in issue 9. In the
“Looking East” column it was stated that the "New Star” station had
poor reception in SE Asia on 8300 kHz. I thought I should inform you
that I was in the Philippines in 1880, the 8300 kHz station had a
tremendously strong signal. The carrier stayed on 24 hours per day,
and was, in fact, a nuisance when trying to listen to signals close to
the frequency.

My thanks to Brian in Crawley, your comments are always appreciated.
Brian mentioned our recent piece concerning Radio Northsea
International. He says he was unaware of Bollier s involvement in the
Lockerbie incident, and several of the other connections you mention.
As one of those dedicated listeners, I do remember listening to RNI
all the time it was being jammed, and in particular the time when RNI
tried constantly to change its frequency to avoid the jamming, only to
have the powerful government transmitter sweep over it after about 10
seconds of returning to the air on a new frequency.

The one incident that always stayed in my mind over the pirate ships
saga, was the total about-turn nade by the opposition once they were
elected as the new government, over their election pledge to legalise
stations. The suggestion was, that once in power, they had access to
secret papers which were not available to them while in opposition,
and that this information was of such importance that they were forced
to change their policy. :
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The subject of RNI and the espionags connection is Explored to a
limited extent in Paul Harris's book “To be a pirate king”, which
seens to be the source of the original story. (It is not - ¥.G.)

Another of our regular contributors is NMike in Kent, I will start with
an apology, in issue 10, I (Chris) made an error in a comment sent in
by Mike in EKent. The section concerning the Buzzer (4825 kHz) should
have read, "Is it a propagational marker ?° And nob » it is &
propagational narker”. Sorry.

Mike is interested in hearing from other nembers in Kent & East Sussex
and would be willing to set up a Southeast neeting of members every
six months or so to have a “workshop”. Please write to Mike via ENIGHA
and we will pass on your letters.

Another regular reader writes to say that he was listening to R.
Netherlands a few weeks ago and they were talking about espionage in
the Bosnian War. They said, although it was hard to hear, that several
people had been jailed for espionage who came from Croatia and had
been caught spying in Serbia. Some were also Serbs who had worked for
the Croats and spied on Serbia’s extensive Military Industrial
Complex. One of these 8 people was apparently a Canadian. People
passed secrets from Serbia to Croatia - nmostly technical data,
particularly concerning their arms industry.

Details were few as the cases had been behind closed doors but there
had been extensive use of computer disks being smuggled across borders
with data such as plans hidden in amongst computer games and other
innocuous files. Host espilonage over there tended to be of a technical
nature according to one of the Jjournalists although the details were
sketchy and the broadcast was hard to hear.

Hello now to Peter in Saffron Walden. Thank you for the comprehensive
logs and information. Peter keeps us up to date on a good selection of
stations including the E5 Counting Station. He mentions some recent
errors in transmissions. On the April 8 transmission 8970//8143 he
tuned in just after the hour for call “796” when the voice went off
air and was replaced by a tone, pulsed at about 3 per second, which
lasted for about a minute, then the voice came back starting the call
up from the beginning. The transmission did not start until 18.18 UTC.

On April 24 the 8118 kHz transmission was found at just after 13.00
but already in the 5F message - normally this would be in the pre-
amble. The repeat came at 13.05 UTC, followed by “Count 188" & a
second reading of S5F. “End” just before 13.23, noisy carrier went off
a few minutes later. 8116 was one of the frequencies on which I heaxd
an audio tone along with several other ES frequencies at approximately
08.00 on Monday 11 March.

After the transmission on 8116 had ended & the carrier had gone off at
13.23, after a few minutes the same noise-filled carrier came back on
at 13.27, nothing until 14.00 when an audio FSE type data signal

began- like fast RTTY. I have heard something like this before during
the winter evening on several frequencies in the 4 & 5 MHz region.

Ed note. One theory js that the ES5 messages 'are sent to the
transmitter sites in a compressed data fornat, sometime just prior to
transmission. These are then decompressed into the messages which we
hear. This could account for the strange ‘audio background® to ES
messages, and poor audio quality.
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 Peter mlmo comments gbout the recent nention of the ZXKrogers, = I
didn°t realise until last year that a feature film had been made of
their activities. It was called "Ring of Spies” and was made in 1863
in black & white. (Ed. A book of the sane title was also published) I

was unaware of its existence until I happened to see it quite by
chance one afternoon on Channel 4 about 18 month ago.

Eai in Elsterwerda wrote a detailed letter and comments on the
“Tyrolean Music gtation® G1. First ° Remember, that these were
operated by the “"Ministerium fir Staatssicherheit” (HfS) of the German
Denocratic Republic. Number transmissions of the MfS have transmitted
from Konigs Wusterhausen, gouth of Berlin. Along-side several
broadcast transmitter (including 4 x 100 kW short-wave) this site had
some 20 kW utility transmitters. One of the services these
transmitters carried was the ”Agentenfﬂhrstationen" (agent command
stations) from the MfS. Utility services from Konigs Wusterhausen
completely shut-down on October 10 1880. All transmitters were
dismantled. The former utility transmitter hall je now a little
puseum. It is rumoured, that ¥fS number transmissions also came from
aite around Magdeburg. The background for these suspicions is, that in
the background of wvarious number transmissions the “Soldatensender
' g35" programme Was audible. It is well known that strong AM
transmitters can couple into nearby audio equipment. “ggldatensender
g35” came from a 250 kW transmitter at the station in Burg, near
Magdeburg. According to station staff in Burg, there was not ever a
short wave transmitter, only broadcast transmitters for 261 kHz Long
Wave and Medium Wave.

In the past Burg had two 250 kW nedium wave transmitters, one carrying
"Deutschlandsender“ on 782 kHz, the second was officially declared as
the back up, but in fact carried “Freiheitsender 904" and
=soldatensender g35”. From 1979 Burg had an additional 1000 kW
transmitter on 783 kHz, and both 250 kW transmitters are now operated
on 657 & 1575 kHz respectively.

Burg also carried Radio Volga on 281 kiz. This transmitter is still in
uss.

Kai says, 1 think, there is no reason to doubt, that Burg never had
short wave transmitters. I think, that it is only a Tumour.

q~_~—~~~~-~~~4-p-~n~~~~---v~~~~m~—-— ~~¢1w---—-~~~~~-~~~~-r~~~~~-v~-¢~~-o—~~w-u~~~

R10) Station message strings. 1 have received several letters, with
thanks to Michael in Newcastle-under-Lyme and Brian in Crarley
concerning my request for jnformation about nessage strings from the
E10 stations. e.H. VLB D14 D15 D186 p18. I am preparing a feature on
these for issue 12 so if any readers would like to contribute copy
logs (it doesn’t matter if they are old) or suggestions on what these
may be or an¥y other aspect of their operation please send them in.

~ 1 have some jnteresting theories to float about these special
transmissions.

-uu--—on~~~~u----~~~~~~~~~~~4a-~~~-’-o--.-—-a»v-v-..u--a-y-—-u»ao..-—---ou-..~..,-...-~~..-....
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Hi now to Andreas in Landsberg Germany. Andreas sent in another very
detailed collection of comments and logs. Included this time around
was his recent visit to Prague. Close to Prague castle is the Ministry
of Foreign Affairs (MFA). After visiting an exhibition Andreas had a
closer look at the MFA and spotted a =strange construction of wimes
mhich were surely an antenna, he tells us that he could not see the
whole construction which was well hidden.

“There was an exit of the MFA, which was open to let someone out, at
this point I could see three Log-Periodic antennas and a strange one
that I could not easily describe. I also saw a little T-antenna which
is possibly for receiving gignals. So I ask : what are these antennas
used for 2 I don't think that such constructions are there to monitor
signals from all over the world. I'm also not aware of short wave
traffic of Czech embassies back home ( does anyone know about this
?)-and the antennas did not look new.”

He also know about the many Czech Number Stations. OLX is operated by
the Ministry of Tnterior, who tell us no other service operates on
behalf of the MFA, or maybe the MFA operates it on behalf of the
Ministry of Interior.”

Ed note ; Why does a amall country 1like the Czech Republic operate a
Number Station 23 hours per day ? I wonder, perhaps they gend traffic
to Central Rurope and the CIS for another well known agency which ends
in a 6 ! Certainly somethingd still comes out of the Czech Republic for
its own intelligence agents but it is .not likely to be via OLX.

T also managed to read through “Der BND" by Erich Schmitt-Eenboom, the
best researched book on the subject of intelligence I have ever read.
It was recommended in an ENIGMA some time ago. The book does talk
about the Hungarian Intelligence Service. Prior to 1988 it was known
as AVH (Allamvédelmi Hatosag) and because of its successes against
NATO-states it was feared by the West. It was then turned into the
Organisation for the Protection of the Constitution. The new
government (in 1881) gave up espionage in foreign countries
completely.

(¥hy did they continue to operate Number Stations then ?).

There was alsc a small scandal because of the TRIED investigation of
opposition politicians. The Hungarian government even apologised to
Hestern countries for what they did in the years prior to 1888. I
think they did not give up espionage in foreign countries completely,
3 Note Oddity & VDE are both active. They may have just changed their
targets onto former allies 1like Romania, Slovakia & the former
Yugoslavia. That could easily be regarded as only a domestic
operation, because all these countries have borders with Hungary and
in addition Hungary can claim to have a security interest in the
countries.

Another thing that was reported on Radio Budapest, German service, was
that after 1988 several hundred peoples are said to have been observed
without permission by the Hungarian Intelligence Service.

The leader of the German minority in Hungary protested that his
organisation was being observed. He requested to know the background,
reasons, and details about just who was observed. The Minority Bureau
also received complains from both Serbian and Greek minorities.
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S7The ohgervations were ganid to have gtarted on the Southern border in
1992 . Refugees from the former Yugoslavia came into Hungary and the
Secret Service wanted to restrict “irritations” in the local
communities among other minorities because of the incoming refugees.

Also the German ninority in Poland is reported to be under observation
by the Polish Secret Service, the yoP, one MHinister of Interior
described them as “a potential danger” . (Mitteldeutsche Zeitung, 5.96)

Andreas tells us that he is reading a book called "Im Dienste des
Gegners” (freely translated as “gserving for the Eneny"”) by Heinz
Felfe. He tells about the CIA in GDR/FRG. “The net for
nonitoring/transnitting radio signals from the area of the FRG was
very wide ranging. In 1858 a part of this programme went under the
name "operation Seatrail” and was conducted by the 513th Hilitary
Intelligence Group with the H@ at Cawp King in Oberursel. There agent
radio operators from socialist countries, 65P. from the GDR were
trained. The selection of persons as agent radlo operators from
socialist countries was conducted in such a way as to ensure that the
person would be living at home at a time of war. The German speaking
operators were equipped with radio and code material with the
intention of transmitting jinformation at times of political unrest or
war...

One radio operator Was assigned to one agent and one only - and the
same the other way round. The radio operators of the BND were
controlled by American Intelligence. ;

Hike s report on the American numbers scene was very interesting. There
you see, how important ENIGHA is - a forum for discussion and the
exchange of news.

The FCC is not reliable in terms of HNumber Stations - for them
everything came from Nicaragua, the US Soviet Embassy - or they traced
a thing to “downtown Havana”, sometimes even telling the Soviet
embassy there.

And last but not least we would like to pass on thanks to Christian in
Orianenburg in the former DDR. Christian is a blind DX'er with a keen
interest in Number Stations. We have received from him via Andreas
over 3 hours of cassette recordings of transmissions from the 1870°s
and 1980°s.

The receipt of these tapes have provided ENIGHA with considerable
amounts of new information about both past and present operators and
allowed us to fill in the gaps of station evolution.

As a direct result of these recording we have been able to
considerably update our “Control List".

New recordings received not only include stations never previously
heard but also variations to existing stations.

A Polish languagde version of the "Strich Family”
A Hungarian language version of NHN

A German language version of Edna Sednitzer (S4)
An English (accent) version of the Counting Station

He hope to provide much more detailed information in issue 12,
following further analysis of these recordings.
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Interproducts 19398 Catalogue

We recently received a copy of the latest catalogue Ffrom Interproducls
the specialist radio book publisher and distributor.

Fhatever your field of interest, shortwave, VHF, or UHF - you are
likely ta find something to add to your bookshelf.

New books include the S5th edition of the UK Scanning Directory and
something curiously called the "Police Scanning Club’! Books on both
geronautical and maritime communications are also plentiful.

ENIGHA readers will be interested in the updated ‘Intercepting Numbers
Stations by Langley Pierce claiming to have all the Jatest active
frequencies. However, Simon Mason informs me he ordered the so called
gpdated version and received the first edition. On returning this to
Interproducts he simply received a refund with no explanation. Does an

updated version exist ? Any conments Langley !

‘Favesdropping On The British Military by Michael Cannon gives
details of how to tune with ease 1nto the secret world of British
Military Copmunications and includes frequency lists from VLF through
HF, VHF, UHF upto satellite.

‘The Clandestine Broadcasting,Directory' by Mathias Kropf is another
interesting title by one of Europe’'s top quthorities on the subject.

New is the "Shortwave Kavesdropper CD-ROM* described by Interproducts
as a huge step [forward in the accessibility of shortwave utility
information. It gives instant access to well over 32,000 frequencies
and 42,000 callsigns listing military, tactical, ships - naval and
merchant, embassies, gercnautical, press agencies, weather stations
and countless more. In-depth country by country information containing
QSL addresses, schedules, examples of traffic, and a@maps are also

included.

That s not all ! The DX Edge shows you in real time where to monitor
throughout the day. There are extensive help menus, tutorials and &
very large 1list of ARG SELCAL codes. There are even audic samples of
data mode and number stations. Shortwave Favesdropper runs on an IBN
PC or compatible computer with CD-ROM drive, at least 4MB of RAN
running Microsoft Windows 3.0 or higher and sound board which is
optional.

Priced at £25.00 including UK postage and airmail worldwide.

This is Just a snap shot of the many books and radio products in the
Interproducts catalogue which may be of interest to ENIGHA readers.

You can contact Interproducts at ;

Interproducts &8 Abbot Street, Perth, Scotland, PH2 UOEB.

01738-4411399

or Telephone or Facsimile UK :
OVERSEAS: +44 1738-441139

I°'p sure they will be pleased to send you a free catalogue.

ENIGMA has no connection with Interproducts.
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Simon Mason Writes .........
b

i s S —
e e

Hello sgain and welcome to another column. This time I was going to go
into some detail regarding the Hotel Kilo and Sierra Bravo
transmissions but of course Murphy s Law came into play and both these
stations vanished from the air in February 1996. At the time of
writing only three of the 2 Letter Stations (E16,G18) are operating.
Thése are Mike Delta (E18) Golf Kilo and Whisky Lima (G16) which are
currently on air at the following times -

GOLF KILO
MON 19.00 TUE 20.30 WED 20.00 THU 22.30 FRI 19.00 SAT 17.30 SUN 20.30
Try frequencies for GK - 4594 4888 9325 10177 12314
MIEE DELTA e

TUE 13.30 THU 13.30 SUN 08.00
Try frequencies for MD - 11545 12052 12210 13890 16220
WHISKY LIMA

TUE 19.00 THU 18.30 SAT 17.30 SUN 10.00
The transmissions of MD WL & GK are something of a reduction compared

to only a few years ago when over 80 different call signs were on the
air ! AU is still arocund but only very occasionally.

.~~~~~~~-w—~#vv-“u~~~~mﬁﬁﬁlvﬁlqﬂ”qﬂa‘-&ud‘vvn‘u-ﬂwo-&‘u-u-l\—w-vq—ﬂ--u~~~~~~M~vvvv-~~~~-rwo

A visit to the library turned up something very interesting. In a book
called " Inside the KGB" by Aleksei Myagkov I noticed the following
item under the heading " Some revealing traits in the actions of an
agent receiving one vay transmissions or engaged in radio
communications."”

The book listed 9 tell-tale signs which nay indicate espionage
activities.

[

1) Reeping awake two nights running at times of crisis ete.

2) Ascertaining the fact of postal correspondence being dispatched
after the day fixed for radio transmissions.

3). Discovery of his definite freguencies and notebook with § figure
. &roups.

4) Presence in the attic, in his room or in a. shed of large aerials
erected for transmission, or of insulated pieces of wire which could
be used as an‘aerial.

5) Use of headphones.

6) Creating the impression that the suspected person is absent from
the flat at the time of reception.
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7) Refusal to receive visitors especially on the day of reception.
8) Recording radio broadeasts on a tape recorder. >

9) Concealment of knowledge in radio matters.

How msny ENIGMA readers would fulfil one or more of these criteria 7

was published in the World DX Club’s Contact
nagazine recently by Mr Podney R. Sixe of Redruth in Cornwall. He says
“Can anyone help me in obtaining an Israel Radio programme schedule of
some years ago which shows the frequencies 27905 & 27790 in operation.
Also, I am keen to get a cassette recording or log of the 3rd harmonic
of the "7m" pop music grind jammer on either 29085 and/or 29115 kHz."

A strange request

I hadn 't heard of either of these transmissions before this, has

anyone else ?

In the final death throes of the 2-Letter Stations, on July 3rd 1898
at 21.00, Golf Kilo sent the following group headings. 856 31 gruppen
und 43 gruppen. 571 71 gruppen." Altogether 145 groups which ended at
21,24

Next a couple of logging’s which are gquite iInteresting : New Star
Broadcasting (V13) Station heard at 22.00 sign on with identification,
nusic and messages on new 9725 kHz // to 8300 kHz. (CONTACT MAGAZINE)

4768 kHz “Cherry Ripe" spy numbers station
YL/EF as “Lincolnshire Poacher"” but different
frequency possibly from Red China, as this

Singapore.

Those of yeu who try your luck on the National
Lottery might use the random properties of the
number stations to choose your weekly selection.

I prefer to use Mike Delta YL/EE station but any
will do, except perhaps OLX which is a little
too fast. I take the first two digits of the SF
group if they are between 1-49, any above can be
ignored. For example, 12113 89003 428333 23322
33399 09037 would produce the numbers 12, 03, 4z,
23, 33, and 09. This method has yielded two £10
wins in 4 months.

If you win don’t forget my share !

That's all this time around, Good Listening.

,3..(0

heard here at 20.00. Same

tune. Heavy Jjamming on
station appears to be in
(U.S. MAGAZINE - POPULAR COMMUNICATIONS)

S o - A b ot AP s S B A s AL RS AL

el : 7
| Short shrift
| ANYONE who doubts that spy-

ing is still rife after the supposed

end of the Cold War should tune
..in a short wave radio any

‘evening between 3 and 20 mHz. !
They will come across a robotic !

female voice reading groups of
five numbers in English, Rus-
sian, German, Czech, Spanish,
Chinese and other languages.

,» Now and.again they may hear
a male volce in Romanian, Eng-
lish and Russian. These trans-
missions areinstructions in

-.‘code sent to-sples in foreign
countriesi: they have not

-decreased in the past ten years.

-+-1f you come gcross the some-

-one _sginging The Lincolnshire

- Poacher, followed by a British-

isounding woman, are you

'listenipg t.o; MIB’P, Nobody

DAILY MAIL 22.5.38

MASON, Hull. |

4




NORTY WALES SPY SET DUG (P IN 1380

Following our request for information in issue 10 the following
article was received by ENIGHA.

“In response to your request [ did some digging on this and spoke to
someone who knows about transmitters. He had newspaper articles on it
and collects old military radios so Wwas able to steer me in the right
direction for information and gave =mé a well informed opinion. The
information in the articles was sketchy and merely conveyed official
dis-information which was considerable in this case.

In 1980 a field was being ploughed in North Wales near Llangollen. 26
year old Goronwy Norris was working on his father’s 800 acre farm when
g carrying case which looked like a portable typewriter was unearthed
in the soil. It seems that it was also wrapped in a plastic rrapper.

It was shown at a National Farming Union meeting to branch secretary,
Heurig Voyle and everyone present also agreed that it was a spy radio
set but nobody knew what to do with it. The press were told and then
the Police. The Police gave the farmer 4 receipt for a brown box 14.5
inches by 10.5 inches which contained radico equipment. This was the
last time it was seen 1In Wales. Police and Home Office people
descended on the farm at Pant ¥y Maen, Llanrhaedr ym Mochnant. They
used what they said were metal-detectors all over the area where the
set was found and the farmer signed a disclaimer saying he had no
right to it. They would not let him watch the search. The FPolice gave
it to the Home Office who then said they didn 't have it and that ras
the last anyone saw of it. Kveryone denied knowledge of it including
the dnti-Terrorist Branch and Special Branch. 4 phato had been taken
of the set by Voyvle before it went to the Police Station at Colwryn
Bay. I had heard that messages were put on perforated lape and put
through a reader for fast transmissions according to one reporter but
I do not know if this was the case. Dis-inforpation is rife !

The local MP wrote to the Home Secretary who said that the set was of
foreign origin and was exapined by the Security Service. There were no
clues to its origin except some bolts with USA stamped on them. It had
a wire recorder for sending coded signals at wvltra-high speed.

There were 40 metal cased freqguency crystals in the box which was like
a typewriter. This was all in 1880.

In February 1981 a 2.5 inch strip of microfilm was found by the farmer
on his desk and he guessed it was from the radio. It had 5 pages and
was called “Transmitter Handling and MNaintenance" and referred to the
device as being housed in a “dead box". An expert examined the
instructions and concluded that the radio was Ffrom 1965 and could
reach Kastern Europe. He felt that a sleeper had buried it who could
be activated in the future. A language expert said it was translated
badly from a foreign language, probably German. HNany Germans go on
holiday in that area and one of them could have buried it. It was also
Ffound that a party of Russians had stayed nearby years before and they
only went out at night.
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It later emerged that this Russian “trade delegation” contained four
people who had been expelled from Britain in 1971 in a mass expulsion
of 105 Russians following the defection of Oleg Lyalin. This
Department V KGB officer revealed amuch information on Russian sabotage
plans. He said that saboteurs had been recruited in the UK to destroy
radar stations and attack V-bomber bases.

Fach unit had a radio set for receiving orders from Hoscow and to
report the damage they had done. The set was buried in a remote
location and one message wWas sent each year to check that the set
worked. The one in Wales was well maintained and it was felt that 1t
had been serviced. It was thought that It could be for a unit who
would commit sabotage in the Port of Liverpool or attack the American
base at Burtonwood.

Transmitters are occasionally stored in the home under a Floor or in a
wall or possibly in a garden but then there is a danger of damage from
the weather. If it was Russian though I feel that it would have had an
anti-handling device because the one they trained Sabotka in Canada to
use was a large grey box with a telephone dial for entering coded
messages which was squirted when a butlon was pushed.. The instructor
told him that it would explode if it was opened or tampered with and
if it broke down he should not attempt ta fix It ! It was such a
sensitive device that he would receive it via drop in Canada after he
arrived there. The Erogers had 3 transmitters, I believe. One was
buried in the garden, one was under the house and one Was under the
coal-~hole. None of Lhese had an anti-handling device. 4 defector
revealed that buried transmilters in remote locations have a detailed
description and photograph on file at the centre in case they are ever
needed.

Much of the info concerning the Welsh radio is, I am assured, dis-
information. The vacuum tubes were From Mullard and Sylvania, a UK ~and
US Company and the instructions were 1in English., It was probably an
early version of the GRA-71 burst transmitter which was lost on an SAS
exercise and then dug up by accident years later. The smoke-screen of
dis-information was merely to hide their annoyance at it being dug up
again as the area is frequently used for exercises. The wire recorder
I suspect was some form of key pad to input messages as magnetic tape
recorders were in use by the 1960 °s when the set was believed to have
been made. Hints of Kast European involvement or SPETSNAZ being behind
it are dis-information. Some trooper probably buried it and then forgot
where it was and then it was written off.

He probably ended up cleaning the toilets with a toothbrush or
painting grass green or many other exciting, interesting and useful
things they use humble squaddies for. It could have been for use in
case the UK was invaded or in the aftermath of a nuclear war to retain
links with units still behind eneny lines. It may also have been
something to do with the “Gladic" system. The real answer, as always,
will probably never be known except that it is probably a fine example
of British technology in the 18960°s and caused embarrassment to
somebody, somewhere....... It is an BNIGHA....... i

Our thanks to °D° and Simon Mason for information used In this
fea tufe) clerived ,(ro,v-\ i PDW\QP Cbm,\,\@f\lcnﬁm-\-s’ J\Af\ﬁ- t‘:te9
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RUSSIA STEPS UP SPYING AGAINST GERMANY writes Robin Gedye in BONK.

Russian and eastern Kuropean espionage against Germany threatens

internal security and is an “"outrageous political affront” to the aid
and cooperation offered by Bonn, a recent Interior Ministry report

stated.

¥hile military espionage remains a priority of the Kastern
intelligence service, attention has been diverted to spying out new
technology, where Russia is trying to save time and money by stealing
Western expertise.

Germany has become the focus of attention for Russia and the former
Soviet bloc states because of its strategically vital and accessible
situation at the heart of Burope, the report said.

"Russia’s pledge to stop sending agents to Germany after the Cold Far
has proved thoroughly empty, * sanid a counter-espionage expert.
~rhousands of agents are falling over one another here from the
Russian Federation, to Poland, China and the Niddle Fast. Not only has
.-there been a steady increase in espionasge over the past five years,
but a burst of activilty since last October shows President Yeltsin
has ordered an intensification.” The report .describes the
restructuring of Russia’s intelligence service since the collapse of
copmunism, saying they have increased their effectiveness.

The FSB counter-espionage department, with 100,000 agents, has taken
over the intrusive and omniscient role formerly filled by the KGB. Its
new prestige marks a return to the pre-Yeltsin era of a largely
homogeneous intelligence service, the report claims.

The FBS’s power s have been . extended to fighting organised crime and
terrorism. In addition to controlling security in the police and
military, it looks after economic and foreign security. The SBP,
classified as the most sinister intelligence branch, coordinates

intelligence services and reporls directly to the Russian president on
security and espionage.

The SBP is above any legal or constitutional control “"operating in a
highly conspiratorial sphere” according to the report. The GUo, a
sub-unit of the 5BP, is responsible for the securily of the president
and government ministers. The GRU, the military intelligence

organisation, has remained untouched by changes to other services.
US CHALLENGE IN GULF RADIO WAR rrites Robin Wright in WASHINGTON

The United States Iaunched a new offensive in its campaign Lo
undermine the regimes in Iran and Irag recently with inauguration of a
radio transmitter in Kuwait 12 times more powrerful than any allowmed to
operate in the United States.

... Feonomic sanctions, - political isolation and a strong US military
presence in the region have made no significant differences to the
policies of the governments in either Iran or Irag. WNow the US is
trying to appeal directly to local population’s.
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“Information is a powerful wmeapon,” said Geoffrey Cowan, director of

the Voice of America. " So If getting information to people in [ran

about democracy and hupan rights and about what’'s happening in side
their country and in the world makes a Jdifference politically, ¢hen

this will be a transmitter of tremendous importance”.

The 600-kilowatt transmitter will beanm signals as fFar as Central Asia,
the Indian subcontinent, the Gulf and the eastern Mediterranean,
aaking US broadcasting available on home and car radios.

The biggest impact will be In Iran and Iraq, where audiences are
expected to expand significantly because listeners will no longer need
short-wave radios to pick up American broadcasts. The transmissions
will be impossible to jam. (&d. I am sure they will try).

Tranian broadcasts dominate the airwaves in the region, and Washington
has been unable to counter thenm, largely because of poor access Lo
local transmitter sites. The Kuwail move marks a major break-through
because governments in the Gulf have long rejected US requests lo
build a medium wave relay station.

Could any readers confirm if this station is now on air and also the
frequency in use. Is it Jjammed 7 Information appreciated from you HHK
buffs.

-v.vnu-u-.o.—-—.——.'«'—.—-‘—-y.,.‘.»-.....,...,..-v-—._,..-..-n.-‘v.v‘uuo-.-”-uu-.-..-—..-,-.-‘..—vw..,_»uu-.--\..-‘-...._...'u,...,.,~~~~.4..

Just a bit of space to say thank you to everyone who sent in a letter
logs and information. e read everything. Information is also retained
for use on future features and projects.

Sorry we are not always able (o provide a personal reply. The next
issue of ENIGMA will be published around the end of FEBRUARY 19Y87. We
would appreciate your contributions by FRIDAY 24 JANUARY 1987.

This will give you plenty of time to digest the contents of this issue
and listen out during the cold winter nights !

In the next issue of ENIGMA ;

Full updated contrel lists for both Voice & Morse.

Feature on the E10 - Phonetic Alphabet Station - Message Strings.

Plus all our usual sections.

¥e will also be looking to complete those features which we started in
previous issues, including the Czech stations,

PLEASE SEND IN YOUR RECEPTICON REPORTS COMMENT AND LETTERS TO ARRIVE BY
FRIDAY JANUARY 24 1997.

¥E NEED YOUR CONTRIBUTIONS AND VALUE YOUR SUFPORT GOF BENIGMA
THANK YOU
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HAVANA MOON

Following on from issue 10 and the late news iten)concerning Havana
Moon. My thanks to Ken in Doncaster for the following article which
appeared in the Harch issue of the US magazine Monitoring Times.

Who was Havana Hoon, Some readers may not even rememnber Havana Hoon or
the era in which numbers transmissions Were puch more a mystery than
they are today.

Havana Moon was a pseudonym used by William T. Godbey, a former us
Intelligence officer, who became known 1in the hobby as one of the
foremost US experts on covert radio and short wave numnbers
transmissions. Bill wrote a regular column fFor Monitoring Times from
May 1983 to June 1986. He died on January g, 1986, at the age of 958,
after a brief illness.

8ill recently retired from numbers chasing and spent the last several
vears happily and gquietly with his longtime sweetheart and companion,
Christine Klauberg Paustian, and her family in Westchester County, New
York. The following is a short sketch of Bill Godbey, the man behind
Havana Moon, as repenbered by Christine. She would welcome letters
from fans and friends c/o NetSurf Technologies, 1858 Pleasantville

Road , Bridrcliff Manor, NY10510. U.5.A.

¥hen Bill first told ne about Havana Hoon I laughed. And so did he.
He always relished a good Jjoke - I can still hear that distinctive
chuckle, and see Lthe impish grin and the twinkle in his eyes.

The persona that became a legend Was born out of & Jjoke over twenty
years ago, and this time, he came to be known as what may have been
the foremost US expert of Hhis time on the odd short wave mystery
broadcasts known as the Number Stations.

He was a radio buff Ffor most of his life. Bill got his first ham call,
W5YHS, back in Arkansas when he was Just a kid of 12. He developed &
Fascination with codes and ciphers, and his expertise in cryptograpiy
took him into various military intelligence conmands, which led 1in
turn to a career as an intelligence officer in the National Security
Agency. That affiliation was the reason for all the mystery, and the
pseudonym. Anonymity seemed the best way to handle the whole thing -
who ever knew that It would take on a life of its osm !

Bill earned a degree in broadcasting and Jjournalism from Arkansas
State College. He spent years as an air personality and Progran
Director at AN stations throughout the south, before poving into the
world of newRspapers. He worked at the Oakland Tribune and the Palm
Beach Post for many years. He was & talented and accomplished
photographer, &n avid gardener, and he knew more gbout rhythm & blues
and rock & roll music than anyone I have ever knorn.

The Numbers columns and articles first appeared in the Newark News
Radio Club bulletin, and moved through the years to Nonitoring Times,
Popular Compmunications, The A¥C¥E, Umbra et Lux, The Numbers Fact
sheet, Los Numeros Online, Clandestine Confidential, Radioscan and
SIGNALS.
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There were a couple of books, and countleza radio and angaxine
interviews - all about numbers - an oddly arcane subject made all the
wore fascinating by the silent silhouette in the black fedora.

In the last years of his life, he pursued more traditional and
ordinary things - he loved our house and garden, and competed in a
good—-natured way with the neighbors to make our home the showpiece of
the block. He got a new ham license, XB200R, and hung out on 2 neters
and in the diner with a bunch of his cronies. He loved his radios and
tag sales, the lottery and pepperoni pizza - crossword puzzles, the
Sunday Times, and a good cup of coffee - he loved the blues, the
Honeymooners, and our menagerie of assorted children and pels.

T treasure the years we had together. And as mguch as I would like to
have kept him all to myself, a part of me is glad - finally - to share
the real man with all of you. ¥illiam Thomas Godbey was born in
HcCory, Arkansas, on September 5, 1936 - he died peaceéfully in North

Tarrytown, New York, on January 9, 18396.
Christine Paustian.

THE LAUGHING CAVALIER

Back to Britain now, but staying on a similar theme. From American
nunbers monitors onto a famous British name from the past. The
‘Laughing Cavalier’ was a regular contributor to Short Wave Magazine
for many years and sent in nuombers logs and information. This was at a
time when no one really dared to mention the subject, let alone openly
write about it in a British magazine.

You may recall that we appealed for information back in issue 8 about

the Laughing Cavalier, the following arrived concerning him.

You asked about the ~“Laughing Cavalier . This person was actually
called Peter Quientel who was an ex- GCHQ analyst and one time SIS
of ficer who took early retirement. He was in a clandestine radio
society in London which specialised in l1istening to numbers stations.
His knowledge was considerable as he worked in COUNTERCLAN in the
1980s. I regret to inform you that this person is now dead and a sad
loss to the underground radio monitoring world. He used to keep his
logs and notes well hidden resulting in their loss after his death and
so they are not available to anybody. Most of his knowlgdge died with
him although he rarely talked about the details of his working life.

He is survived by a wife who still lives in London although she knew
very little about his working life”.

In another letter concerning Peter Quintel we heard that he had indeed
died from a heart attack at his home in London and had monitored
number stations since 1961.

If any readers have any further information it would be most

appreciated, also if vyou have any copies of his information which

appeared in Short Wave Magazine we would appreciate a copy, from

menmory it used to appear in the SSB Utility Listening column when it

was edited by Peter Rouse, although material may also have appeared
elsewhere in the magazine.

Can anyone tell us more about COUNTERCLAN and also the Clandestine
Radio Society in London which are mentioned above ?
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Things That Go Buzz In The Night

memerareen

HAARP - The Truth is out there (but finding it could
prove almost impossible).

In our last issue Wé asked if any readers could provide information
concerning HAARP - High Frequency Adetive Auroral Research Project.

We received considerable naterial via the Internet and also a copy of
the book “Angels Don 't Play this HAARP - advances in Tesla technology”
(more on this Jater). The problem comes in finding the middle ground
betmeen the extreme views held in some quarters and the official line
— somewhere along the path is the truth about HAARP.

If you have not heard anything about HAARP the following feature
pritten by John Fulford provides an excellent introduction.

What ‘s Happening in Alaska ?

- Shovld you find. yourself in Alaska this Jyear, take a side trip to a
location approximately two hundred mniles southeast of Fairbanks. You
will be in the lorn of Gakona, Alaska. Proceed down the Tok Highway to
pile marker 11.3. This will place you atl the geographic coordinates of
62 degrees 23.5 minutes North and 145 degrees 8.8 minutes West. Find
the big gate that says HAARP RESEARCH PROJECT. You are there.

Where is “there” and what have you found ? PFProposed in the early
1990°s and due for completion somewhere around 2002, this is the site
of the joint U.S. Air Force and Navy project code named HAARP-High
Frequency Active Auroral Research Project.

Nuch speculation has been written regarding this project-all the ray
from a doomsday pachine which will destroy the earth, to a machine
designed by the government to disrupt brain patterns, change the
weather, interfere in wildlife migration, and even burn a hole in the
apper atmosphere.

Putting the intent of the project aside for a noment, what re
basically have up there is a massive transmitter array. It is a phased
array, built on a 39 acre bed of gravel, measuring approximately 1000
by 1200 feet. There will be 180 towers arranged in a rectangle, each
of which will support at its top Lro crossed dipoles. One set of
dipoles will be for the low frequency Aarray, from 2.8 to 8 MHz. The

other is for the higher frequencies from 7 MNHz to 10 MH=z.

Providing perimeter protection around the array is an electrified fence

which will keep away the roaming animals. There 1is an elevated

electrical ground approximately Fifteen feet above the ground under
which vehicles may drive between transmitter shellers and the control
roonm.

There will be thirty individual transmitter buildings constructed.
Inside each building will be six 10 k¥ transmitters. The radiated
power will pe 6§ X 30X 2X 10 kN = 3,600 k¥. The entire project will
be powered by gix 2,500 kW generators.
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When the transmitter are energised, they will provide & radio signel
that is very narrow beam and is adjustable in amplitude and phase. The
field intensity will be a few hundred millivolts per square metre,
This is less than the pnatural ultraviolet radiation present in those
latitudes. :

The actual project will be in two parts, the first part described
above, to be known as the High Freguency ITonospheric Research
Instrument (IRI). The second UHF radar known as an Incoherent Scatter
Radar (ISC). It will be used to measure elsctron density, electron and
jon temperatures, and doppler frequency drift. The two U.S. Government
agencies involved are the U.S. Air Force (Phillips Labs) and the U.S5.
Navy (Office of Naval Research and Naval Research Laboratory). The
government agencies have publicly announced that this research station
will be used in instrument design, including HF ionosondes, BLF and
VLF receivers, magnetometers, and a project know as LIPAR (Light
Detection and Ranging) in both optical and infrared spectrunm.

¥hat does this mean for us radio spectrum listeners ? What will this
machine do to the radio spectrum 2  Frankly, we don’'t knowr. It is a
research instrument that will heat the Iionosphere and allow the earth
bound scientists to measure what these heated ionospheric particles
will do to radio transmission signals.

Nodulation of one radio transmission by another radio transmitter will
be examined. This ras first noticed 1in 1933 with Radio Luxemburg,
which was superimposed over another FKuropean long wave station. Both
of these long wave stations were located in the upper latitudes and
both had output powers over one million watts. Talk aboul upper
atmospheric heating !

Those who live at the latitudes invalved with this transmission

system, have speculated a great deal about about the effect of these

transmissions on the Northern Lights. The Northern Lights, or Aurora
Borealis, wreak havoc with wmorldwide radio transmissions, especially

in the short wave spectrum. What will happen if this project has an

unexpected effect on these lights ? Could such a project have 3

pronounced impact on short wave radio as We know it ?

Tgo other ionaspheric research projects are operated by the U...S.
Government : one in northern Alaska and the other at the observatory
at Arecibo, Puerto Rico. Both of these have been in operation for
yvears, although their radiated power 1is less than that proposed by the
HAARP project. WNe have all heard these ionospheric sweepers throughout
the shortrave band.

Phere is a five-nation consortium based in BEurope which is doing the
same thing. Known as the FBuropean Incoherent Scatter Radar, ¥ this
has one site in Norway, one in Peru, another near Moscowr, and two
other sites. This project also involves ionospheric heating al powrers
less than what is proposed by the HAARP project.

The project is due for completion in 2002. If you are connected to the
Internet, do a Febsite search for the keyword “HAARP*. There is plently
to find there and some interesting documents to read.

John Fulford
Federal File
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Farlier we mentioned the book “Angels Don ‘t Play This HAARP" Advances
in Tesla Technology. This new book co-written by Jeane Nanning and Dr.
Nick Begich covers 233 pages on the subject and we can recommend this
post detailed and wmell researched publication.

Library of Congress Cat Number : 895-61771
ISBN : 0-9648812-0-8

Published by ; Earthpulse Press P.0. Box 201393 Ankorage Alaska USA
201393

Distributed by ; CRB Reasearch P.0. Box 56 Conmack New York US4 11725
@ $14.85 U.S.

So what are we listening out for ? This seems to be a fair question.
But so Par no positive frequency oI mode information on either HAARP
or the Buropean Incoherent Scatter Radar would seem to be available.
It is possible that some of the signals may have been mentioned in
our BUZZ pages but not linked with these projects, after all they are
rather like the number stations and don’t want to give the game away.

¥e would appreciate any information on possible frequencies or modes
for either of the above mentioned projects.

% The full list of sites for the ZBuropean Incoherent Scatter Radar
(EISCAT) are Jocated in northern Norway near Tromsg, also at
Jicamarca, Peru ; near Moscow, Nizhny Novgorod ("SURA“) and Apatity
Russia ; near Kharkov, Ukraine and in Dushanbe, Tadzhikistan.

Velcome along to another “Buzz" page or troO, in our questionnaire you
asked For more from this section. WNe hope that this issue will provide
you with some interesting information. Not only have we featured HAARP
but also a major feature on the Buzzer and further information on
those mysterious Faders.

But let’'s just have a quick look at a few old friends -

THE PIP - No change, still active on 3757 & occasionally 5450 kHz,
best reception in Kurope during hours of darkness.

THE ECHO - Moved from 4105 to new 3964, but may change again without
warning, again best reception during hours of darkness.

BACKWARD HUSIC STATION - Hore chaotic information about this signal.
Tends to operate in the evenings on 6695//3740 or 6584//6695. And Day
time 9223.

The signal changes between a low buzzing sound up to a pulsed warble
and is incomprehensible in nature. One report FRe have received
suggests that this is nothing more than Feedback from a radio
telephone 1ink operated from Algeria ! Comments welcome.

THE CRACKLE - No major changes, still heard on 5500/5505, and 9223.
Seeps to have some connpection with the above mentioned Bacward Husic
Station.



THE SWEEPING CARRIER - A new transmisgsion hms recently been noted,
this operates on a 4 minute cycle at 30 second intervals. The signal
sounds just like a jammer and uses a sSwept carrier. I't does howmever
display an unusual use of frequencies, which are always used in the
same order.

Although it sounds like a slow sweeping Jjammer to the passing listener
its operation does not suggest any kind of janming activity.

Frequency cycle and time in minutes and seconds.
7700 1.30 = 9185 2.00 9310

7680 0.30 7690 1.00

{1}

0.0a

11

I

9332 3.00 = 10120 3.30 = 13430 4.00 Back to 7680.

2.30

If you tune to just one frequency and wait the station will appear
within 3.5 minutes. From this you will then be-able to follow it
around its cycle. Any comments on this most appreciated.

FADERS (XF) ~ We. have made some prograss with these rather anonymous
signals. Detailed analysis shows that the signals are made up of 2
nultiple modulated AN signal.

The steps are 500 HZ 1100 HZ 1400 HZ 2kHz 2.6kHz 2.9 kHz & 3.4 kHz.
One reports suggests that these signals are NATO active MODEN s which
operate in network passing messages. I floated this information with
regular contributor Nike in Kent. He comments (I will try and get this
right this time) " At least ve ‘re making some progress by confirming
pulti-mode AM. I°m a bit sceptical about NATO nodems as most traffic
is now on the Milsat’s so why should they use HF with all its
associate difficulties. The amount of traffic and number of
frequencies is alse far in excess of any operational requirements on a
day to day basis, emergencies excepted. Alsc no one has heard any
voice traffic, which could be expected from time to time as various
circuits and nets are set up and equipment aligned and tested. "

Fader frequencies noted since last issue of ENIGMA include (many more
are probably active) -

3218 Heard transmitting on top of a “Shipping Warning® of debris from
station LYL on April 8 at 20.40 UTC.

4020 5090 on top 65825 7658 9125 10142 13430 (weak)

4460 of JSR 8245 10481
4478 5195 11102
4500 5313 11517
4845 5328 :

5400

5468

5788

.

Do any readers know about a system call ‘Park Hill® (yes I knom it
sounds like a brand of cigarettes) - what does the mode sound like ?
Is it still an active system ? Help required.

THAT S ALL FOR THIS ISSUE - THEORIES CONMENTS & LOGS ALL APPRECIATED.
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THE BUZZER 4625 kiz (and occasionally other frequencies)

#e are still determined to learn more about this seemingly pointless
transmission and I hope the following article will prove thought
provoking.

I ask you to forgive me for going over some old ground but hope that
the direction we are heading will be of interest.

A key point to the operation of this station is its starting date and
any information we cal obtain on this would be very useful. It is my
feeling that it began transmitting sometime after 1986, but before

1989.

Because the signal does not have a call-sign and is not a recognised
transmission or I.T.U. registered, then almost everything else is left
to the imagination. For years, listeners in Europe and the United
States have been fascinated by this signal. Rumours that it came from
.. the former Soviet Union have persisted ( I should add that most things
me don’t understand seem to be reported as East European or C.I1.S5. in
origin).

The earliest direction finding results I received pointed towards the
C.I.8., indeed the signal was reported to be coming from an area just
outside the Polish border in Byelorussia. (It may be possible that the
location was changed). In 1995 I received a further DF fix taken with
the use of an HE direction finding station, this placed the signal in
an area South Bast of MWoscow. The exact ljocation is reported to be
near the town of Penza some 300 miles 5.E. of Moscow.

Before we move onto the questions of who receives the transmitted
signals and why, we will first look at the node of operation.

Much study, both basic and technical has taken place, but all roads
seen to lead to the same point. No complex data or sophisticated
unknown mode is in operation. All the Buzzer sends is a simple noise
- nothing more than a status indicator. The variant at just before the
top of each hour seems to be nothing more than the introduction of a
further tone sequence.

So far so good ; We know where the transmitters are and we know that
nothing complex is happening - so who is listening ? HWell, apart from
the members of ENIGMA and no doubt many other puzzled SW listeners -
not many others I guess.

Like most transmitters which send information there 1is also a
receiving station. In the Buzzer s case the signal is reported to be
received in Austria. This does sound reasonable, the transmitter and
receivers are at fixed locations. Vienna and Penza .are not too far
_apart, the signal remains on 4625 kHz 24 hours per day and although Tkisd
is not audible in the UK during the daytime I guess it is audible in
Austria.

You may ask why the Buzzer also turns up on other frequencies for
short periods of time. These are most probably tests from a back-up
transmnitter located elsewhere, which, would switch on 1in case of a
problem.



30 jumst who iz listening ? The receive =zite im reported to be at the
United Nations Vienna International Centre in Austria. But Why ?

o s = &

Thank you for staying with me so far, the next part of my feature is
something of a calculated guess, but if you look at all the evidence
so far it may make you ponder !

In April 1986 a terrible sccident occurred. Hany people died and
thousands of others suffered irreversible illness. This accident was
the world’s worst nuclear disaster. A reactor at the Chernobyl power
station melted down.

The International Atomic Energy Agency is the body which regulates and
advises on the peaceful use of nuclear power. It has established a
system used to facilitate emergency assistance to member countries in
the event of radiation accidents.

The headquarters of the IAEA are situated at the Vienna International
Centre, Wagramerstrasse 5, P.O. Box 100, 1400, Vienna, Austria.

It is my opinion that the Buzzer 1s some kind of “status indicator’
for the disabled Chernobyl nuclear reactor. What exactly this ameans is
open to comment, but perhaps the signal we hear all the time is simply
saying that everything is stable.

You may at this point still be a bit dubious ! Have you heard of the
Gamma Curtain ? Recent reports have suggested that Russia’s nuclear
power stations "posed an unacceptable risk" to safety. Hugh investment
was needed to bring them upto wWestern standards. Should another
accident like the one at Chernobyl occur, there 1is as vet a limited
capability for tracking the radiation plume.

Enter the "gamma curtain” - an early warning and monitoring system -
in Belarus and Ukraine. Set up at a cost of £3.1m with money from the
European Commission Tacis (technical assistance to the CIS), Gamma-1
will be fully operational by mid - 1996.

The gamma curtain is similar to systems already 1in use in the west
(more on this in a noment). The system will also give western Europe
an early warning of any accidental releases of radiation. The systenm
is a detection network, with radiation monitors sited around the
nuclear stations connected by radio 1ink to local response centres
which collect and process the data. Duplicated computer systems at
each centre enables operators to monitor the situation continually.
However an alarm is automatically raised if present thresholds are
breached or any systems malfunction are detected.

All data are sent automatically to two national response centres, one
in Eiev and the other 1in Minsk, via dedicated phone lines. Summary
data will also be sent to western Europe via E - mail on a routine
basis and immediately if the situation warrants it.

Three stations have been selected for phase one. Ignalina in Belarus
and Rivne and Zaporizhya in Ukraine.

Chernobyl was not chosen becauss the severe contamination in the area
would have presented additional complexities for the pilot system.
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If we zre anywhere near the truth on this then it opens up &8 whole
area for other ‘seemingly pointless’ signals. The ‘Pip’ and the ‘Echo ’
pust be candidates Ffor some kind of status function. What about single
letter beacons ! Perhaps not all of these are of the same magnitude &S
the Buzzer but it is well worth thinking about.
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Photographs of the Buzzer using a spectrum analyser, thanks to Mike in
Kent. Resolution 1kHz\DIV.

BUZZER IN NORMAL HODE BUZZER IN "WARBLE’ HODE
JUST PRIOR TO HOUR.

Information on the gamnma curtain with full acknowledgements to Dinah
Greek.



Dotsctors placed at ground level :mmedistely around the plant are not
enough as plumes mnay rise above them. Detectors have been placed high
up on buildings for security. Also because plumes may “rain out“and
canse serious radiation hot spots well away from the accident area.
Further Geiger Muller counters have been placed in expanding and
overlapping rings at distances of upto 20km from each plant.

Earlier I mentioned that the gauoma curtain is similar to systemns

already in use in the west. The outline of Britain’'s o®n early warning
system is built around the possibility of a nuclear attack, although

these same systems would seem likely to respond in the event of a

nuclear accident.

AWDREY : (Atomic Weapons Detection Recognition and
Estimation of Yield) would provide warning that an attack was under

way and can detect explosions at least seventy miles (120km) away.

DIADEM : Seismographic stations and R.P.B. s systenm
RIMNET would also contribute data.

HANDEL : A signalling system links the High Wycombe
H.Q. with 252 police stations and headquarters throughout Britain.
These in turn distribute information onto some 15,000 carrier
receivers. When not in use, the warning receivers are turned down but
not switched off. Normally, they emit a quiet ticking sound, a sort of
nuclear ‘all’s well’.

In recent years considerable changes have taken place within the
warning system ( mainly due to the end of the Cold War). Readers in
Britain may have noticed the building of small 'mini met’ stations.
These are situated at the side of roads and motorways, they look quite
innocent and doubtless anyone asking too many gquestions would probably
be told that these machines gather weather forecast data @ There is
some truth in that, but the main purpose is to gather data in the
event of a nuclear attack or accident. Windspeed and direction is
required to determine the path of fallout plumes.

In the event of an attack or accident the United Kingdom Warning and
Monitoring Organisation URWMO would supplement met office data.
Bracknell Weather Centre (Central Forecasting Office) along with 8
Upper Air Stations, ' are closely involved in providing weather
forecasts for military operations. These ‘mini met” stations provide
anrometer - windspeed and direction, and relative humidity readings
which are vital for building up a picture of any particular zone if

events dictate.

The ‘“mini met’® stations operate on a renote system and data collected
from them is sent over BT lines probably via the "HANDEL’ network. The
lines used are those which carry the speaking clock. These use a
system of -carriers’ (the carrier frequency is 72 klz, far outside the
audio range, although modulated by an audio signal) onto ordinary
telephone lines, this enables these stations to be cheaply connected
into the system and for data to be received from very remote areas.

We wonld appreciate your comments on this feature, rem
wwﬂiuns_md—ﬂﬂ-t—SLatpmnts about the Buzzer and the
like., so please keep sending_in information.




ENIGMA ARE DENIED PERMISSION TO USE THE WULLENWEBER DIRECTION FINDING
ANTENNA AT MENWITH HILL LISTENING STATION IN NORTH YORKSHIRE ENGLAND.
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