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EUROPEAN NUMBERS INFORMATION GATHERING
AND MONITORING ASSOCIATION

Our Address: Enigma Newsletter
¢/o 17-21, Chapel Street,Bradford
West Yorkshire BD1 5DT, ENGLAND

Via E Mail: MIKEC@PRAXIS.CO.UK

Via Facsimile; UK: 01274 - 390725
Overseas: + 44 1274 - 390725




ENIGHA is the journal of the European Numbers Information Gathering
and Monitoring Association. :

ENIGMA is a non-profit making association of listeners who monitor and
gather information on “Number Stations® and other related radie
.transmissions. ENIGMA aims to bring together listeners snd enthusiasts
. and provide quality information on subjects not normally available
from main-stream publications.
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4 Copies of ENIGHA - are available for £6.00 s=sterling - includes
postage for the UNITED KINGDOHM.

4 Copies of ENIGMA - are available For £10.00 sterling - includes
airmail postage for REST OF THE WORILD.

You may pay by Sterling Cash, US Dollars, Eurocheques or American
Express cheques { in Sterling ) or by UK Cheques or Postal QOrders
payable to ERIGHA.
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¥e appreciate all contributions to the newsletter ( including
anonymous information). We regret that we are not always able to
provide a personal reply but, rest assured, we read and collate all
information for present and future use. Questions are answered via our
" Letters to EFNIGHA ~ pages. ENIGHA is also & discussien forum and we
welcome comments about the newsletter. If vyou are interested in
writing a feature please contact us at the mailing address.
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Acknowleddements
Information in ENIGHA may be reprodaced, but please mention ENIGHA and
if possible the originator of the article, we would appreciate any
cutting s in which ENIGHA is mentioned. 5
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HMEXT ISSUE... We mim to publish the next issue of ENIGMA in late JULY
1897 . %

Contributions would be appreciated by JATURDAY JUNE 14th 1987,

ERIGMA THANKS YOU FOR_YOUR SUPPORT
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COYER ISHUE 12 ENIGMA "Recruitment Special”.

GCHQ Seeks Graduate Mathematicians for code~br8aking i
RIS Seeks Intelligence Officers ! (at Chicksands 2)
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EEGLISH LABGUAGE STATIONS (Other mckive stations: // direct eguivalent
, / Tamily member).

E1) READY READY - Mode AM //M17

Ne change very stable schedule. Transmissions repeat on two
freguencies at 20 minute intexrvals.

SAT 2 21.30 4740 04 MO® 274 20.00 4740 04
: 4450 04 - 20.20 3410 04

4270 04 20.40 3910 04

MON 2/3/4 21.30 4740 32 TUE 172 18.00 4740 08
? 21.50 4480 32 3 - 19.20 3810 06

Z?.lﬂ 42706 32 19.40 3410 06

WED 2/4 19.00 4740 84 WED 1/2 22.00 6830 i3
19.20 3810 B4 4 22.20 6875 13

19.40 3410 84 22.40 5685 13

Winter freguencies are shown. ALl reports appreciated.

E3) LINCOLNSHIRE POACHER - Mode USB / /B4

‘Transnissions continue between 10.00 and 22.00 each day. Starting at
the top of each hour for 45 minutes. Three freguencies are selected
froe the lizt shown below. Jamming continues to affect transmissions
between 10.00 & 14.00 and between 20.00 & 22.45 Zamming can be guite
severe in Europe.

The frequency usage depends on message scheduling. .

Full freguency list is 16475 16084 15662 14487 13375 12603 11545 10426
9251 8464 7755 7337 6959 6900 6485 5746 5422.

E4) CHERRY RIPE - Hode USB //E3

LP s sister statioh js still setive using the same female voice but a
different musical marker. :

Reception is variable in Europe. Some other unconfirmed frequencies
have alsc been noted.

Transmissions at present are Monday to Friday only.

11.00 12.00 13.00 22.00
8263 8320 7484 9263
13866 92863 11570 ??7?

14469 13866 13866 2222

Transmissions follow Lincolashire Poacher format starting on the hour
for 45 minutes.
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Bnconfirmed freguencisa include; 10452 13440 & 18104. Freguencies
previously used include; 4768 17489 18684 18844 20474 & 23411. ' /

s ey §
ES) COUNTING STATIORS - Hode AH //VS s R ol
Still very active in Bnglish language.
Following based on reports received since last issue. Special thanks
to Peter in S¥. Schedules are short lived and prone to sudden changes.
// Erequencies shown where known. :
HOR 07.00 7620/8090 WED 15.00 11213/ FRI 13.00 7547/10528
MON 11.00 8014/ WED 186.00 9070/7473 FRI 14.00 10587/
HMON 16.00 9218/11491 ¥ED 17.00 9219/7584 FRI 15.00 8085/
MON 17.00 12197/6891 WED 18.00 6780/8085 FRI 17.00 8§780/8125
MON 18.00 6970/ WED 20.00 8780/8085 FRI 19.00 5850
HON 18.00 G6780/8085
MON 20.00 6780/8085 SAT 02.00 5153/
i SAT 07.00 9070/11072
TUE 15.00 7600710587 THR 16.00 8218/11491 SAT 11.00 8014/10587 .
TUE 16.00 12170/ THR 17.00 8085710423 SAT 12.00 7547/10587
TUE 17.00 9219/7584 = THR 18.00 6780 SAT 16.00 10529/ . {
TUE 18.00 5850 : SAT 17.00 6780/ : |
TUE 21.00 5850/7473 SAT 18.00 6870/ |
SAT 20.00 5850/7473 i {
SUN 05.00 9161/ SUN 12.00 8014710587 SUN 17.00 6780/3735 '
SUN 07.00 9070/11072 SUN 15.00 9014/11123 SUN 18.00 6870/ , b
SUN 08.00 6970/9070 SUR 16.00 7473/9070 SUN 20.00 7430/ -

This station also sends test tones and was heard on TUE 29.10 at‘09.30
on: 5315/5419/6780/6880/6967/7620/8085/8160/10264/10727/12230. This
gives some indication of the size of this network.

On Hom 25.11 the U.S. broadcast station WSHB confirmed that it had
moved its European service from 5850 to 5835 kHz due to interference
from this particular numbers station.

EG & E7) ENGLISH MEN "00000° & "000 000  Mode AM //S56 & S7 Families
Traffic levels continue to be high. Due to random fregqueney usage it
is not practcal to reproduce all logs. ID’s noted however are listed
below. See G6 & G7 for further details.

E6) 105 109 139 192 194 204 320 384 409 471 506 548 592 593 628 675
715 947

E7) 305 319 329 388 419 730 827 8643 845 879 915 916

E9) HMAGNETIC FIELDS Mode A //VB
This station is not very reliable, however we suggest you try;

MON 18.00 or 19.00 on 6645 +/-3klz
SAT 09.20 on 11280
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Kgdulati@n level iz too low and therefore despite & stromg smignal the
reception is not alway readable. See also sister station V8.

10) PHONETIC ALPHABET -NATU Hode AM/SSB
Still very active indeed.E

A1l information shown below is based on reports received since last
jssue. Some frequencies share callsigns.

2120 XPA 2270 JSR 2626 777 2743 ULX 2844 YHF 2853 727 3081 CI10
3150 PCD 3270 MI¥ 3415 ART 3495 MIW 3840 YHF 4165 VLB 4270 2CD
4360 EPA 4463 FTJ 4665 VLB 4780 HI¥ 4880 ULY 5082 JSR 5170 SYH
5230 MI¥ 5437 ART 5530 HI¥ 5630 KPA 5820 YHF 6270 ULX 6500 PCD
8600 EDP 6660 CIO 6745 CIO 6840 EZI 7322 FTJ 7445 KPA 7540 JSR
7605 CIO 7918 YHF 8405 MIW 8465 CIO 8641 MIW 9130 EZL 9270 CIO
9403 277? ®kk5630 New frequency¥®kx

10125 CIO 11565 EZI 12850 SYN 13533 EZI 17410 EZI1 19715 K72
Hessage strings are still very active. Recent cnes inélude; HDP-¥
NDP-5,NDP-Z ,NDP-R,NDP-XX ! All moted on 6600 kHz.

E11) "OBLIQUE" Mode AW/SSB //S512//G11//M3

231 is still active and was last heard on FRI at 20.30 4780, moves
between 3080 4015 478C & 5050 depending on time of vear. Try each
Friday.

Also noted with a good signal in Finland on FRI at 10.30 calling 321

on 7840 k¥Hz. Both the sbove transmissions will have repeats.

7 , =nSoo s 2982{0p

All reports of this family very welcome. {i?m’ 27 i £
g Zoos Tug 2T

E1Z H B ¥ Hode AN /M2

No changes to this station. Still active with " excellent signal in
Europe at following schedule,

MON 04.00 4573 WED 04.00 4573 THU 04.00 5821 FRI (04.00 4573
MON 21.00 4644 WED 21.00 4644 THU 20.00 5821 FRI 21.00 4644

An unconfirmed report of an HNN transmission in German (G12) was
received for THU at 07.30 om G7635.

We also asked in the last issue if any readers could ID the data
transmission on 4644. A reader in York tells me it is not listed in
Klingenfuss or the book “Eavesdropping on the British Hilitary.
Another repgular contributor tells me the signal is RTTY Baudot sending
at 50 Baud with a shift of 850 Hz. It is encrypted and sounds like the
NATO CRATT system. He tells mer he did listen for some time but was
unable to copy anything to ID the statiom. ‘

Stop Press - recent information sugdests the signal is of Russian
military origin.



E15 PHORETIC ALPHABRT - pre HATQ Hode AH /88K
Reception in UK very weak.

11.00 18000 BEC 17.00 14000 FYS (%) Hot heard for some

12.00 17503 ¥sU x 17.30 5834 MSA time. Can anyone
12.30 11170 HsaA 18.00 5834 UsSP . * confirm if still
13.00 11000 BEC 18.00 ° 4130 SAR active ?

14.00 14000 FYP 20.08 5530 HAS

16.30 6715 NAS 21.00 4130 HSA

I have received several requests to confirm the Phonétic Alphabet
spoken by this station due to poor reception and bad pronocunciation.

Adan,Baker,Charlie,David;Edward,Frank,George,Henxy,Italy,John;
King,Lewis,Hary.Rancy,ﬂtto,?eter.ﬁueen,Robert,Susan.Thon&s,
Union,Victor,William,X-ray, Young,Zebra. :

The original ARRL (American Radio Relay League) 1845 Alphabet says Ida
for I, but this says Italy.

Ei8) TWHO LETTER (ENGLISH) Mode SSB //G18

Stations AU - Alpha Uniform and MD - MNike Delta are still around.
Transwissions are all irregular.

AU seems to have a different purpoese to other call signs in this set
up. Transmissions from AU are aquite rare but unlike any others in this
family they appear on 2 // freguencies, usually 4821 and 4888.
Transeissions always start on the hour and are repeated one hour
later. Last ID heard was 192.

Hike Delta is also still around and more details can be found in Simom
Hason s column, along with latest operating schedule.

E17 BERGLISH LADY °00000° ENDING Mode AM Probably 58 family.

Likes the random approach te transmitting and appears without warning
at the strangest of times. Seems to give good reception in the U.S_A.
Reports received since last issue.

TUE 5168 02.00 "823° WED 4030 02.15 388" THR 4027 02.15 'B38° x
5460 02.1% "295° THR 6870 92.15% "638° %
SUN 8100 14.10 -167°
(%) Different weeks.

Full list of ID"s heard over the years;
124 187 168 208 274 276 295 347 372 389 482 531 561 636 638 657 893

823. Only 274 ever seemed to receive lots of messages, the rest don 't
seem to receive more than one or perhaps two messages.




GERHAN LANGUAGE
G2) SWEDISH RHAPSODY Hode AM/SSB //K4

We would stll be interested in hearing from any reader who would like
to take on the task of monitoring this station. ¥e can provide special
logging sheets for Swedish Rhepsody. The Job would be ideal for
someone with lots of time and who enjoys complicated schedules !

The details below represent recenﬁ logs only and is not a complete
schedule. THE SCHEDULE STARTS ON THE ist SATURDAY OF EACH MORTH

DAY TINME FREQUERCY e 4 3 4 5
SAT 09.00 8188 SsSB *3 %3 *3

SAT 12.00 6507 SSB *3 x3
SAT 22.00 3825 SSB %3 *3

SAT 22.30 3825 SSB %3 *3

SUN 00.00 5748 . : *

SUR GG .30 5340 . *

SUN 10.00 8188 SSB *3 *3 *3 3
SUH 11.00 8188 5S8B %3 %3 %3
SUH 12.00 6507 SsSB *3 *3 *3 *3 *3
SUN 20.00 3823 SSB %*3 %3 %3 %3
SUN 21.00 5340 ®i

SUR 21.30 4832 AH *3C x1C

SUH 22.00 3623 SSB x3

SUR 22.36 3823 ssB *3

MOE 13.6¢ 8260 *®1iC - *iC

MO 17.8¢ 5748 AH £il xIiC

MON 17.30 5748 AH ®1C *¥1C

HOR 19.00 5340 %*3

MOR 20.00 5340 MCH X %

HOR 22.00 5748 AH ®iC *1C

HOE 22.30 5748 AM *1C : *1C

MON 23.¢¢ 5748 AH %3 *1C

MON 23.3¢ 5748 AM %3¢ 51

TUE 18.00 4185 HCH * - b

TUE 20,00 - 4185 HCW X *

TUE 21.00 3823 MCE . * x

TUE 23.00 3625 SSB *3 *3 *3

WED 08.00 4195 HCW %*

WED 13.00 6200 AM *1C *1C

WED 17.00 5748 AN %®1C *1C

WED 17.30 5748 AM x1C ‘ *x1C

WED 20.00 5340 AM x *
WED 22.00 3748 AM *1C x1 *1C *1
WED 22.30 5748 AM *1C *x1C

WED -23.00 9748 AM *1C *1C

WED 23.30 5748 AH *1C *1C

THU 18.00 4195 SSB *3

THU 19.00 5340 MCw *

THU 20.00 5340 AM © %3 *3 *3

THU 21.00 5340 AM %3 *3 %3

THU. 22.00 5340 AM *3 *3

THU 23.00 3825 SSB : %



Important note ;

Transmissions currently on 6200 will move to 7314 for summer.
Transmissions currently on 5748 will move to 8200 for summer.

Please send in all logs of this station. Remember Week 1 starts on the

first Saturday of each month. HNote alse that no transaissions take
place on Friday.

Can any readers tell me if the string of UUUUU s and LOLOL call sent
by Swedish Rhapsody MCVW mean anvthing in standard call language ?
Other none number stations have been heard to send LOLOD.

G4) 3-NOTE ODDITY - Hode AN //N29 ‘

ORegular slots found at present are :

SUN 20.05 SEP 3930 OCT 3280 ROV (21.05) 3270 DEC (21.05) 3285
SUN 20.35 SEP 3830 OCT 3180 ROV (21.35) 3170 DEC (21.05) 3185

SUN 21.05 JAN 3230 FEB 3245: One report of 3 Hote OCT 08.20
SUN 21.35 JAN 3130 FEB 3145 FRI 6210

MOR 13.30 SEP 5507 OCT 22?2 HOVY 5108 DEC 2227 JAN 5076
“E D L) Ll g L LAl L B L] a8 . L1 aa

See also sister station M2%8 - VﬁK

G6) GERMAN LADY 00000  ENDING Mode AM//S6 Family

Sends all messages using PAIRED groups. Uses regular time slots but
seemingly random frequencies. HNessages are  repeated on a different
frequency following First airing.

MOR 1S.00 & 20.00 Frequencies range between 4 th & 11 Mhz.

TUE 19.00 & 20.00
SUN 19.00 & 20.00 1ID s not know.

G7) GERMAN LADY "000 000 ENDE - ERDING Hode AM //S? Family
Sends all messages using SINGLE groups, uses 3F or 4F decode key. Each

transmission is repeated on 2 Ffurther freguencies. Nil messages are

repeated only once. Frequencies and ID's are changed each month on
some networks.

Recent logs include;

TUE 06.30 THU 06.30 SAT 09.00% (%) This is a repeat but with
WED 06.00 FRI 19.00% a different ID !

A once monthly transmission on SUN at 08.00 has also been noted on 11.8
15.9, 13.10, 17.11, 15.12 & 12.01.

ID s heard over last four months include 101 132 140 164 167 198 214 224
421 428 516 562 577 621 764 771 895 915

MAR. 3275
® ‘N;S




© G11) STRICH Mode &AM //RB11//7812//U3

Regular ﬁlots. but changes Freguency without warning. One ID active
at present : 752 Others probably asbout but very difficult to find.

496 is active in both voice and HCW, but only Morse heard recemtly.

WEEKLY TUE 21.00 3823 4015 4780 or 5050 Calling 752
WEEEKLY ¥ED 08.00 6430 or 7840 Calling 752

G16) GERMAN TWO LETTER STATIORS Mode SSB/AM //E16

Please see “"Simon Mason Writes® for some further 2 - Letter news.
Traffic from this set up is very low at present.

At the time of gbing to press only %L and GE are active in German and
HMD & AU in English.

Frequencies are selected from the following list ; 2680 2707 2745 -
3228 3262 4543 4594 4821 4888 5015 5182 5732 5770 6765 6853 7404
7532 7661 7752 7858 BOG3 8173 8040 8325 9450

10170 10450 10500 10740 11108 11545 11617 12082 12210 12314 13362
13752 13775 13880 14622 14945 15610 18055 16620 16414 17430 18193
18575 19295 18755 20240 20350 20675 22885

GE is the most active call sti1ll in use and was noted on 32682 4543
4594 5015 5284 5732 5770 6853 7740 80683 8173 9040 & 9323 during the
period OCT 96-JANS7.
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ERIGHMA appreciates wounr reception reports comaenis news and
information for inclusion in the newsletter.

We would also be pleased to receive newspaper clippings and copies of
news articles concerning espionage matters, these are not for direct
publication but are very useful for keeping abreast of events and
providing background information when producing the newsletter and
writing features.

If your‘subscription is due for remewal with this issue naj we reguest
that payments are made payable to "ENIGHA .

The next issue of ENIGMA will be published in late July 1997,
contributions would be most appreciated to arrive by Saturday June
14th 1997.
In the next issue of ENIGMA ;

“The Counting Stations ™ come under the spotlight.

“¥hich European intelligences services are on the
up & which are not !°

Plus all our regular features.



SLAVIC LANGUAGRS
52) DRUMS & TRUMPETS - Mode AM /E17/H17?

Unfortunately the August transmission did not appear. Since then we
have been unable'to find any sign of Drums & Trumpets. It may still be
around but the 18.30 4740 kHz transsission on the 8th of each momnth
seems to have ended. Any reports appreciated .

56) & S7) RUSSIAN MEN -00000° & “000 GO0 " ERDING Mode AM
See G8 & G7 for further details.

S6) Femily : E6//E177//G6//V6//M14/525
57) Family : E7//GT//Vi//M12

Bo major changes. Still very active on a wide.range of frequencies.
Schedules can be very protracted, tailored to requirements of

individual addressees and frequency usage and ID's prone to sudden
change. :

A recent newspaper report on President Yeltsin's visit to Chancellor
Eohl to discuss the expansion plans of HATO concluded that Russia is
intensifying pressure on, and espionage zctivity in, Eastern Europe.
36) ID's noted 'D-va“ (Northern Russian Voice} 254 292 341 417

S6) ID’s usual voice 382 624 691 805 852 867

87) Ik's 168 471 571 736 812

58) YT MHode BH //M27(BTV)

This station seems to be off-zir at present, it is not unusual for it
te have periods of silemce. Frequencies to check are 4425 & 4755,
Reports appreciated.

512} CHERTA Hbde AN //G1i//E11//M3

5till active but like all family members is prone to suddem frequency
changes.

Try lst & 3rd WED of Month 21.00 4015 or 5180 Call 971
Try 1ist HON of Month 21.00 3823 or 4485 Call 785 x

Transmissions may repeat in the morning.
%Mot heard recently, all reports of this station appreciated.
S13 & 514) RUSSIAN COUNTING MEN/WOMEN Mode AM/SSB
513) Host transmissions are of only 2 minutes duration. Noted at
WED 05.00 12124 Consists of “live- counting and announcement .
514) Still a few around. Consists of a repeating loop tape which goes
‘on for hours on end.
Recent logs have included: :
WED 19.00 4064 “Klever 75° SUN 10.00 4329 “Zubr 23°

SAT 14.00 3875 ‘Gora 43° SUR 17.00 3875 "Gora 43
SAT 20.006 4329 “Zubyr 23"
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Vaseily in Homcow ssked if we could explain the daim mode migonl which
is on 3875 when 514 doesn't wse this frequency 7 The signal is RCI72
Moscow 1 & facsimile which sends meteorological traffic.

$16) OLX HMode SSB, Horse Call Up, and //HG OLX
Still opeiating 23 hours per day -~

Transmissions start at 5 minutes to each hour for sbout 20-40 minutes.
About 3/50 Morse and voice messages. !

No changes tce the schedule.

Daily 17.00 to 22.00 3301//9320 /711416
00.00 to 04.00 5301//9320 //114186
05.00 to 16.00 8142//14977//18303

A cassette recording of OLX sent to ENIGHA from Germany provided a
nost interesting observation. The particular transmission carried a
double message, however, no indication was given at the beginning of
the transmission. This effectively means that the recipient must stay
tuned until the very end.

A recent press report from Prague suggests that Stanislav Devaty,
acting director of the Czech intelligence sagency, resigned amid
allegations that it spied on a senior cabinet minister, raising
tensions days before key elections. {Reuters)

817) CZECH LADY “CONTROL" Hode AN

Again no changes to this station.

Daily 13.55 to 14.082 £485/5027 - single S5F message.

$21) RUSSIAN LADY Mode AM F/HAS/M12/H507

5till guite active, although we have not received many reports this
time round. Regular schedules.

MON 19.45 5290 Calling 491 Hessages for 342 used to comsence
TUE 17.40 5740 Calling 342 with the group 00000 ; from New Year
THU 17.40 35740 Calling 342 this changed to 55555

THI 19.45 5290 Calling 491

THU 20.45 3160 Calling 402

SEE M45 FOR IMPORTANT NE¥ REVELATIONS.

525) RUSSIAN HMAN "CONTROL® Hode-AH /586 Family

Daily at 08.00 on 14890 ID always 615.
08.20 on 11270%

*May not move here if 08.00 message is non - standard. i.e. S25A/B.
11270 may or may not be used thereafter.

5258 format becoming more freguent.
On TUE 14 January & record 5 hour transmission of S25B was noted.

i



OTHER LANGUAGES
V2) SPANISH LADY 2 or 3 FINALS MNode AN //MB

Very active, particularly during period 03.00 to 02.00.

HON 03.00 6827 % THU 02.00 4018 SAT 0CG.00 7583

HON 03.00 4507 x% THU 04.00 7482/8970

HOR 04.00 8786 THU 08.00 7970

KON 05.00 8012 THU 08.00 6735 SUN 05.00 7726

HON 06.00 4028/6795 THY 10.00 4028 % SUN 06.00 4028/5786
HON 07.00 5417 THU 10.00 6787 % SUN 07.00 5417x%

HOR 08.00 6927 SUN 07.00 8086%

FRI 02.00 5238
FRI 02.00 6983
TUE 02.00 9140/9033 FRI 03.00 7482/8855

TUE 06.00 8906 FRI 04.00 8255/6768/6855 +

WED ©2.00 7890 FRI 04.00 4479 (%) Indicates 2 freq’'s

¥ED 03.00 6826 FRI 05.00 4028 with different msg's.

WED 08.00 8924 FRI 09.00 7726

¥ED 11.00 5903 FRI 10.00 8785 {(+> 3 // freq's in use
FRI 16.00 6855 for same message.

On Friday 17.1.97 s rare formst double message wWas sent. We have noted
a recent increase in transmission length, most are now around 45
minutes in duration consisting of 3x150 ‘group mssages. Thanks to Tom
in U.5.A. for logs.

V3A) COUNTING - SPANISH 4F

‘Just a couple of reports received.

POSSIBLY DAILY 02.00 5238 For ID 335

POSSIBLY DAILY 03.00 6802 For ID"s 015 303 528

V6) SPANISH LADY °0G000° ENDING Mode AM //S6 Family

Part of the S6 Family. See §6 for further details.

Shedules freguently change but gives = strong signal in Europe.
Last heard FRI 12.00 14970

¥7) SPANISH MAN ENDS 000 000" Mode AM //S7 Family

See G7 for further details. Quite busy at present. Transmissions noted

HOB 20.00 Freguencies sometimes uvsed for 1 month then changed. All
TUE 06.00 transmissions repeat messages on two further frequencies.

WED 06.00 Nil messages are only repeated on one further frequency.
FRI 20.00
SAT 04.00

ID"s noted ; 117 130 144 273 365 398.407 914 519 578 609 610 621 BS53
663 726 925

VA




¥8) HASTERN HUSIC STATION Hode AN /RS
@ Q

_’This station is related to E8 the ‘Nagnetic Fields' outfit.
The language used by V8 is Arabic, and uses mixed single digits and
multiple numbes. .

Single ﬁunbers in Arasbic are - (1) Wahid (2) Ethnain (3) Thalatha
(4) Arba~a  (5) Khamsah (8) Sittah (7) Sab-sh (B) Thamaniyah
(3) Tes-ah. :

Transmissions seem to take place on the first FRI and first SAT of the
month, however this is inconsistent and the station hazs been noted
operating on NOV 2nd, DEC 7th and FEB 8th.

The FEB 8th broadcast tape was sent at double speed making the whole
transmission impossible to copy unless you can Write very very fast !

1st or 2nd FRI 08.20 11290 +/- SkHz
ist or 2nd SAT 18.00 6645 +/- S5kHz Try 18.00 or 18.00
(19.00) 6645 +/- SkHz :

I have received some very interesting information f£rom our blind
listener Christian (via Andreas im Germany). Christian tells ERIGHA
that the music used by this station' may be from the Syrian guitar
player Omar Korshid (and his orchestra). The guitar intreduction is
typical of EKorshid. Christian continues that Korshid is a Syrian but
this does not mean that the station is connected to Syria, his songs
are popular all over the Arab world including Lebanon, Egypt, Libyva
and also Irag. The records are produced in Greece.

v13) HEE STAR BROADCASTING HMode AM

The only Hew Star Broadeasting frequency which seems to resch Europe
with a readable signal is 8300 which can be heard in the afternoon and
evenings.

Heard with a weak signal in both the U.K. & U.S.A at 12.00 8300

Other known frequencies used by this Taiwan based station are 9725
11430 13750 & 15388.

¥PH HIGH PITCH POLYTONE TRANSMISSIONS - Hode AM/S7 family.

Still some regular time slots in use. Changes from UTC winter time
back to BST for summer. Frequencies are changed most months.

Transmissions noted at Hay adjust to Summer Time. This could
suggest that many of these are aimed at the U.K. ?

TUE/FRI Z21.00 ROV TUE/FRYI  DEC TUE/FRI JAR
5431 9754 5754
5131 5254 5254
4031 4454 4454

WED 07.00 ¥ED 7.00 DEC 07.00 JAH
5413 5754 5754 i
5131 5254 5254
4031 4454 4454

i3



Several mintakes hsve been noted with the Polytone teasnemissions. The
station appeared onm HON 2.12.98 in addition to the regular THE
broademst. .

Peter in Saffron Walden told us sbout a major mistake on FRI 6.12.98.
He writes "I parked the receiver on 8754 just before 21.00 expecting
to hear the first tone transmission, but instead an Hi2 CW station
came on; sending 724 724 724 1, ck/gc 218 51 218 51. This was repeated
at 21.20 on 5254 and 21.40 on 4454 kHz. On FRI 13.12.86 the Polytone
turned up again as expected”.

This raises two interesting points. First confirmation that as we long
sugpected, H12 and the Polytone stations are the same set up and
secondly the revelation of the ID and group count in plain numbers.
Readers who have studied Polytones will be aware that they do not give
a group count, this would effectively identify the tone seguence of
say ‘51° in this particular case and it would then be possible to
break into the tone sequence and convert it back to plain numbers. An
effect of Polytone is to build in an additional layer, making it more
difficult to even read the numbers without a decoder. It would be
interesting to know Jjust how all the technology behind sending
messages works. Is there s large switching centre which is capable of
sending the coded messages in RUSSIAN GERMAN ERGLISH, SPANISH, C.W. &
POLYTORE and even selecting which voice style and whether it is male
or female all at the flick of a switch ? Who knows...........
¥X6) The 6 Tone repeating stations are still very active. No schedule
has ever been established. Some transmissions have been known to
repeat within the hour.

It is well worth staying on the freguency once the 6 tone AM signal
ends. On odd oceasions a2 short string of Horse ig sent followed by an
FSE message. This sometimes ocours shout 30 seconds after the 8 tome
signal leaves The air.

Due teo pressure of space we were unable to squeeze 21l your letters
into the "Letter to ENIGHMA pages’ .

CONTINUED FROM LETTERS TO ENIGHA- _
Thanks to V in Devon, David in Essex, Sven in Linkdping Sweden, ¥an in
Merksem, Belgium and Godfrey in South Africa. All wrote asking about
ENIGHA.

Harcel in France tells us that he found a numbers related amatter in an
izsue of Hegahertz magazine (?), he says - I found a reference to
nueber stations in which +the writer mentioned that he had been
interviewed (on a different subject) at an FM radio station, By chance
he had met ¥ Alexandre de Marenches, a former director of the SDECE -
who was visiting the FY radio station on the same day. He asked him
about number stations and the answer was “some things must be kept
secret, no further comments !” (sounds like a familiar mnswer).

And last but not least, Brian im Suséex sent me a Harrap's Serbo-Croat
phrase book, he tells me it was not very expensive for obvious
reasons. %e will end with a phrase from page 44.

“Ovaj me Govjek slijedi - this man has been following me”

4



ATION WS ; by M.G.

‘Like 8BY, no preamble this time ~ straight into the news.
(All IDs Jdisted have been active from at least (ctober
anwards } - ‘

ML  SEE MAS FOR REVEALING NEWS! As always, this station is
still full of surprises. In mid-December the final group of
standard M1 massages changed from being a seeningly random SF
group to a group based on date of message compilation and
group count less one. The third figure is always a zero. . The
first one of these noted occured on the ‘A’ network 1800 slot
on Tues 17th Dec -~ a standard 40 group message ending with the
groups 17039, 17 representing the date of compilution ~ as
with all ‘A’'e this being the same as date of transmission,
implving a sense ‘of urgency. The 39 being 40 less one. . A
little can bes gleansd Trom this - developments: the earlier
standard 40 group messages aimost certainly contained a number
of redundant Tfiller groups as the: final group can clearly be
spared to fulfil this rather pointless purpose. 1f date of
transmission . and date of compilation are always ‘the same, why
bother sending this information? _The BC is given “twice in the
preamble and twice in the ending so why on earth give it again
in the final group ~ albeit minus one, which presumably omits
including itself in the count? Is this mere mystification for
its own  sake? “Is - it intended to make the unitiated believe
that there are ‘always 39 valid groups in this typical! *ora of
message? Much more-'could be said = about this,  but thie fsnt
the ~ time. jLahg}ﬁfuﬁﬁihg"'B"5netwurk'messagesj_cantinae Cto
Cdinclude the ﬁﬁame»datgwﬁof_compilation'f?rbmlone‘ month to | the
next. As no indication of month “is included, the month ' of
compilation becomes ‘ambiguous. " Why should only the date
matter? An example .of this is the Saturday 1610 slot to 325
an - 5240kHz, . which since 25th -Jan -‘has- been sending . an
unprecedented 57 group message every week and is still doing
%0 at the end . of February. The final group is 220356, compiled,
therefore, “on the 22nd - of January’ "~ presumably, that is; we
can’t be sure. 220546 it remains. - Another oddity is that 325
is Standard 6C = 30 type. The present msg is nearly twice as
long ~ this breaks the rules! Very occasionally this happens
on ‘B’ network transmissions. L ; : -

We’'ve not finished with this fascinating station yet, A while
ago I mentioned ' end-of-month style variants being reported  at
odd times and unrelated to ‘A’ network EOMs. . At last, I have
found some of these and they are even Mmore bizarre too. These

use a Standard 6C “‘of 10. Tue 7.1 0700 4515kHz: in mid tr
»=exs 333 55549 (retuned as I°d previously caught another ane
of these elsewhere!)....S5f groups = 123 9 2 1i1’ and three long
dashes - not zeroes. . ‘Meanwhile, on 517S there was the other
one. This  time I

“eevenn SO7 56455

333 78633 # 333 68583 t%

11,999 &

5

Z.caught-an ID .;element - :the ID ‘was 307,



{expecting a message to follow [ was fooled by another 111}
111 243 10 = 234546 ({interesting!} 90484 32038 B2776 82018
48440 18472 72044 84010 B4720 = 213 10 sskiffietc. No ending!
This short msg contains no fewer than five 84s and three 72s
and is unlikely to be of & random nature. It serves & very
different purpose to normal Ml sessages. The lack of ending
was significant for more was to come after 3 minutes of
silence. At 0715 came 307 56612 (this first element sent 11
times) 307 {(error) 28437sec 111 999 %i0sec 112 (agalng as
before -~ no mistake) 213 10 = (repzat of 0700 msg) = 213 10
¥8i%sec 111 and again three long dashes. This time it really
had ended. On the following day at 0705 on 4515 it popped up
again. This time I  caught an ID. It sent the first element
231 231 231 55769 55769 fTor three minutes. Nothing further
followed within the next 20 minutes when [ gave up on it,
What does all this mean? All elements and operational codes
are of the same pattern as normal EOM trs but there are many
peculiarities: Non-random groups, inexplicable - scheduling
~ {using their second . transmitter again), A & B element Jfig
groups seemingly unrelated to ID, very low BCs, 3 laong dashes,
final group of msg does not conform to new date/GC style,
repeating of msg, that suspicious first group and these decode
keys, 123 and 213 along with ID 231 are all a bit much! I
suspect that the form of  encryption used in the message
element is of a form which would not require a decode key,; and
. DKs are probably dummies. ot 0700 on the‘fallmuing_Tue both
transﬁztters were active again. 4517kHz: 231 48203 28120sec 231

';55328 £220sec 111 999 ¥%¥iSsec 111.213 10 = (probably same msg -

»fas prEVLQus week - poor . ﬁignalj =213 10 !xzosec 111 and ‘three
long dashes._ ‘A traﬂsmxssxan on. 9175 ended two minutes iater

with = 213 10 #10sec 111'and the dashes.  Was this the same -

msg yet again’ : - This network always transmits in pure CW,

'vAhand—sant not in the Qdd MCN used by uther Mi netuark5=.-

Raturning tg the . ralative ﬁanxty uf the norma!ly reliable ‘Al
network schedule, chaos  reigned around Christmas last vear.
The . expectﬁd 1800 & 2000 Tue slots never materizlised on 24th
‘Dec. Instead, they . appeared on Chrzstmas Day, the first time
this netunrk has been heard on . a Wednesday. “The : usual EOM
. transmissions folloued as expected on tha'next' day. Oddly,
“the final = groups on 25th Dec " showed that the messages were
actually complled on that day. On the same day a 'C° network
meg went out to ID unknown at 1500 on 5320. A record 68 group
msg ending in a random 57483 = 284 68 111 % 000 & 333 (after
the end signal). An up-to-date list of EOM trs will be
,puhlished in the hext issue, along with "R’ IDs etc.

Mz No chang& = same schedule and IDs - as expected.

M3 Usual hehavxour patterns. The mysterxuus 121 has appeared

again with a not-unexpected repeat on the same day. . 41 groups
at 0B30 on 4722 and 1000 on 5365, 121 tends to be a short-
. lived hut_rbqsy iD and has distinctly different habits to all

{

Active IDs since October: 010 011 0127013 014 015




016 017 018 019 040 041 043 044 DAS 047 121 214 23IL(E) 4946 BOZ
208 74i(new ID) 752(6) 755(8) 97L(S) 976. Sampled GCs: S 396
%1 83 35 58 56 57 53 39 52 %7 57 %S9 53 55 56 57 98 41 36 54 54
50, [t is significant that the only GC not in the 504 is 121°'s
with 41. Fregs in uses 3060 %G23 4015 4090 4722 4780 4B70
5050 S070 SiH0 5360 3360 5520 5610 5625 5830 5870 6330 6540
5830 &640 7208 (976 - beat with BC sta.) 7444 7670 7830 7840.

M4 Probably no change.  See 62 for most of these.
Mé QQQX[ N chaﬁge - came schedule and IDs -~ as expected.

i VA Quite elusive. No change in activity levels. This and
Mi0 have schedules which by their very nature are very time-—
consuming to prepare and keep up-to-date. Logs are inadequate
and more work needs doing to sort this station out. IDs, being
only sent three times, are hard to callate. Active IDs where
known are: 771 785 803 844 - others exist. ‘The removal pf the
10 minutes of rapid dashes last year from this station and M10
can only - imply one thing: ~that the agents/illegals listening
to their transmissions have now acquired receivers with high
trequency resetting accuracy, making a tuning ~signal no longer
necessary. However, M7 still retains its tone sequences - and
‘‘modulated carrier, Why? Because some kind of electronic
morse reader or _automatic recording equipment is in use for
unattended cperation.  Tuned to the modulation frequency, the

.initial one minute top:déeﬁuéﬁ&E'wiii.ftf;ﬁg&t%tnggreaaegﬁ the
very short ID sequence i i
,;minuthQf_‘toneéﬁy;}lg io
“that simple for there are s

fogrﬂwuf;ﬁhIChf”méyfbé]fsédza S it

transmission, the other = being  restricted:to one or the
other. They are -made up  of - two “or three elements: dots,
dashes and long dashes -and some can  be -likened to morse
tharacters, however, their timing is not * correct for morse.
They are: A, U, N, K with a 1long final dash, M with a long
final dash (only at tr “start) and M with .a . long first dash
{only at tr end}. There are no  Ds and no ' Ks with long first
dash. . Unlike HLO,":ikcﬂit&ﬁhumbers';Aré”nqtgsused by HM7. If

‘Langley Pierceﬂsﬁthepryfgapug%, s still stands it is probable

that these tone seqdances?tﬁrtyksome, kindfoffschéduling/repeat
information which in ~some way ~is ‘passed on to the
reader/recorder. Also unlike M10, parallel freqs are not used
~ this would ba“cnnsistént”Qith_thg use of ‘automatic recording
squipment. ‘Much more could be learnt from concentrated
‘monitoring and analysis of these stations. =

‘down the reader.  It's not. quite
different “types of TS,°" = .
¢t “mither the start -or the end of

MB A  new format is largely — but not entirely - being. used,
in  which three 150 _grpup" messages are sent in each
transmission increasing their length to 45min. . The Sfig (cut)
headers used,',along'yigh;,thnsg;quﬂits sister operation, V2,
are not random but have ;ID,elehah;mf-theifitﬁt;2/33figqrgs.
A feature is being prepared or exten uban network.

11 that -is 3nggdéd;‘aédéﬁthe fin31 '.



Mi0  See also M7. increasingly (?) active,; using a wider
celection of parallel fregqs than formerly, making it less easy
to locate. Similar kind of scheduling patterns to Mi7 but
schedules are far more subject to change. Thanks to Ian
thorset) for a log of a record BC on 19th Decs &661-79/7%, 425~
73/25. 1Ds: 012 249 253 275 314 357 401 408 423 435 431 571
638 661 667 &846 &0 738(7) 792 820 835 844 B&L @73 903 961 F83
o84 988 997. Transmissions may - include messages for up to
four IDs. Rare variants need looking out  for. - Some new
freqgs: 5060777 S007/ /4775  S007//3470 5295//7 &208//73954
3352//7 Highest freq logged so far: 14630 s

MiOC - A most interesting transmission on Mon 17.2 8305/77
could mean that the days of discrete IDs are drawing to &
close and we are returning to the Cold War encrypted Sfig 1Ds.
flready sending at 1830 M10 was using the 810 faormat -~
probably M10°'s original format - but I have designated this as
a C variant. .....19 19 18 18 28711 28711 28711 50 S0 16 1& =
= (16x5F) = = 350 50 146 16 76326 76526 76526 . &1 &1 17 L7 = =
(17x5F) = = &1 &% 17 17 000 Are the Czechs responding to
ENIGMA's interest? - If so, the above. ID list could be our
last! i = :

#MiZ Habits closely follow those ‘of all other S7 family
members. - Extremely active as usual. IDs: 016 034 097 137 140
154 197 213 256 289 321 304 315 341 365 397 415 - 425 362 478

549 577 649 658 715 724 -.730 749 781 785 . 7688 794 823 825 626
‘847 B51 888 903 915 936 9645 946 952 963 64 995. - IPs 638 &
749 are  veéry busy and v carry messages to ‘be ‘passed on by
‘other means to several EhE T

‘M13 A record 80 gro
210017535, ‘R ~ 3.2 2000
s 1oﬁg_me§§ages,uaﬁsfb
sends its message on thelist & 3rd Sun "8
twice ~on each day. . Like all: other 1IDs, .fregs “.and serial
numbers change monthly. . IDs  with last- heard SNs: 2537151
2547155 2617172 - -272/175 . 284/147 387,151 [417/145 ~ 517/133

5907173 714/148 735-00 7154 "752/202 (Where’'s -this one been :

_hiding all this time, the earliest of "all?) - B23/146 B847-
0007152 975/148 o S St e

M14/24 Habits closely follow  those of all S&4 family members.
‘Very active as usual., < IDs include: 104 137 263 325 380 464
482 517 529 537 571 587 671 672 &91 738 863 906

Mi6 . (BBY)  Still folloﬁiﬁgfusuél: patterns. To be featured in
next issue. : Fe g oo o S

MLz Probably no chang _but  needs closer attention fo

complete schedule. This'station  use “a very stable schedule.
Transmissions are never late - always starting on time to the
nearest second. Are Bulgarian intelligence really that well- .




organised?? Should we be Ready Ready to beiiaﬁelanything e
haar? ‘

Mi8 " §till on 3802 doing the usual. Not around, late Feb. -
may have moved again. : :

MZ20 No reports this tise. This seans little.
M21 Still alil over the place doing the usua!.

M22  (4x7} Just w __x,are the Israeli navy sendxng 5fig codes in
morse many times daily. They may operate the transmitters -
possibly ~ but who sends the traffic? HWould the gize of the
navy justify the amount of traffic? fny information on the
Israeli Navy would be very welcome. New freg: 6607 in mil.
aerp band. Navies don’t do this but E10 does! (6600 & 6658)

H23 Has been quite active over past meonths with several of
its characteristic bursts of activity. Throughout its periods
of operation all trs. are daily at same time/freq slot._ Two
schedules running for some time in December never seemed to .
send any messages: 2000 &290//691%9 null ID 753 ended 19. 12, .
and 2100 534%9//6290 null ID 359 ended 28.12. Other schedules
come and go usually for a  few weeks at a  time -~ and
frustratingly unpredictable. A variant format operated during
October on 7000kMz(!) at. 1000 sending different messages
daily. This version sends 1iOmin of long zeroes grouped = in Us
as a message 1ndxcatorg . This variant doesn't seem to use
parallel freqs. "‘One.‘in Dec at 2000 on I3BC se ]
- '35853 '~ this  .is a. null meg 1nd1cator, quxte ra e' .with thxs‘
- wariant. - “In’ Jan thxs ‘operated daily ‘at 1000 on :
fmesgageg each t;@s} oanly ‘to change to GEQ@ fgr
©29th. M23 - messages are always .worth
enly ‘do’ thay use non=random en:ryptxcn,_

‘sumatzmes 'made up cf identifiable sectiﬂns Wi
start/end groups. For--example, the 28th - Jan
schedule {80grp) included part of the S0 graup‘
‘24th Jan — 16 groups had been taken ferom tha -, ddle of that:

aftf

msg and tagged onto the end of the later one. # sshaduie at

2200 on &780//334% {odd/even IDs) bhas just . finxshed, ‘and
another one at 1400 - on 8307//9295 recently begun -no massagas
s0 far. e - s :

__ngg (KKN séries)' ' Apar‘tv; from KKNSO'”aré there = any e
stations of this network still active? Can anyune“help°

&2§ This rarity cranled out af  the wnoduork_a; few times
recently. Very tedious to monitor, for once there it remains
so for hours. It isn"t really worth dlscussxng it here; an

article would be more appropriate. We  have recaxved ‘useful -

iogs of this stat;on for some time now, yet I keep puttzng off
the ,feature, prnbably because I have a strang persanal'
aversion tea its vhabxts' For what it‘s- worth, I last logged
it, already running, on 28.1 at’ 0730 5173kHz and_xt was still




at it at 1023 when I gave up. s atwayﬁ messages ‘changed ]
erraticaliy amidst most boring stretches. From 0737 to 0935
all it sent ware 988 apart from two 595 at 0930.

M27  {(BTV) No reports of thie station, nor S8 (YT). It is
beginning to look as if it has become extinct, but it's still
too early to tell. Last heard March 96. Keep checking 4759 &
A8 24KHz .

MZ8 (HEP) No change. Hessages never heard. Stxll alleged to
be Swisgs Interpol, but no really convincing evidence.
Probably some kind of fall-back system -~ does it really need
to keep running 24hr & ‘day, 363 days a year? Is the expense
wurth ie? - 2 i

5%

2

“ M29 gvgg; YDE, wusing its complex {nen—-M29A) preamble hasg been
appearing at 0700 (Repeat at 0730) - 4/5MMdz ragion, several
days a week, and also daily(?) at 1BOO and Sundays 2000, bath
in 3MHz region, Fri 0940: SMHz. As with G4, freqs  and messages
change monthly, and encryption -is of the same distinctive
type. Due to priaority being ngen to ather sta:ions, thxs one
has not received the attentian it deserves.

M31 (FDC etc) Has cewte*ﬂ s:mxlaritzes wzth HEP, but is more
adventurcus. Until further informatzan is received these Ewe
will not be included in future. o They cannat be‘termed
numbers stations’, but th@y are mysteries. = 0

‘H§z tvpe These are

L numbers lxstener5 =l o
"udéliéﬁglng ~ . but they = r
- they are d;stractznns.-an”

111tary nets mf &nte t - to
weir “elegant cnmplexzt i
gt**f Ly what . we ar t: .-
< L ceive’ occasxona1’3f  in
future but will not be routinely ncluded. ¢ PZLS
“sounds’ like & similar Russian “Mil. Aet = the : ‘accanted_letters‘ .
you refer to are actually Cyrxllxc, ‘the German ‘CH (~~ - :
the Cyrxllxc X (pranu as 1n Scottlsh "lugmf). P

M33F_(PBK} Trls is no malatary net despxte the claim
_ ‘revelations’ of our devoted - disznfcrmatian '
. accompanying feature. Its act;vities= ended ;n.Dctaber
hasn’t been heard since. ' This  has happened ‘before.
' dnes it ga? Does another statxnn ﬁake over?? :

H34 This exat;c graced us with 'an appearance on Tue 4 2 and
was already sending  at when I found ' it at ; 0830 -on 5039kHz-ﬁf
ceee.® 31 31 31 10610 43399 04798 129744 ‘90043 - 06857 - 80415
86265 03728 73025 43399 % &7 67 67 15410 40391 02302 04543
34437 45039 93687 82413 94938 L H2690 - 403?1 '3 &7 te7 &7
15410.....80391 ° That was it = this station . ;sends no end;ng.‘
Each asg is repeated once,;fgraups not qutgq,

‘2fig IDs. Note that the = 2nd group Aanc ach -
again at their ends, i.e.. 43399 & 40391-?-.]
on Sun 5.1 0820/4053: 95 &1 17 {RS T(22x5F  for - 95, lzgrp for i
61, zagrp for &1 (61 again) 412 & A3grp fo 7 :




M3Z See my sample log in this issue. I was incorrect in the
last issue when [ referred to this station's randomness; it
now turns out to be more methodical than I imagined, as it is

only recaently that 1 discoversd that it transmits every 10
minutes when operating. Each tr lasts 11 minutes in which an

1D and four 5fig elements are sent. During a recent burst of
activity, which [ intensively wmonitored for the first time I
came across distinct patterns and the results are included
elsewhere in this issue. IDs last for up to a few days only
and their associated elements may be carried over from one day
to another, the last one being the most likely to do this -
this trend becoming less likely as we move back towards the
first element — which, in this sample, never carries over.
The first 2 figs of =ach group are, in most cases related to
both the ID and the =lement position. The station always uses
two parallel freqs which seem to change on the hour. Those
logged recently: S008//7 $502//7 5508//7 3300//4026 5560//7
S565//5313 55684//5284 4024//7 As you can see; it never keeps

still! Its schedule eludes me at present. Can .pop up at any
time. Logs appreciated. s :

M4z KUL, network Due to its very minor Morse element we
cannot really include this one on a regular basis. Needless
to say, it is still very active. It also plays a very
difterent role to the archetypal “numbers station’ - it is a

‘pseudo~diplomatic’ undoubtedly involved in espionage ‘activity
but communicates between fixed sites, not to agents in the
field. Further information on SOUD - we don’t even know what
it stands for — would be very welcome. '

M43_(&XMB/C376 group] This seems to have a similar sort of -

status aslﬁ42 but is not a SOUD operation. i1t oie =till
- something  of mystery. What else links .Israel, Bermaﬁy,
Ttaly, Cyprus and "Russia?  Rumours that it may have . some
connection with the Weisenthal Foundation may have more - than a
:graxn of truth in them.-‘ :

ﬁ@ﬁ See alsn Mi. There is some news on this one at last. Its
usual predictabilty has recently been enlivened by two
independant developments: 1 - Along with its sister station
§21's 342 schedule (which shadows M43 entirely ~apart - from
using M45°s ID, 150) the first group of every message changed
from OO0000 te 55555. This ™ change took place on the first
transmission of 1997, and has remeined 553355 ever since. 2 -
A more revealing change took place also on 2nd January {the
first 150 & 342 transmissions of 1997) in which the final
- message group took on the gsame form as Mi's final group which
changed at almost the same time. M85°s final group indicated
that the message had been compiled on that busy day for Mi,
Xmas Day, and withheld until 2nd Jan. so it clearly had no
urgency until that date or later. This confirms M453/821°s
links with M1 - something I thought unlikely even though their
formats are the same. This was because there were several
minor but significant oddities unrelated to format.  These

21
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ware: a) MAG's slow auto-keying in ICW as opposed to Mi's
variable speed manual keying in MCW (of a strange kind) b) The
130/342 network’'s use of the 00000 first group. c) M45'e lack
of a ‘standard” group count. Although usually in the low 20s
the GC deviates too often from 20 to identify 20 as its
‘standard GLC° . This is normal; it is Mi's strong preference
for GCs of 10, 20, 30, 40 & maybe 50 that's unusual - like
everything else about that station. 1 have always suspected
that other M45s existed - not only 150, Looking through ay
old unidentified (or wrongly identified) logs I came across an
Mil with the notes, 'suto slow” and ‘ist grp 222227, This
looks suspiciously like HM45. Sun 26.11.94 0800 5455kHz 287-

372 34 22222....11111 last group, Sun 25.12.94 same time/freg

287-382 24 22222. So M4S also has a 287 ID. The speculation
that S21/0M45 originate from a breakaway Soviet state was based
merely on the language used and the apparently relatively
recent appearance of S2z1. However, this does not preclude the
possibility that M40 was in existence long before. 821, the
342 schedule at least, merely duplicates M45's messace but in
Russian -~ it may bave been added to provide the “service® to
Russian-speaking non—-morse-reading agents (or whatever} °taken
in® after the break-up of the USSRH. M1 has been around since

the 19705 - at least. I am now almaost certain as to who is
behind M1 and its relatives, and it is by no means a typical
espionage network. Revealing this would cause considerable

embarrassment to the agencies involved. We must respect their
sensitivities. At least one thing has been cleared up: M45 &
Mi, having identical endings, confirms the Endings Rule, . i.e.
that wunrelated stations never use the same endings ~ 'so

“convenient for monitoring agenﬁies who are too slow.te  cateh

t',"ﬁE ‘Fsﬁ“"‘i of rnﬂamiggbun;ﬂu” Wild Vi’éiﬁl:g af =t lul.w?'ﬁs:mafiual

© conspiracy spring to mind, where,,-ln the early Cold - War. days,

a top sscret international cnnference -took place (lnm;Ganeva,il
of course) with the laudable aim of ‘Standardising nf Farmats ek

for the Hutual Benefit of All Concerned Partxes"-

MSO New Designation This station, thanks to Guy (Portsmnuth).
has recently been rediscovered and is now  being® taken
seriously. 1 first heard this one  on Mon.lﬁ.ﬁ.?S;at_1800 L an
5431kHz. Having missed the beginning 1 identified ‘it as a
Standard GC = 350 Mi, which, in a  way, it was.  Ian (Darset),
too, logged it as an Ml on  12.10.96. It seems that this
station has been popping up at the same time/freg ever since
and on any day. It is often very weak and easily overlooked.

It operates several formats and IDs in an apparently arbitrary

manner, is hand-keyed like Mi, often very badly, and sometimes
auto-keyed. It often uses the M1 format and often does not. A
44 inserted after the G6C in the preamble seems to  indicate
that the following message (so far always S0 groups) will be
of mixed groups, that is groups of 2, 3, 4 or 3 figures. At
has an almost pathological preference for the number five,
sometimes sending messages where 50%+ of the digits are fives!
It can be heard several times a week always on same frea/time,
but be warned; 1t is not always punctual and may ba up ta 5

: ** HSO nuw heard (Harch) 1820 49ﬁ7kHz o

2 pa
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minutes late, and may alsc end abruptly in mid-transmission.
I have a theory as to its purpose ~ its habits are not really
senseless at all - it is yet another aspect of MiI - but

further discussion will have to wait for a feature in the next
issue. There is too much to say here.

MO1 New Designation This has possibly been arcund for a while
but has only recently came to our notice - thanks . again to
Guy. It seems to operate no schedule and can only be found by
chance always on a different freq and at a different time.

Has been heard Mondays to Thursdays since September. Times &
freqs; =—1600/35301 -~-0910/4843 -—-0B20/5280 -0905/3825 —-1200/4835
~1105/5331 (same day as 0910). All of these started earlier
than the times indicated so complete format isn't yet known.
Messages are of 100x & letter groups {(not paired) wusing Roman
alphabet, and auto-keyed at c20wpm. A 2fig serial number
precedes each message and is often followed by a single
letter, e.g. NR73 0O 18:235:14 19%94(msg folldws)}. The time/year
groups are accurate to the nearest second and are UTC+1 but

take account of local summertime. The serial No cycle is
irregular, NR1 can follow NR24 or NRP0C for example; however,
they are consecutive. Transmissions end abruptly in mid-

message flow and can last for over 5 hours. Preambles may
include extra figures, e.g. NR70 D23 09:24:30 19%9&. 1t has
similarities to PBK, and needs watching.

MO2 New designation Reported by lan (Dorset) on 10th Dec on

0201 .5kHz . Slow morse. Type of zeroes not known. — 08 11
820704 820704 820704 11 30 II 33 ;ﬁ sent continuously from
1234 to 1253. A similar ‘message’ at 1300 - OB : 830334
830334 B30334 : 30 : 33 AR Repeated until 1400. Then at
1408 - O©B : 832334 532334 B32334 : 30 33 BR Finishing at
1431, The II, later written conventionally as a colon, is a
separation signal rarely heard nowadays. .The only ather

numbers stations to useit are PBK & M23 in one of its several
formats. The 6fig groups could link this oddity to the Two
Day Wonder, M3, which also used very slow morse and,
incidentally, long zeroes.

MX (SLHFMs) Cluster S & C still on all usual freqs 24hr/day
but 4556 can be somewhat erratic - sometimes nothing is there,
sometimes they both are and lately ['ve heard an unusually
strong & alone. It may Jjust be conditions. L: 3091 with
chirp as always - my personal favourite -~ it's the only one
with a character of its own! R: 3196//3323//often A4325/7
also. R with long dash heard in Jan while the other two were
normal. V: 3174 most of time, but has migrated a few times
over past few months to 5274 & 4785 (new freq?) - less
irregular gaps recently. The always short-lived #Ps have
appeared on 3838 4030 40434050 4080 4898 (new?} 5880//4935
5885 5880 69335. On 27.12 an M marker was operating around
95.15MHz; but due to the nature of the Morse M it may not have
been a SLHFB. Leaving the best news to the last, 23rd Jan saw
the appearance of a very rare F on 5042 -~ it had long gaps
between the letters and a distinct occasional ‘glitch®.,
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Monitoring of M39 segquence over period: 7,8,9.,10 Jan 96

Time

= 0B00-0930UTC

Time

71T

8.1 9.1 10.1 Freq
ITC |Slot
0800 | 1 461 || 702 590 <707 T 5005777
0815 2 2 881— 7 611 . 881 "
0830 | 3 800 539/ e 007\\539 -
0845 | 4 220 eu§/ 735 \611 "
0900 | 5 167 | 007 A 722 | 5502//7
0915 | 6 178 = |iErioh 1o 259 826 "
0930 | 7 646 731/ 640" | - -

*

at 0920 on 3508//7

9
&

Parallel frequencies not sought.

No transmissiems found at 0945.

Alps 702 & 881 may have had
earlier time-slots before 0800

on 9th Jan.

+A11 IDs on 7th Jan were dropped
by 0800 on the following day.

IDs 735 & 731 dropped by 0800
ou 10th Jan. Alse 259 a 40

New IDs added: 259, 640 on 9th

*ID' Date Time 1st element 2nd element 3rd element &th element
3 Slot
702 8.1 1 33174 66380 41565 40786
9.1 - A A L
10.1 it 34068 67352 41565 40786
881 8.1 2 31065 55744 60613 26267
9.1 - A A
10.1 2 34348 55744 60613 26267‘
539 8.1 3 06619 91609 764022 61723
9.1 1 03607 37318 §2497) g§8272
10.1 3 OBBS7 30726 74022 61723
6ii 8.1 4 43566 78959 01675 43855
9.1 2 43924 71112, 20598 43855
10,1 & 44564 71112% 20598 43855
067 8.1 5 56421 81605 356&62 94819
9.1 3 55372 16619 35646 94819
10.1 - ID dropped
735 8.1 6 55880 82241 18053& 98789
2.1 & .. 53187 41046 1805 298789
10.1 - 1ID dropped :
hE 8.1 7 82137 10678 43437 3&&26)
9,1 5 90416 66592 02120 34426
10.1 - ID dropped
259 8.1 -
9.1 6 66071 16718 83780 48975
10.1 - 1D dropped
6[‘0 891 o
9.1 7 12755 17?18 35926 03960
10.1 = ID dropped
722 801 s
9.1 =
10,1 5 03220 28079 12467 25737
826 8.1 -
9.1 =
10.1 6 24029 99592 05271 05063

722, 826 on 10th

2 elements carried over
nissing 9th Jan?

A - see note above
3 elements carried over

Imisstng 9th Jan?

2 elements carried over
but missing 9th Jan

4 element carried over
once. 1 element sarvied
over twicae,

% elements carried ove:
once,

2 elements carried ovei

- once,;

lelement carried over
-OnNCe.

Anomalous groups within same element are shown undetrlined, where more than one example
First two figuves would appear to be related to both ID and element im

is preseat.
most cases.
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Létters' to E.N.LG.M.A.

& vury.lurﬁ walcose to imsue 12. First of sll, we would like to wimh

all our readers a Hoppy Bew Year and thank woun for your support during
1996.

Let ‘s get started, and first off, the subject of books. Tom in Essex
wrote : ‘re "Letters™ in isspe 11, Simon Mason refers to “The Ultimate
Spy Boek™ published by Dorling Kindersley, selling im the UE for
£16.88, ISBE 07513 02362. On the shelves of shops like # B Smith and
Dillons.

This book is inm DK's usual beauntiful format, finely produced. I
haven 't read it but gather the treatment is guite largely historical,
full of fine illustrationz of equipment used in the work. Those who
have resd smpy books, fiction or mnen-fietion, wonld probably enjoy it
for background. I'm not sure that it is so such for the specialist.
For instance, when Schimmel’s = Underground Freguency Guide” was
‘reviewed in ENIGHA some time sgo, I knew I Jjust had to have it. The
"Ultimate” book I would descr1he BOore 8% 8 1uxnry, and certainly very
attractxve to iook at, s

I am nlsa told from a reader in France that Eeith H. Helton author of
‘the book works for the MeDonald food chain and is the owner of the
Llarge-t pr1vate collect:nn of spying equipment in the world. He osmns

every types of * WWIL  agent ‘radio. Unconfirmed reports s=may that he
recently acguired the whole stock of nld eaunipment from the Speclgl
! Gp&ratxans Exacmt;vaii"' : ,

Thanks Tom for your letter, ' ;ré#iéw of “Ultimate” can be found in
thls Assue of BHIG&A el S i : Ces e

Stayxng thh pnb11catign53"1‘ xecelved a note in the post from
‘Interproducts of Perth Scotland, to tell me that the reprinted version
of Intercepting Busbers Statiomns - Langley Pierce, is now svailable.
-Have any readers purehasad a copy and is it any different from the
,orzgxnal verszon A :

h
=

Hichsel in Staffordshzre wrote ‘to coeement on Brisn in Sussex’s
comments in issue 10 (page 468,  Para 33, who stated that it was not
possible to trace the rec1plent of 8 particular radio transmission.
Hot so, at Jeast it was mnot so until the advent of the popular
digitally synthesised receiver. In the late 50°s and most of the 60°s
HIS had a technlqua, code-named RAFTER, which allowed a suitably
equipped person to determine, from a reasonsble distance, if =a
receiver was tuned to a  particular frequency. It worked as follows:

Receivers of this era used a local oscillator comprising an adjustable
tuned circait and a valve or transistor. This arrangement was called
a8 "self oscillating mixer” and no matter how well it was screened
would always radiste to some dagree. In addition a degree of "reverse
nodulatinn utook place. e

These two phenonena taken together neant that a second recelvar could
be used to determine if the recelver under survelllance was tuned to a
partieular trequeney. :
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The 0perntional nethod wag to tune - monitering receiver to the
frequency of the loeal oscillator in the receiver under surveillance.
¥hen the tuning was aligned in this way the second receiver conld

“hear” the sigmnal being received by the receiver under surveillance by
virtue of the reverse modulation.

The signal rad1ated from sneh 3 local oscillator ceuld, typically, be
received several hundred metres away and the reception of such =
gignal provided irrefutable proof that a receiver was indeed tuned to
a partiaular sxgnal. '

This technxque was used by HIS to prove conc1u51ve1y that teee1vsrs in
the Rnssian Embassy were tumed to the frequency used by KI5 s ¥atchers
radios. + The advent of d1g1ta1 synthesis has put an end to this type
of surveillance because there is no local oscillator as such to listen
to. There is instead a master oscillator and a digital sgbsyster. A1l
cne gets from this setup is digital hash. (+ VHF reeeivars are far
Bore llkely to produce strong L.0. rediation - H.G.)

Az an  interesting ’1nale, MI5 arrsnged to have RAFTER equxpnent
installed in an aireraft and to overfly London in an experiment to see
how many receivers were tuned to a particular Russian nuosbers station.
They were able to establish that, in any particular evening, up to six
receivers in the cupital wers listenxng to the transmission.” * .-

Bd note fron H.G (* These _RAFTER claims are probably exagxernted in
“Spycatcher” ‘and are not entirely technically correct. Hany receivers
were - immure from radiation—espaeally nodulation~bexng ‘before - the

advent of sythesxsed Jdocal oscillators. . So called seit—osillatlng :

mixers ‘sre and wére . enlgf gae& in dgaastxe transzstarzseﬂ receivesr
Zv1rtually nevqr'used 'in ‘domestic walve receivers. In more. axpsnszee
receivers K. F‘“aﬁpixflers ‘would reduce L.0. radiation considerably.
Stabilised and'ideconpled'

“superhet rece1vers radiate

thay xeguxre a Jlocal osclllatur_

’Hy Racal RA 7, the fi
extent bot this frequency is mnot directly related tc the received
frequency nor to its nodulatsd All syathasised receivers radiste. Any
survellance receiver can be used to ' time the periocd of this radiation

i.e. when did it appear and dxsappear, ‘this information can be used to |
correlate with known nusber ‘station transn1ssxon ‘periods. Nor’ iscig
beyond the bounds of possibility that received frequencises eannot ‘be

“identified, howevet, it wnuld be technically a lot more dxfficult. “The
only 3afa"

of o:c111at10n, ne amcount of techn1cal wizardry can detect the

presence of one  of - these receivers. ' MNany professxonal Rnss1an sSpy

recelvera were of thla type for this, reason h)

xhankﬁ for that. Hiehael and nlsc your nates ahout the 310 station
SYK I “hope you wlll ensoy our update in . thls 1ssue of EHIGHA., 3 i

Eow on to L1ncolnsh1re Poachax and a letter from TF in Cleveland He
starts - ‘I follow many nusbers stations buot  in ‘particular the one
entitled by your group The Lincolnshire - Poncher CE3), -nlnly -on 11545

.kHz " On this freguency 1 have rarely heard any form of jamming :and- the‘
efin1te1y nct 2 glockenspxel (whlch translates s

- preamble * is ©
\’bqllchinps )-;a:'a,-,~ e el A
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receiver is the simplest -~ the T.R.F. where no local
csclllator is used. As long ans the detector operates below the point
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The two-note preamble and the Lincolashire Poacher tune itself are
undoubtably played on a peculiar instrument c¢alled a Calliope
(pronounced "Kal-li-opee” and literally meaning: beautiful-voiced).
Only of U.S. and Canadian origin this instrument is a skteam organ;
hence its strange, haunting and slightly breathy sound. It was/is
mainly found in the U.8. and started cut on the Hississippi steamboats
as a source of entertainment on the long river voyages or excursion
trips. On such boats there was obviously a ready source of available
steam and I believe the early instruments were plaved by using the
underside of the clenched fists to push dowr large "keys”. Each key
operated a steam valve which, when depressed, released steam to its
associated organ pipe and played a note.

There were considerasble wmaintenance difficulties with such an
instrument due to the wet nature of its operating medivm and it was
obviously not suited to being shore-based: unless yvou had the means to
produce large quantities of steam. Playing a melody quickly released a
great amount of steawm pressure =o a considerable head of steam had to
be constantly available.

Some forty-odd yvears agoc I did once hear a Calliope being plaved at =z
steam rally in Redruth, Cornwall, but no doubt this numbers station
electronically reproduces the sound of a real Calliope.

In Greek mythology there is a Calliope who is the Huse of epic poetry.
I think the person who organised this station may have a finely-tuned
sense of black humonr ! Thanks TF for such an original angle on LP.

Hartin in Horthamptonshire read about ENIGMA feollowing our festure in
Short Wave Magazine s QOctober issue (more on this a iittle later) and
tells us that he his quite new to listening and purchased a second-
hand Sangean AT803A to 1listen te number stations. Mariin noted an
error in an LP transmission on 3 September at 21.006. The oddity
occurred in the 79th group, the first reading was 48884 & the second
was 48667, Hartin had this on tape so0 is ecertain of the error. {LP
please pay more carefunl attention).

P.T.A. in Edinburgh asks if any attention is given tc locating the
Jamming stations ? Most jawmers now seem to bhe based in the Middle
East area. Little or no Jamming seems to take place in Europe
following the end of the ¢old war. The main number stations which

suffer jamming are Lincolnshire Poacher (E3) and The Counting Stations
(ES5). A

Starting with LP, recent detailed observations carried out in Germany
show that jamming is not blanket in coverage. The country carrying out
the jamming has at least four transmitters in use for blocking number
. stations and at least a medioccre monitoring service. We can also
conclude that they do not (unlike some other agencies) read ENIGMA !

The main Jjamming periods are 10.00 to 14.45 on the three high
frequencies. It would seem to be the case that other more important
matters take the attention of the Jamming stations after this time.
This is likely to be the large number of clandestine stations which
target Iran. Voice of the Mojahed is pursued with vigour. Jamming
seems to resume in the mid-evening period, however, not all
frequencies are jammed, this is either due to a shortage of
transmitters or the medioccre monitoring station is unable to loecate
the missing frequencies.
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Due to the complex sliding schedule of wessage headers uvsed by LP the
Jamming is not effective in completely blocking a message. The second
station (E5) Counting Stations used to suffer more severe attack but
in recent years this has =scaled down to only occasional jamming.

Certainly a great deal of effort and expense is required to block

number station messages.

We have reported in previous issues that the jamming which effects LP
is particularly strong when monitored in the Middle East. it

&ny new information concerning the location of number station jammers
would be appreciated. Finally, on the subject of jamming I asked in
the last issue about the new VoA relay station in RKuwait. I am
reliably informed that it is operating on 1548 kHz MW and that the
transeissions in Farsi are indeed jammed. This information was alsoc
confirmed by Kim Andrew Elliott on the VoA programme "Communications
World"”.

Our correspondent tells me that both he and Kim Elliott agree that H¥
is easier to jam than SH, due to the fact that shortwave propagation
of the jammer is unstsble. In 3 report Mr Viadimir Osrogorsky, long
time head of the German service of Radio Hoscow was once ordered to
write a piece about Radio Liberty and was therefore allowed to listen
to the broadcast for =z period of time. He went to his weekend home (
known as dacha in Russian, a kind of bungalow) near Moscow where it
was possible to listen to Radic Liberty - with problems, but it was
possible.

How on to the ENIGHA feature which @appeared in the British
publication, Short Wave Magazine in October 1996. First, our thanks to
S¥ Hagazine for taking the decision toe publish the teature, in Britain
the law concerning listening is quite clear and as we have said
previously number stations have always had a very low profile in the
British radio press.

The response from readers was excellent and we received a stack of
letters subscriptions and enquiries. Existing ENIGMA readers were very
pleased with the finished results. We must, however, apologise for a
few gremlins which found their way into the feature. Due to the long
lead times involved some ENIGMA updates and corrections did not make
it to the final published version but none-the-less the end results
were very pleasing indeed. Thanks again to Short Wave Magazine.

It is not possible to mention everyone who wrote inm but please accept
cur thanks. 1 would also like to pass on thanks to David in
Peterborough who sent details of ENIGMA to the Horld DX Club. He have
had lots of letters from WDXC members asking about ENIGHA.

Greetings to Neil in Bath who wrote to WDXC asking for an explanation
of these strange transmissions and whe was pointed towards ERIGHA,
also hello to Robert in Essex and Simon in Shropshire who first
encountered number stations in 1871 while listening to Radio Northsea
on B205 kHz. - This often had interference from Swedish Rhapsody on
6200 kHz.

Hello to W in London who found his first copy of ENIGHA a "truly most

interesting, informative and intriguing read . Alsc greetings to Paul
in Surrey who has listened since the late 1960 s.
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Thankn to P of Hertfordahize -~ he wseys he enjoyed very much the
special section in Short Wave MHagazine. He goes on to say that he
first heard z numbers station in the late 1950°s in the "tropical
band” - the “"call vp"” consisted of a not very melodious seguence of
notes on a piano and the languasge was possibly either Slavic or
German. )

P also mentiens the high signal strength of some stations and remarks
on good reception of the Counting Station (E3). We shall be running a
major feature on this station in the next isswve (13) of ENIGHA and
will include your comments concerning transmitter sites for this
station.

A guick mention and thank vou to Clive in Cornwall. We appreciated all
vour contributions to ocur Alpha Phonetic station (EL0) feature in this
issue. He tells me a story which has been circulating in number
station circles for years and vyears, but 1 am certain some readers
will not have heard it.

Clive says "1 was once told that the Two Letter Stations (E18/G16)
were in fact the German ecguivalent of our Wational Rivers Authority
reporting the levels of pellution in Germany s rivers and lakes !7.

I would really like to know who started some of the rumours, others
are recounted in Simon Mason s book “Secret Signals’ and include “the
weather forecasts for the Swiss Alps {(Swedish Rhapsody !) plus perhaps
international banking transactions or even secret government
communications with UFOs ! Any aliens capable of reaching earth are
unlikely to have one~time pads, however, if they did turn up on
Christmas Day they may wonder why the streets are deserted and we are
all sat at home around a dead tree ? Clive, keep up the good work.

Bho wag the first numbers station listener ? Bell Andreas in Germany
may have tracked him down.....

The following is taken from a feature “"Kurzwellenpanorama” (Shortwave
Pancrama} zbout one of the wmost interesting Austrian radio pioneers,
Anton Habsburg. He was borm in 1901 and as a little boy becase
interested in radic. He had 2 room, built scme equipment and learned
Morse code. Because of his positicon in the Austrian monarchy he had neo
judicial problems with his activities.

So he made some 8S50s (radic contacts) with the Austrian military
station in Vienna. His first activities were during WHWHI, when he
became involved in numbers transmissions. He regularly tuned to the
coded messages from the enemy stations (arcund thirty pages of
material each day). These were FL- “Tour Eiffel” from Paris; ICI from
Cotona, TXtaly; MSK from MHoscow. These statiens exchanged coded
rmessages. He always wrote down the numbers and on his way home from
school called at the War O0ffice.

He handed over the messages to the radico operater there, saying 7L
can’'t use it, not knowing the key, but if wyou can use it - if not
throw it away.” The department “Milit8rchifren” (Hilitary chiefs”)
consisted of three groups: Russian codes (under Viktor von Marguesetti
, Romanian codes {(Captain Cornelious Sabu and Italian codes { Hajor
Andreas Fidl). Fidl became c¢hief cryptographer of the Republie of
Austria after WWI, and after 1838 (when Austria became part of
Hitler's Third Reich) became advisor to the cryptology departments in
. Fascist Germany.
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The numbers were always checked mnd they were foumd to be correct, on
one occasion the antennas on the receiving station could not operate
due to heavy frost (this occurred at the VoA Greenville site last
winter), so they could not receive the mnessages. But they had
Habsburg s copy of the message which they could use.

¥as he the FTirst numbers monitor ?

More quick thanks - first to Alan in Solihull - logs always
appreciated, lan formerly of Perth who has now reloeated to Dorset,
guite a move, hope you are enjoving life at vour new location. Thanks
also to our readers in Rassia including Vassily, Ivan and Zikin.

Thomas writes from Germany - ‘I wouild 1like to congratulate you for
your work including so many details. Thowas comments on the following
{(from the last ENIGMA) - P6Z: MFA Paris, FDC:French Airforce Hetz,
HEP: Interpol Ziirich, PBE:Coastguard, Netherlands {(from:
Spezialfreqguenzliste,Siebel-V¥erlag, Germany). Thank for the logs.

Staying on the subject of HEP - following comments made to ENIGMA by
the Swiss PYT about the protection of privacy - Andreas asks whose
privacy are they protecting 7 John in Derby tells us that the 10th
edition of the International Frequency Handbook shows HEP as Interpol
and this is also repeated in the British - based Shortwave Hagazine
which recently reported HEP7 on 8871 kHz and HEP was also noted on
8400 kHz in SITOR.

The rumours that HEP is Interpol have been doing the rounds for many
vears but have never been confirmed. Has anyone anywhere ever heard
any traffic from HEP ? I am also interested in something called the

‘g0 code”, this is a system used te confirm the launch of a2 nuclear
weapon.

Bot & pleasant thought, but if a country is to launch a nuclear weapon
the instruction must be passed in a secure manner, this, unlike a
James Bond film does mot involve pressing a big fat red button. In
such an event the messages would be sent on a variety of bands
including VLF,HF,VHF,UHF,BHF and SHF by land-based, aserial, orbital
and shipborne transmitters. I don't want to go into great detail but
it is possible that some stations which we hear on HF sending idling
calls 24 hours pexr day may form part of such a system. Candidates

would certainly include the FDY, FDC, FDG & FDI family of French
stations.

HEP may have a similar purpose to the ’“go code’ system. The station
operates 24 hours per day and sends no traffic. Does Switzerland have
a Nuclear device - does anybody know ? They were certainly developing
nuclear weapons in the 1850 s.

Switzerland is very nuclear conscious with bunkers for the civilian
population and in addition all new homes built after 1960 (approx)
have a nuclear shelter. Could HEP perhaps form the basis of some kind
of internal early warning signalling system for the authorities to
communicate ? Comments very welcome.

Greetings and thanks to Gert in Holland thank-you for your letter.

A very detailed letter from Fritz concerning ocur feature on the 14403
station - ENIGHA 10 & 11, Fritz says - “when Walt decided to check HM32
he did not choose an easy one as this net shows many characteristics
of a "normal” Morse net of the Russian (CIS) armed forces.
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Until the aearly 1970s one could assign Warsaw Pact Horse nets to army,
navy and air force. All used different preassmbles and habits-the Czech
railways even had plain language and it could be seen without
problems, when for example the Black Sea fleet moved around.

Later on everything changed quite rapidly and all over the Warsaw Pact
there was onily one pbl (with exceptions) of the following format:

“Msg .nunber-exact number of groups-date(no leading zeroes) - time of
preparation of message (local Eastern time)-repeat of number =3F link
group{s) or Z-codes = txt consisting of 5L or 5F or §5L Umlaut-last
group”. This last group contained the date {day) and number of groups.
In the case of 5L groups the translation is as follows:

a=1 b=2 w=3 g2=4 d=5 e=06 v=7 z=8 i=8 k=0

Sometimes the sender or the addressee is mentioned again in front of or
after the pbl.Hsg. These are normally advised with a short blind call
ending with AR. All the QRAs consisted of 4LF groups (no "U" and "R”
on the first place and mever FFLL or LLFF). Urgent meg are announced
with "XXX" and often consist of Z-codes or some plain cyrilic words.
The nets mostly are of the “guided star” type with the whole traffic
contrelled by one of several centres using one of several QRAs. If CQ
call signs are used, the msg’s are sometimes sent blind after repeated
announcements. Mode of transmission is normally Duplex and very often
there are day and night frequencies. They may change daily or may last
for years. , :

Due to political changes by the end of 1988 much of the excellent
discipline disappeared and further modifications wmay have also taken
place. Anyway. today one can find many modified @RAs and pbls and T
beliesve most of the nets are operated by the Russisns. I do however
not know enough about traffic from other CIS members. If, as e.g. on
CISNy5343 the same frequency is used by UNID nets with 4LF tactical
call signs, but with the same Z codes as the Ny (ZZD,ZGR,ZZU,ete) then
the whole lot is quite complicated to log. I know the problem of the
number of growps which is, of course intentionally, wrong, but could
never understand why. -

Professionally operated nets of a higher ranking (I assume) still use
the original pbls and start their text with a series of the same
letter. There are many training nets around as well-most of them are
easy to recognise, because felegram numbers are normallyvery low, the
number of groups is always the seme and the centre asks for a repeat
of the whole telegram although they confirm QSA 5. It is of course not
easy to find the second DUPLEX frequency, typically they are only
spaced between 50 and 300 kHz and are within the same MHz. The keying
sometimes is very bad., resulting in errors im - I think -~ Walts notes.

If you are lucky encugh to ecatch XXX msg’s you may even observe how
quickly other nets are activated and the same message is repeated.

I have never been able to correlate political tensions, seasons or
whatever with the number of these Morse nets. Sometimes there are so
many of them - 3 weeks later: nothing heard ! Gone ! Why ? Many of
these comms have been replaced by RTTY -~ we all know the countless
number of CIS 50, 75 & 100 Bd stations sounding very similar to Baudot
node.
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I hope these explanations may be a little bit of help to readers, who
are interested in CIS Morse nets, although I know it is not directly
within the scope of Rumber Stations. But there may be links between
different nets which we did not yet consider.

Concerning the 14403 net unfortunately 1 have not been able to hear
anything of them and therefore my log is nil’.

Thank you Fritz for a very detailed response to cur features, good to
hear from you and please keep -in touch.

A quick hello to Jim in Essex, he says- "I do enjoy reading the
journal which I find most informative and interesting more so as I
lock after an aged and infirm relative and so my listening is now
restricted to very infrequent and short periods and the articles and

news keep me up to date with things.” Thanks for the kind coamments
Jim.

A guick hello also to Een in Doncaster, hope wyou are keeping well and
refreshed from your recent holiday in Houston. Thanks for all the HT
infermation. Staying in the U.5.A. - Tom, {(thanks for &ll the logs) is
hoping to write an update on the US numbers scene for the next issue
{13) of ENIGHMA. We will look forward to hearing from you Tom.

Hore guick thanks to Hans in  Germany who sends in some very well
presented logs, and also a quick mention to Tom in Chelmsford, good to
hear from you.

Jacques in Holland asks that we do not make the voice reports too
compact and that we shonld always show logged freguencies.
Unfortunately space is a "big  prehlem with ENIGHA, indeed m2 have =0
much to squeeze in that its almost impossible. In terms of logged
frequencies we always try to give details. The problem is that some
stations just will not stay still particularly 00000 ° ending stations
like E6/G6/56/V6. While E7/G7/S7/¥7 along with G4 to name but a few
like to change each month. Pleased to read, -Jacques, how much you
enjoy ENRIGHA.

More news about "The Laughing Cavalier  from our good friend "D°.

‘The underground radic socociety that Peter Quintel belonged to was
smail and highly secret but I do mnot know if it still exists because
nany of its members would now be very old (Peter was over 70 when he
passed away). It was made up of «x-GCH@ people and SIGINTers from the
Armed forces who continued their monitoring after they left the
Department and exchanged information on an informal basis. It was not
a formal club and I doubt if there are many people who would admit to
having knowledge of its activities, membership or existence !

Regarding COUNTERCLAN, Peter seldom mentioned this and my knowledge of
this shadowy group is rather limited. What information 1is in the
public dowain is contained in the Peter Wright book "Spycatcher™. It
involved the use of SIGIET for counter-espionage purposes and was one
of the HWest s main weapons in the war against Russian spying’. Hope
you had an enjoyable holiday in Scotland "D°. ; 5

Several readers have written  in about “The Brotherhood™ stations.
These are a vast networks of Russian and former Eastern Bloc countries
which operate under the banner of the little known SOUD. Thanks to
Leslie in Sheffield and Tom in the U.S8.A. for the logs and details.
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. In Novembor 1968 Chief Technician Douglse Ronald Britten of the Royal
Air Force pleaded guilty to & chardes of passing secrets to the
Rugsians. His case was largely heard behind closed doors but whatever
was said, it earnmed him 2% years in prison. What did emerge was that
this most cunning and mercenary of traitors was controlled by numbers.

During his RAF career this technician and teleprinter operator had
served in Irag, Egypt and Cyprus but his most damaging spying was
committed at RAF Digby from 1968 to 1968. He told many lies to Police
and BAF investigators and the precise details of the SIGINT he
betrayed, how he was "run” and recruited will probably never be known.
He probably started spying in Cyprus in 1962 due to the large debt he
had accumulated but his most serious damwage was inflicted when he
returned to the U.K. Some people believe that he nay have started
spying even before he left Cyprus as he had a home posting which was
not disclosed at his trial, but was perhaps Digby. He was trusted by
his superiors and regarded as a highly skilled technician. He was also
regarded as guick thinking and utterly reliable and passed his PV with
case. 3 :

He said that when he was walking in the Science Museum in Kensington
in 1962 he was approached by a Russian radio listener who was
interested in shortwave. He said that this was his first meeting with
& Russian contact. They talked about amateur radio for 10 minutes and
the Russian asked him if he oould get a copy of the manual for the
T1154. This was an obsolete transmitter which came on the market after
W¥II. The Russian contact amaid he c¢ould give him instructions on
meeting a new contact in Cyprus where he was shortly due to be posted.
In Cyprus he was asked to supply data on the people he worked with
such as their sexual orientation and drinking and was called to
meetings by being sent a oard. He received wvarving smounts of money
after each meeting and he probably lied about the precise sums he
received which he said were a few ‘hundred pounds. The Russians told
him that he was not producing enough material and constantly put him
under pressure and said they were fed up paying out money for no
results. Britten also said that he was beaten up by them on & few
ocecasions. They also showed him a photograph of himself receiving
money from a Russian. He was told that it would be sent to British
Intelligence if he did not continue supplying information and work
harder to collect it. One meeting he had with the Russisns was held
cruising around Famagusta in a diplomatic car ¢

In 1966 he was posted back to Dighy in England and he met the Russians
at. Arnos Grove in North London after his return. His controller was
“Yari” who was Alexandr Borisenko, a Cultural Attaché at the Soviet
Embassy. He was given a sheet of pasper containing a callsign,
frequencies and instructions for emcoding and decoding messages which
would come by radio from Moscow. He was also supplied with a camera
disguised as a wallet and it had its own lamps thus enabling it to
operate in total darkness, It conld take pictures by being wiped over
a document to expose the film. It had a fault though and he never used

- it and did not even destroy the instruction notes as he had been told
to do by the Russians.

His one-time-pad had each page numbered in  the top right hand corner
and each page had 6 blocks of 10 five digit groups. He also had 2 beer
cans with false bottoms, a piece of piping and a magnetic container
concealing information by sticking it under a seat. The Russians also
supplied him with a2 Minox camera.
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Buch was made at the time thst he was & Radio Bmateur snd in the 1982
edition of the RSGB Amateur Call Bock he appeared as Cpl D R Britten
with the call G3KFL. In later editions he dropped the military rank.
The Russians probably found out about him via amateur radio and had
presumably been selecting suitable hams in official positions as
targets. This he said was how the Russians approsched him but he did
not explain how they new his callsign when they met him at the nUSeun.
In his house at Digby he had equipnent which although not excessive
could transmit and receive signals from MNoscow. He denied ever having
used his transmitter to pass information to the other side however. He
admitted using the Digby Amateur Radio Club Room to receive g message
from Moscow as he spent a lot of time alone at night engaged an his
hobby. It appears the messages were sent to him in CW.

He was caught because he nissed a rendezvous with his contact im
February 1968. They were supposed to meet in Pinner in North-Hest
London. He went to the Russian Consulate and delivered a letter asking
for more money after he had telephoned them. In his telephone call he
asked for his contact and was told that there was nobody there who
could help him. The call was undoubtedly intercepted and he was seen
going to the building, thus bringing about his downfall. In the
official report on the case, the authorities made out that he had been

investigated by the RAF & WIS because of his debts and this resulted
in hig detection.

{(Interestingly, Britten worked at Digby at the same time that Prime
worked at Gatow supplying it with intercepts ! Prime would 20 on to be
an even more infamous traitor who was also controlled by numbers.

His trial in Novemher 1988 was mostly in camera {private} soc little is
known about what he did and he Pleaded gnilty. Much information ahout
SIGIET operations and RAF communications was passed to the Russians
and he had an unusually good memory and thus was able to pass
information verbally. The nature of the material he handled at Dighy
and Cyprus would make this relatively easy. His damage was sericus and
his use of codes was described as "ingenious and sophisticated”. His
sole motive for spving was money and nobody could believe that he was
a traitor. He only received a few hundred pounds for his spying which
even today remains obscure. He remains an ENIGHA....... o

At present RAF Digby in Lincolnshire is amongst other things the home
of the 5891 Signals Unit which has "special dispensation” by the DTI to
covertly listen in on mobile phone calls made by Forces personnel.

591 Signals Unit already performs a variety of electronic surveillance
tasks, including intelligence-gathering, communications security and
checking that classified information on computer screens cannot be
picked up from outside RAF stations. The unit’s traditional role has
been to ensure the security of RAF communications, performing
‘defensive monitoring® of RAF radio frequencies and their own
telephone and fax systems to spot people discussing classified
material on open lines or freguencies. It runs a fleet of mobile
monitoring vehicles. Digby has long been home of 591 5.U. & 322 Signal
Squadron - which specialises in HF SIGIRT. e.g. Russian Airfore. It
co-operates closley with G.€.H.Q. and other military SIGINT units.




KGB SPIRS A HOLIDAY OPPORTUNITY
by Carey Scott in Hoscow

Fed up with the usual tourist guides to the world's capitals ? Want
something a little more exotic than a potted history of the Sacré
Coeur  ? Some retired EGB agents hoping to put their experience to good
use while supplementing their pensions may have just the thing.

The KGB Tourist Guide to the Cities of the World, being released in
Hoscow, is not your average Baedeker. The introduction note tells us:
“The reader will not be the ordinary tourist - he will find out sbout
the best parks for secret meetings, visit the restaurants frequented
by top EGB agents, and wander the spies’ favourite routes.”

The mlternative guide seens part of an unprecedented publie relations
blitz by the Russian foreign intelligence service, or SV¥R, which
launched its own CD-Rom of Russian spying history recently with
personnel files, photographs and interviews from KGB archives. :

The authors of both, blessed with greater glasnost than their MIS
colleagues, see no reason not to commerciaslise their hard-won
knowledge. Mikhail Lyubimov, a former London based agent, said
recently: "I know London better than HI6, and MI8 knows Hosceow better
than I do."

He and his colleagues have compiled reminiscences and observations of
cities from Rome to Bangkok, with un-usual tips for visitors and
warnings for tourists about loeal eccentricities.

Russians in London, for example, are warned by Lyubimov abount that odd
British penchant for muesli, regarded by most Russians as rabbit food.
“I hate it, but I  eat it,” says Lyubimov. "It s good for the
digestion.” Lyubimov alsoc advises would-be drivers that, unlike
Russia, cars do not stop at zebra crossings and British policemen,
unlike their Russian counterparts, are unbriabable; and it is
explained that milk can be delivered to vour home.

Lyubimov, who professes to be & Fan of fish and chips, waxes ly¥rical
about Harks & Spencer - "that democratic cheap store” - and the
pPleasures of pushing prams around the Serpentine in Hyde Park.

Portobello Road market, beloved by Russian shoppers for decades is
singled out as a must for those in search of everything from clothes
to Brussels sprouts, which are un-available in Russia.

For those hoping to tread in the footsteps of Soviet secret agents,
London Zoo is recommended for secret assignations. From past
experience however, Lyubimov warns would-be spies not to feed the
animals, which can attract unwelcome attention from zoo keepers.

The Victoria & Albert museum is recommended so that “you can see what
the British stole from other places during their days of empire”, said
Lyubimovw. :

For food , he  suggested the Chinese restaurants of Soho. And the
elegant Lyubimov, his eye sharpened by years of trying to go unnoticed
in London crowds, advises his Russian readers to be careful of the
colours of their cloths. English gentlemen, he lectores, never wear
brown.
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If mll thig failg to asmuse Rumssisns, they omn buy the SVR 'z CD-Bom, °
which promises to lure readers into the deepest secrets of the Soviet '
past, all for £25. "We figure the Russian taxpayer has a right to know
what we get up to,” said Yury EKobaladze, spin doctor supremo of the

SGYR and the brain behind the CD-Rom tour of the intelligence
corridors.

Not surprisingly, the CD-Rom, available in Russian and English, is
thin on exactly what the SVR does these dayvs - though viewers clicking
through the disk can access files on history ranging from the Soviet
pursuit of the atom bomb to the recruitment of the Cambridge Five and
the building of the Berlin ¥all in 18861.

Not everyone shares Kobaldaze s enthusiasa. He admitted: "A lot of the
old veterans ask, "Why, what’'s the point?”™"

However, EKobaladaze reckons that, just as the CIA recruits on American
college campuses, “"the CD-Rom could provide some good advertising, to
get young people to come and work for us™.

The disk also gives the once silent Russian spy network a chance to
promote the Russian version of history. English bookshops, Eobaladaze
complained, are crammed with the West's version of the cold war -
including those, most irritatingly to the the SVR, by British double
agents such as Oleg Gordievsky, once Lyubimov's deputy.

"It’s time we put across owvr side of the story,” said K¢baladze,
instead of just resding translations of Gordievsky."
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If any readers have any further details about these two products
please let us know and we will publish information on stockists and
prices. If you have managed to obtain either item we would be happy to
receive your reviews.
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Hr Yeltsin here :

| ‘A)E S
o W&%%?#D&!S‘I; "If you are James
} Bond, I'm Feliks
‘FEH§§E§NSG“N5KL Dzhershinsky...”

Thanks Andreas.

Karikatur: Rainer Hachfel
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A Look at PBK (M3II) by M.G.

This station made its most recent reappearance in March 1996
and operated daily until the end of September. This seems to
be one of its characteristics. Transmissicons conformed to a
simple reliable schedule commencing at 1900 and ending at 1930
on two paralliel freqgs: 5760 & 6960. A repeat tr was sent at
2000 on the same freqgs. Messages are further repeated twice
two days later, and yet twice again two days after that.

Transmissions are of two forms ~ S-figure and S5-letter — which
usually alternate Ffrom one day to the nmext and each consists
of six messages averaging 44 groups each to guite a close
tolerance. Groups are not paired, and long =zeroes are used.
Although keying is automatic, errors freguently creep in and
may or may not be present in repeats, e.g. occasional ®fig
groups within a msg where the first figure is duplicated.
These sort of errors are not af the human sort, and have much
in common with those found on FDC, another suspect French
station. Keying speed gradually increases as the transmission
progresses, as if it needs to keep within the 30min period - &
highly unusual characteristic.

Figure messagss are sent on odd-numbered dates of the month,
and letters on even dates. If the month ends in an odd date,
then two consecutive figure trs are sent; otherwise letters
and figures alternate. Format varies between ths tws. Bgth
share the same 3min gall: YUV WV VoW DE PBK PBK PEK. Figura
trs are very simple and begin with the BC for the first msg
followed by the message itself. E.g. GR43 (43x5f groups) = B
The next msg would follow similgglzk with the final message
ending = (withput the B) QRU ORU AR AR.

Letter trs have additional preamble slements in  the form of
serial numbers and date/time groupe egtc. e.g. NRA7 R 2610317
GR40 (40x 51 groups) = B, the &6th msg again ending without the
B, GRU BRY BR BR. A separation signal (II) may be sent before
and after the R in the preamble (see M52 for a ncote on these).
Formats are not entirely consistent but this would seem to be
the intended form. Serial numbers are consecutive, and return
to 0L after msg NRYY. Dates of compilation are never more
than three days before the first date of transmission and
often share the same date.

Two other suspect stations with similar bogus callsigns are
P7X% and P&Z. The former, a morse station, also uses the II in
its preamble but its ORA type call is more in the American
style. Recently using 8039.5kMz at 1400 {(daily?} it uses 5~
letter groups. Typical format: Call: QOGRA DE P7X 1IPII
1014007 GR120 = (120x31) First & last grps identical. Ends =
AR. Bends same msg repeatedly for several hours. Rumoured to
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be a U.8. forces training station, this would seem unlikely as
it has so many similarities to PBK. The other odd one ig

P&Z -~ wuses 15873kHz amongst others, FEC-A 192baud 400Hz
shift -~ has been jidentified as being under the control of the
French MFa at Paris. Undoubtedly involved in secret
intelligence operations, as it doesn’'t use a legitimate
callsign. PBK is almost certainly connected with French
intelligence/special forces activities in Europe.

Below is an illustration of its operation during the wmonth of
July "9&4&. Beginning with my arbitrary transmission serial No.
to indicate each new message group, followed by dates in July,
average message group counts, letter msg serial numbers and
ending with letter msg compilation dates:-

1 fig 31(Jun),1,3 41

2 let 28,30(Jun),2 46 NR&S~70  26Jun
3 let 4,6,8 45 NR71-76 2Iul
4 fig 5,7,9 LY e

S5 let 10,12,14 44 NR77-82 10Jul
& fig 11 .13 95 43

7 let 16,18,20 45 NR83I-88 15Jul
B fig 17,19,21 43

9 fig 23,25,27 44

10 let 22,24,26 45 NRE9-94 22Jul
il let 28,30,2(Aug)46 NR95-0L 28Jul
12 fig 29,31,1(Aug)4s

Therefore sixty messages originated in July; this would be
typical of any ather month. Any mare information or ideas on
these stations would be welcomed, Thanks go to GD
(Portsmouth), BR(Sussex) and Chris Smolinski for providing
material for this article.

IMPORTANT - SITE INFORMATION by H.F.adcock

For some time now ENIGMA has been aware of the locaticn and

aperating agencies of several numbers stations. For reasons
we cannot vyet disclose we have chosen not to publish these
details. However, = we do need these details contirmed
independantly by subscribers without official access to such
information. :

Locating sites need not be as daunting as it appears
especially where stations with predictable regular schedules
are concerned. Technigues are a mixture of basic detective
work, common sense, intuition and luck. First of all a list
of all HF sites within a particular country must be compiled.
Over half of these will be receive~only, some of which will be
invelved in monitoring and identifying unknown transmissions —
including spy ‘burst’ trs. Sources are very varied: 1) Most
national wmapping agencies indicate large HF sites on their
maps by a cluster of mast symbols. These must then be
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identified on the ground, and either eliminated or put on a

suspect list. 2) Local information, gossip, rumour -~ all can
be fruitful sources. 3} Published information — government
directories, planning applications, internal ‘House ™ Jjournals,

historical memoirs and bicgraphies ( a wvery fruitful source
for information about the, usually WWII, origins of many
sites), union Jjournals, even telephone directories can be
useful. 4) Field strength tests around sites will instantly
pinpoint whether a transmission originates there, or not.

S} Innocent, and often unconnected, press reports can
sometimes give away gems of information - especially those
referring to post-Warsaw Pact military “shake-ups’ in Central

Europe. The range of sources is as wide as the imagination.
With a little effort in the field many loose ends in the
Numbers scene can be tied up. We should, therefore, view
site location as being of equal importance to monitoring.

Using these methods 1 identified virtually all HF sites in
Britain during the late 70s/early H0s, socme of which were

being used for espiconage  transmissions. Not all of these
sites were marked on the British Ordnance Survey maps, despite
their great size. It was some of these that proved the most

interesting. After the end of the Cold War several of them
changed their roles, their controlling agencies or even closed

down . MI&/FCO sites, run by HMGCC, have been extensively
.rebuilt at enormous cost: There have also been great changes
in some C50 (Composite Signals 0Organisation -~ the civilian
monitoring arm of GCHA), military SIGINT, NSA sites and the
DTI site at Baldock - all of which are involved in covert
international radioc operations. If you would like tg se@
articles on such sites — historical or contempaorary - why not

do a 1little research 1in vyour own country and send wus the
results?

Our thanks 'go  to our subscribers in various government

agencies for supporting us in our work. Your contributions
are always appreciated. If numbers stations are solely what

we "suppose them to be" as a British DTl spokesman admitted to
the Daily Telegraph newspaper recently, then there should be
no need to pretend that they don't exist - they should all be
legally registered as such with the ITU. In fact they are
concerned with more than espionage alone, a fact which that
particular official was almost certainly unaware of.

{Photos shoy the Composite Signals Organisation Station at Cheadle, Staffs. -~
one of several such sites: main entrance and HF interferometer aerials.

Summer 1996)
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THE ULTIMATE SPY BOOE
Eeith H. Helton

Published by Dorling Kindersley ISBR 0-7513-0256-2 Large format
full colour. Priced in the U.K. at £16.89. Available through ¥.H.Smith
and at smaller branches by special order (about 4 days).

It is difficult not to praise this book so0 we apologise now if this
sounds like an advertisement rather than a review !

The book is prefaced by William Colby, former CIA Director, and Oleg
Kalugin, former Chief of XGBE Foreign Counter Intelligence.

This book tells the story of Ffamous spies through history : who they
were, what they did and how they did it. Detsails are given about
undercover operations such as the daring exploits of the SOE during
World War 1XI, the intrigues of the Cold War, and present day
intelligence gathering.

Of the many hooks which afe devoted to espionage, very few ever show
pictures of the equipment used by clandestine agents. The reason is
that such equipmwent is of a highly classified nature.

The idea that information about such eqguipment should reach the public
domain is a threat to the intelligence services and the
acknowledgement of such equipment could provide valuable information
about the activities of opposing agencies.

The Ultimate Spy Book certainly lives upto its name - beautifully
illustrated with over 800 high guality colour photographs showing all
aspects of the secret world of espionage.

Each item is pictured with a short description. Amongst all these
objects you will find : clandestine radios, concealment, cryptography,
photography, secret weapons, gsabotage devices, electronic
surveillance, lock picking, letter interception technigues, bug
finding, microdots, escape evasion, etec... who could ask for more ?

Staying within our number stations hobby, ENIGHA readers will be

delighted to find descriptions of the type II HEII and type A HK IIIX

suitcase radios, HCR1 receiver (SOE), SSTR1 (0SS), SE10C/11 (Abwehr,

attache case radio used by the CIA agents during the 1850°s, a KGB

radio of the 1860°'s Delco 5300 miniature transceiver (CIA), German

FE-10 miniature SW receiver of the 1980°s allowing “sleeper’ agents to
monitor his number station and &8 radio with GRA-71 burst encoder used

by the SAS.

If all that s not enough there are also KGB burst tapes and a one time
pad used by SOE agents. ‘

If you like espionage and clandestine equipment, this book is
absolutely a must for you. Keith H. Helton is an avid collector of
such specialist equipment. This book brings you a visual museum of the
kind of eguipment you are unlikely tc find anywhere else !

Harcel.
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© | ‘Things That Go Buzz In The Night

Its that time once again to listen teo all those unknown buzzes and
bleeps. Welcone along te another of our “Things That Go Buzz In The
Night” pages.

HAARP PROJECT

Despite all the attention given to HAARP the British media and- Short
Have press don’t seem to have taken any interest. Across the Atlantic
the debate continues about just what the HAARP project is all about.
ENIGMA readers have commented-

First Tom in the USA. "There =seems to be quite a bit of controversy
regarding this facility, but from what I ve seen there doesn 't seem to
be much substance to it. From @my experience with the military, if
there was anything secret about this project at all, there would be no
pictureq taken of it. Also, looking at the picture of the sign on the
fence 'in the Monitoring Times article, there 1is no barbed wire atop
the fence. If this project were classified, the area would be
surrounded by a security fence with armed guards. Of course, it’'s just
my opinion that the US government doesn’'t have any "secret plans” for
this station {at least not right now)”

Marcel in France adds-"In my humble personal copinion there is no risk
to mankind from the HAARP facility”™.

He wounld still be 1nterested to hear of any information concerning the
times/frequencies and alse the mode of HAARP transmissions, information
of this kind seems very lacking from the project team !

THE BUZZER

Quite a mixed bag of feedback following our feature on the possibie
location andsuse:of the Buzzer 4625 kHz {cccasionally other eﬁuvﬁcies
First, Brian in West Sussex. "Your article on the possible use of "The
Buzzer” as .a status indicator for the Chernobyl reactor is well-argued
and seemed to me to have ting of truth din it. It presents the best
theory to date, which seems to £fit all the facts. While reading the
article I found myself recalling a documentary on one of the UK
nuclear power stations aired some while ago. Throughout the programme
could be heard the relentless pulsing sound of a klaxon operating
within the plant to indicate the safe status of the equipment. While
this in itself is not connected, it is a curious coincidence regarding
the use of a very similar indicator to signal a nuclear "All s well”
status.

Hore positive evidence of that Russian connection reached the ENIGHA
office with a letter from Richard in Buckinghamshire. During the
Summer Richard wvisited the C.I.S. and reports. I took with me my new
Sony SW100E: it's very good. I was especially interested in the origin
of the so called "Buzzer station on 4625 kHz. In Minsk (where it has
been reported as coming from) it was extremely loud in my hotel room
in the afternocon and evening.
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But in the worning it was = very faink signal. The reat of my travels
were mainly in Azerbaijan, Armenia etc, and around the Black and
Caspian seas. In all these locations the ‘Buzzer  was audible, but
weak, and became weaker the further south or east I travelled. Upon
reaching Moscow I tuned in on arrival at my Hotel (in the City Centre}
and to my amazement, the signal was so strong that I had to switch the
attenuator in and also disconnect the aerial, this was the only way
the radic didn't become overloaded. So I'm convinced it originates
from the Moscow area.”

Andreas in Germany was unconvinced by the suggestion that the signal
could be heard 24 hours per ‘day at the suggested receiving site in
Austria. He did not feel that reception would be too good during
daytime hours.

I have noted a fair signal as early as 14.00 UTC in England ! And
finally for now, I decided to write to ‘Moscow Mailbag ™ at the Yoilce
of Russia World Service just to see if they would pass comment on the
‘Buzzer . The reply was - well, shall we say, disappointing.

Moscow — "Dear Sir, First it was the “Woodpecker"” now it’s the
“Buzzer". 1 asked the engineer in charge of transmitters and was told
they know nothing about it. Sincerely, Joe Adamov.”

I will leave you to draw your OwWn conclusions. I did also ask for the
address of the organisation which controls radio transmissions in
Russia, but they ignored that bit totally !

FADERS

These particular signals are still very active and can be heard on a
wide spread of frequencies. #e have not made any further progress in
the identification of these unusual signals. It is worth noting that
only one organisation or country seems to use this mode.

Thanks to readers who sent in logs. Richard, you are on the right
signal, but Derek, I think you may be tuned to something else.

Tom in Chelmsford told me he had given up on these ! Don't give up

Tom try early evenings using the list below.

Fader frequencies noted since last issue . of ENIGHA (many others are
probably active) -

Please note that freguencies may vary by +/-3kHz.
3191 4020 5080 6505 7658 9125 10142 13431

3207 4062 5195 6825 7813 9138 10480
3382 4457 5313 ©878 7987 9225 11100

4478 5328 9245 11517
4496 5400
4563 5468

4845 5788

We are still very keem to learn more gbout this unknewn mode, its
purpose and locations. Any information/observations very much
appreciated. For new readers Faders operate on a 1 minute cycle and
have a "glitch’” every 7.3 seconds. They sound rather like a motor-bike
engine. The reason they are called Faders is due to the peculiar habit
of dropping to a lower level =and then becoming loud again.
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The 1 minute cycle is brokem into sight - 7.5 mecond bursts.

Depending on the transmission in progress the signal performs any one
of three distinct actions -

Carries on at full “volume | keaders with a very aécnrate clock will

Drops to a lowsr level | mote that transmissions follow a cleck
Stops and stays silent | cycle starting at 00.00 seconds.

Transmissions can restart at any time and so don't be fooled by
periods of silence, stay on freguemcy or check ancther channel.
Reception is particularly good in the late afterncems and evenings,
when up to 8 transsitters may be operating at any one time.

Slowly sweeping “faders” have long-operated on HF bands. l.eave &
receiver tuned for long encugh on one channel and one of these will
eventually materianlise. They have a2 rough F.M. type sound, unlike the
pulsed and pure carriers we usually associate with ionospherie
sounders. Can anyone explain these ? .
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In the last issue we ssked asbout “Park Hill® and received a very
detailed reply from Tim which is reproduced below.

The Parkhill series devices were developed in the 1860°s, and phased
in over the 80z & 70s for securing HF,VHF,& UHF SATCOM voice circumits,
using a time-domain system that secures traffic up to Top-Secret, but
allowed for the basic cadence of the secured woice traffic to be
recognised. Parkhill also is not very good over noisy circuits with a
lot of fading. One improvement allowed for diversitv/non-diversity
mode (essily distinguished by pre-asble length to monitors), vet the
.8, government ma= sager tc phase out the Parkhill family of voice
transeiszion-security devices with a more robust system.

Enter the Advanced, Harrowband Digital Voice Terminsl (ANDVT). ANDVT
is actually a misnomer, because in sddition to processing and securing
analogue voice, the system also is compatible with record-mode
circuits.

Users consider ANDYT to bes a tremendous improvement over Parkhill,
particularly on HF. It also allowed for other TSEC (such as KY-58
“Vinzon® family VHF/UHF crypto gear) systems to be removed, reducing
weight and saving space on the aircraft and ships, as well as ground-
mobile & fizxed locations. corytographic key management is streamlined
with ASDVT, but thers is one downside, the importance of which depends
on some particulars involving veice-traffic.

ANDVT wvocodes (digitizes) the analogue voice to digital voice using a
codec that works well on mnarrowband {(i.e. HE/SSB) circuits, this
product then fed into a EY-88 encryption unit to secure the digital-

voice, after which it is fed into the comsunications eircuit (radio or

telephone). The process is, of course, reversed on the receive side of

the link. But the deciphered audic is a mechanical voice...you do not

have voice recognition !

This is not a problem when the message (traffic) is the only factor,

but there are plenty of times when ths messenger is just as important.

For example, the Air Force One Communications Systems operator canm
_pass some sensitive freguencies to the CSO aboard RIGHTWATCH 01 via an

HF ANDVT circuit without voice-recognition being & concern.
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But if the President asboard AF]l wanted to speak with the Secretary of '’
Defence aboard SANS73, an ANDVY/EY-98 circuit would usually be = poor
choice because voice-recognition became an important factor !°

Un now to some station news.

THE PIP - Ho change, still active on 3757 kHz and 5450 kHz. It is
often in the early hours of the morning on 5450.

One report from Germany tells me it “pips’ 65 times per minute.
Hot exactly GNT or UTC !

THE ECHO - This signal is lost to us at present, it was last noted
under Radio France Internmatiomal on 3885 &Hz. The Echo does however
like to move about, but, because of its weak signal it can stay hidden
under a stronger signal for some time. This station is mot that dis-
gimilar to ‘The Buzzer  the only major difference is that of signal
strength. A Taster version of thls 91gnal has been heard on 3372 &
3380, once using FSE. - about Z “pips” per second.

BACKWARD MUSIC STATIOR - Sorry, =still ne real news on this signal.
Seems to have taken up residence on 8752/5 kHz. Also noted on 9223 ki=z
during daytime hours. When mot sending sn appalling noise it just sits
making a low buzzing noise. Also likes 5605 6584 5178 & 3740. Ian, now
at his new G@TH, wrote " S§5178: This has te be the backward music
station ~ first time I have heard it. The aliens have landed ! *

THE CRACELE - The only significent change is its ability to now
cbliterate Shannon Air Radic VDLMET on 5505 kiz. This seesmingly
pointless sound operates on 5500/5505 snd recently turned vp for s
shoxrt spell omn 5308 kiz. Other frequency noted have included 5350 ©5854
2148 8265 10270 & 12220 ¥hat is it ? Give it a listen. Good receptién
after dark.

THE BUZZ - Does mnothing but buzz continually. Often heard on 3
frequencies in parallel. Try 5865 68385 7710 086 8050 11230 7

THE SUEEPING CARRIER - A new transmission reported last time arcund.
Some feedback. Brian- “The Sweeping Carrier”. This was exactly as
described in ERIGHA, snd a most unuwswal find., The only possible use I
can imagine for it, would be to keep those frequencies clear for some
reason. There appears to be mno logical link between the freguencies
chosen, neither doez there see- to be any service using these
frequancles %

3 L]

Mike in Kent sent in some observations and mentions that it sometimes

pissed out 7680 kiz. Mike also says that the signal strength could
also vary in just half an hour from 8§89+ to "no sig” and applied
equally to all frequencies but had no regular pattern, not deliberate,
“and wasn’t selective fading. Mike also add that perhaps it is a slow
speed version of the Ptarmigan VHF/UHF freguency hopping system.¥ '

This sxgnal was last noted operating im October 1886 and has not been
heard since.

(%-Unlikely — Ptarmigan is a military voice comsuanications Spread
spectrom system. This “thing® however, carries no sign of voice
intelligence. )}

- Your cosments/cbservations most welcome.

-
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The Czech Stations — continued from ENIGMA 8 by M.G.

First of all, Mil, which is referred to in the previous
article has now been deleted. it originated in the confusion
of stray unaccounted-for Mls, and our understanding of Ml's
varied patterns and disguises has now much improved. MLl is
not part of the Czech network. Also, due to inconsistent use
of our designation numbers, S11 (2nd para. page 34) should
read 517, ocur familiar daily ‘gontrol”’ station. Si1
(“presta®) has no Czech connections. Apologies for this.

Having cleared all that up, we can now look at the gLX family.
OLX as we know it today was in operation by March 1992, and
could well have begun on lst January. This came after a major

_reorganisation of this network and its role. its
predecessors, MOA/SLS, ended at around December 1990 possibly
at the same time as S10. It shared several similarities to

OLX but also had many differences. Like OLX it operated in
both morse and veoice and used & regular set of 3fig IDs. Its
main differences were its more complex scheduling and the use
of null message formats, which were much ‘more frequent than
actual messages. The present OLX is opaque as regards null
messages - we don’t know which of its messages are valid and
which are dummiss, making trafiic analysis impossible. - Group
. counts also tend to be generally longer on M&/516. el

M&A & 5195 used no callsign, nf{icialfbrjbtherwise; it merely
began with a string of rapid dots (ICW for MeA, MCW Tor S135)
as a tuning signal, sent tor & minutes prior ' to “the
‘broadcast®, which started, unlike OLX, at any Swmin interval
of the hour. The 3fig ID, sent for the next Smin was selected
from a fixed number of IDs, as with M&/5i&, however, a number
of arbitrary null message IDs were  also used which always
. included a zero. These gave the listener warning that no
message would follow - actually transmission cut off -abruptly
at the end of the call. They could also possibly have carried
operational instructions withiﬁ their make—-up. - In effect, all
these IDs acted as both Schedule numbers and msg/No-nsg
indicators. An expected  schedule number was replaced by a
null message ID whenever necessary. Simon Mason was incorrect
when he stated in his book, ‘Secret Signals’, that the
", ..recipient would have to endure....five minutes of brain-
numbing "dva tri osm’, ad nauseum, only to be rewarded by a
sudden departure!”. Incidentally, the example given, 238,
would have resulted in a message anyway, as it doesn’ t contain
a zero! ; i

Format followed present lines from then on, i.e. GC (once) -
message of single 9f groups, "opakuji!" (Czech for "I repeat”,
not “"Papaqui” as quoted by LP - there is no such word and no
letter ‘G° in Czech) . then a repeat of 6C :and msg, »-ending with
‘wganec” (pronounced quite conventionally ~in Czech'as *konets’
in English phonetics and never written "Conet" - & la. ..
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Pierce!}). Another very similar station, 85, the one referrad
to by LP; used the OLX call of today, used null message IDs,
and sent the GC fwice before each message. fis no dates are
given, it’'s not clear where this one fits in. LP implies that
55 ended in 1989, and in his example gives it as using a non~
repeated GC. It is all very confusing® Due to Morsephobia
prevalent among amateur numbers monitors at that time, M&6AR has
been sadly neglected, and little information exists; however,
it is likely that morse constituted about half of this
network’ s transmissions, as is the case today. Then, it could
well have used different fregqs than its voice counterpart -
7813kHz being one of its regulars. its format was very
similar to today’'s M&, the BLX tuning signal being replaced by
rapid dots, however. Itz call consisted of the ID sent six

times —~ as today - followed by = 011 or 012 and perhaps a few
other variations on this theme, all this sent for Smins. The
meaning of this auxilliary 3fig group is uncertain. One

theory reported was that it referred to number of MESSAgeSs ,
011 meaning ane msg to follow, O12 two msgs etc. If this ig
correct, it seems a long-winded way of doing it. Whatever its
purpose, it persists today but only, it would seem, in the 011
form, clearly serving no purpose, a mere relict of times when
it did. There are many similar cases of inertia in the
numbers station sphers where parts of a system have outlived
theilr purpose yet persist. Why? & ldack of will to remove
them or admit that they are redundant, or maybe even a
nostalgic affection for a stations past glories. The fact
that the voice arm of this network has never.included  this

extra group is another anomaly; it may suggest that the marse . .

and voice arms had different origins and maybe diffeérent roles
-alsa. e Sl :

Scheduling and freguency use-areiiheﬂmdst,éignificanﬁ cﬁanges

which took place between the earlier and present forms of this .

network., Almost all S15 freqs reported were below 7MHz and
were not used in parallel. They were: 3238 3380 3458 3445
4063 4104 (or 401i4) 4160 4560 &790 5270 S770 5775 6780 Bisy
10180. This implies Europe-only coverage. Only one of these,
5775 was used by M6/51é6 later than Jan 93. Although LP claims
that it used many of these earlier freqs, he .also includes six
new fregs which were certainly solely in use by 1993.- -1t is
more likely that, from its inception, S16 adopted a whoie new
set of freqs along with its upigue legitimate status. It is
the only numbers station that carries an official ITU-
registered callsign (excluding the dubious 4XZ, and DEA47
which was forced by embarrassment intc doing so) - OLY -
formerly allocated to Ceteka News Agency. It is the only such
statian which has the courtesy to reply to reception reports
from listeners, and even has its own B5L card. (see cover of
ENIGMA &) On this card it lists its winter and summer freqs
relevant at that time: 3239 3280 3333 4601 4757 5301 6280 &758
6863 6938 7377 8142 9353 10125 10307 11002 114816 11585 14977
15897 16046 1B3IO3 20863 227910. _
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This list implies worldwide coverage. 8f these §lé& has
actually wused: 3280 4&01 5301 (5775 -~ not listed) &280 &758
8142 11002 11416 14977 & 18303, at least since early 1993,
{(Two further freqs have been used since this list was
compiled: 9320 & 122735). The omission of 5773 is significant
for it is the only frequency which links it to the
unregistered, and therefore internationally illegal rapid dots
stations. In their uwunprecendented decision to legitimise a
numbers station a whole new set of freqs (three to be used in
parallel at any one time) was chasen as part of its new image
and new post-Cold War role. The use of 5775 could have been a
minar oversight and was quite short-lived.

M&/Si6 scheduling is far simpler than its predecessors. Forty
schedule numbers are used as IDs -~ 18 voice, 22 morse. These
are allocated to 161 hourly time slots throughout the week
{omitting 2300 - for transmitter maintenance?) Each number is
used either three or four tises a week and has its own regular
time slots. All transmissions carry a message (BC 40-150) and
rarely two, and there is no way for the uninitiated of teiiing
which are valid. It is the busiest and most consistent of
numbers stations.

' Further notes on OLX, and the remaining Czech stations S17 and
" the elusive Czech Man (818,819) will be covered in a later
xssua. 2 ' 3
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Hany fnan&a to Qndreag fur hxs exhelient material, wmuch of
which we hope to include in a proposed definitive book on
numbers stations, of which none exist at present. ENIGMA
Newsletter is prlmarily for reporting news and changes in the
Numbers scene —~ 'a book would complement the NL by providing

the increasing quantity of reference material needed to make
full use of the news we provide. 1t would be invaluable both
to newcomers and experienced monitors, as it would cover all
,aspe:ts af a very camplax little—known subject.

ltlI!t!*!!*t**tt##l!*#*lt‘t*#*tt#t#*l#l*ll**#l*t#l#l!tt*t#t*tt
P_NEEDED = .

Any information on the_fStay Behind Networks® ("Gladio" etc),
which (we are told) disbanded in the early 1990s, would be
much  appreciated. The 1last Allied Co-ordinating Committee
"meeting took place on 23/24.10.90 where its regrganisation was
discussed. The ACC was formerly known as the Clandestine
Planning Committee, and befare that as the Clandestine
 Committee  of the Western European Union. Details of their
radic communication networks and regular radio exercises is
especially welcome. This has a bearing on the activities of
certain numbers stations. ;

DZ-inf.rec’'d 777/4 0
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- Submitted by Simon Muwmon.

The following first appeared in the Washingtom Post and highlights the
career of the Awericen crypotsnalyst MNeredith Knox Gardner, B8Y this
year. -

Soviet spy chiefs thought they had devised an unbreakable code for
communicating with agemts in WWII. Ths system consisted of several
layers, each of which had to be systematically “stripped away” by
cryptanalyasts - ;

Cover names concealed identities and places. For example, Lt Gen.
Pavel Fitin, the head of foreign intelligence in Moscow, was code—
named VIETOR. Washington was known as CARTHAGE, Julius Rosenberg as
ARTERNA (later changed to LIBERAL) and President Roosevelt as CAPTAIN.
Soviet cipher clerks used a code book to tranzlate a message inte
numbers, expressed in 4F groups. Using this syztem, the group 0858
represented VIETOR, the group 1853 mignified 2 full gtop and so on.

In order to further disguise the codes, the Soviets added to them
numbers from previously distributed cipher pads. A code clerk in Kew
York took digits from the pad and added them to the code, without
carrying numbers forward. If the next digits were 0358, for exsmple,
VIKTOR (0956) would become 0205. Each word in the cable was assigned
its owm cipher, so even if the word VIETOR was repested in a telegrawm,
it wonld look different. : e it :

The code clexk in Moscow performed the same operation in reverse,
using an  identicsl cipher pad  as the  encoder. —Had -the Soviets
“consistently used sach pad only ‘once, | the ‘system “would have bsen
Awprognable. In 1842, however, . they -began duplicating - some of the
. Ppads, ‘probsbly "in order to accommodate .a large - increase in cable
traffie. This turned out €o be a * fatal flaw that made the Americen
ccde break possible. . .. . .. . T Gl e
-In the autusn “of 1843, an American ecryptana yst, ‘Richard Halcock,

found evidence of the use of duplicate key pads by searching through

the cable traffic for repetition of the same nusber. & cellsague,

Cecil Phillips, made statistical observations that -enabled the code
breakers to break into the cipher system used by Soviet intelligence. -

Hallcock, Phillips and their colleagues eventually discovered 35,000
pages of doplicates in traffic between MNoscow, Hew York, Washington,
San Francisco, London, Hontevideo and Canberra.: By  searching for
repetitive phrases, Americsn cryptanalysts were _gradually able to
"strip” away the cipher. e e e e
The key pads had been randomly distributed to Soviet intelligence,
.trade and diplomatic missions. So it was that'thejrepetitive;jtairly
predictable nature of the trade messages that helped the eryptanaylsts
~ break into the intelligence messages. = - R e W

Workers, mostly women reoruited direct from civilian 1life, tested
millions of different permntations with the help of IBY punch cards.
Once the additive key had been . stripped away, cryptolinguists like

Gardner were able to slgﬁ;y cpqpileva_nnssign @ ok .

Gardner broke the special suboode for individual Eaglish letters which
" .enabled him to read a list of scientists associated with the Manhatten .

project. The following year, he translated the _tirst‘rgfergncés”t¢"f?“

_ Julius and Ethel Rosenburg.
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Simon Mason Writes .........
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Hollo once mgsin and welcome to another column. The main feature this
time is a review of the “Shortwave Bavesdropper™ CD-ROH fros
Interproducts. This product is mainly of wuse to gemeral Utility
monitors and an excellent tool it is.

As with most CD-ROM dats bases, it has versatile sesarch capabilities.
You: can search for callsigns, search between two frequercies, smearch
for SELCALS, ship's names and callsigns and so om. Of course, the
searches can be restricted to certain criteria. For example, you can
select a country snd user to highlight certain nusber stations.

Select the U.K. ahd a series of different user types appear, one of
which is the H.0.D.. Start the sesrch and all the Piccolo 20 baad
stations on the data base are listed.

Select the U.5.4. together with the C.1.A. and a long list of the 3/2F
(Eb) stations appenr.

Alternatively, if vyou select Russia and all users in A.M. mode then a
lizt of BRussisn operators, male and female, in English, German,
Spanish snd Russian are produced.

Another impressive feature is where vou c2n sieply enter = data mode
and the most likely users are highlighted. Select Piccolo 20 baud and
the British Army, Air Force, Havy and Diplomatic services are showrn.

Some old callsigns are retaimed. For exsmple, if you type in DFC37,
the the CD-ROH comes up with the German Intelligence Service located
in Pullach® on 3370 kilz. HEP is listed solely as Switzerland, DEA47 as
being German Intelligence again and interestingly,. 8BY is recorded as
belonging to a long list of daily tasctical callsigns as used by
R.A.T.0.+

The whole CD~ROM contains sbout 114 MB of data and by far the majority
of this consists of sound files containing extracts of off-air
recordings. The data modes first : By selecting "Audio guide to dats
modes”, you can listen to guite a number of various sounds including;

RTTY, ARQ, FAX, FEC, Coquelet 8, Crowd 30, Piccolo idie and Piccolo
traffic. There are even 3 types of voice scrambling methods included.

Of course, the most interesting part for number station fans are the
recordings of Spy transmissions included, and, while these are a
welcome addition, I felt a littlie disappointed that there were only
20. I realise the the CD-RON is primarily a data base of utility
Frequericies and that anything else is a bonus, however, as stated
previously, the CD-ROM contains 114 KB of data snd a CD-ROM can hold
well over GO0OMB, so there is ample room for many more recordings.

Indeed I have recently transferred recordings of my own which contain
nearly 80 different stations, on to my hard drive. These take up about
.70 B of space, so I feel there was plenty of scope to add more than
the 20 stations on offer.

(*Transmltters not there. This is their H.Q. - Eds)
{(+a clear piece of disinformation ! It's not a tactical callsign -Bds)
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That mmid, there mre one or twe intereosting stations on the CD-RON.
Here is & list of those included:

1) E5 YL/EE Counting Statiom 2) E3 Lincolnshire Poacher, tune and
traffic

3) E10 Alpha Phonetic traffic & CIOZ Call-up

4 S2 Bugle Call-up $» S2% Russian Lady

8) S8 Russian Han (0000 7) B6 English Han 00000
8} G116 2 Letter station using pre-1988 real YL voice

%} G16 Same as 8, but with different YL voice

10) G16 With rare “Lima Romeo” call sign

11) G13 5 Dashes station 12} 810 Czech Lady with % tones &
traffice

13) V1 Skylark tune and OM with Romanian traffic

Finally, there are three very interesting recordings. Firstly, the
54 ""Edna Sednitzer”" station, which is quite a rare recording.

Then a portion of a broadcast by the 523 OM which uses the “Leopold,
Ulrich, Ludwig"” class of phonetiec letters and finally an un-classified
recerding of a YL/EE who says 2 as tooo, a2 voice T have heard before,
but can’t guite place !

A1l in all then a very worthwhile CD-ROM data base to have, although
it would have been better to have Ffilled it up to mearer the 600 MB
mark with lots of extra recording.

The "Shortwave Eavesdropper”™ CD-ROM cost £25.00, including U.K. post
or airmail worldwide. Details from Interproducts, 8 Abbot Street.
Perth, PHZ OBE, Scotland. ENIGHA has no connection with Interproducts.
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Hext some news that the editor of the "Communications Confidential™
column in the U.5. mageazine, “Popular Coamunications”, Don Schimmel
has ended his long tenure, for reaszons he explaines here:

The January 1987 column will be my final column for Popular
Communications magazine. I want to thank you for all of your past
contributions of photographs, QSLs, loggings, information, etc., for
use in the column. Your support was greatly appreciated.

Many CQ Communications, Inec., writers are owed significant sums of
noney for submitted coliumns and/or articles and delays in payment have
been up to 6 months or more. Some of the C@ Communications, Inc.,
publications have been discontinued. :




Pour other colomn editors have =slsoc stopped writing for Popular
Communications due to the late payment policy. With the monthly
average for Popular Communications subscriptions going from 31.745 to
23,081 (1990-199%), a decresse of over 20%Z, it just seemed that the
situation would mot improve any time soon.

The one bright spot has been the pleasure I have had working with you.
Perhaps SWL paths will cross sgain in the near future. I do plan to
attend the Kulpsville, PA, SWL Festival 13-15 Harch 1997 and hope to
see some of you there.

I would like to thank Don for all his help during the last 10 years.
All that time ago there were virtually no places where Number Station
issues could be aired in an Intermstional forum and Don’'s column was u
kind of meeting place for all monitors interested in the mystery.

Over the years, many monitors have come and gone but I would like to
give a name check to all of the contributors I came to know through
Don s colusmn. They are Tom in Kansas, Reino in Joenswou Finland, David
in South Korea, Akin in London, Tom Hazanec, Richard Bmker, Kevin
Tubbs, Ary in The Netherlands, Gary Hamlin, Tom EKneital, Dave White
and the late Havana Hoon.

Now onto some of my moniteorimg and station news, first the 2 Letter
stations. There seems to be only two stations now still im operatiom.
Golf Kilo in German (GiB) and Mike Delta in English (EiG).

¥hisky Lima was last noted in Janvary on SUN at 04.00 om 5770, more
regular daytime transmissions have not however been heard since July
1896.

Here is 2 current (incomplete) schedule of the resazining 2 Letter
stations.

- GoIf Kilo “HON TUE WED THU FRI SAT SUN
AUGUST 21.30  21.30 21.30  21.30 21.30
8063 8063 7858 8173 7404
SEPTEMBER 19.00 20.30 19.00
9040 6853 8040
OCTOBER  20.00 21.00 20.30
6853 5770 5732
NOVEMBER  22.30 22.00 22.30 20.30
* 4821 5182 4543 4880
DECEMBER 22.30 01.30  21.00 20.00 21.30 20.30
4543 4543 4594 4594 4594 4868
22.00 22.30 01.30 22.30
5284 4821 4594 3228
JANUARY  20.08 21.00
5015 4821

Alpha Uniform in English has also been mnoted on 4888//4821
“gecasionally and is still active.
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Hike Deltm currently heard st 029.00 on either 12314 or 13775 nnd an
14.00 on 16414. Seems to be prlmarlly Tuesday and Saturday. 1 i

Before leaving the subject of the 2 Letter stationg, I nofed in
Popular Communications that = monitor in Hew York had semnt in a
logging of & German language 2 Letter statiom called "FHovember Quebec”
sending S5F groups at 1Z.00 on  a previously unknown freguency, namely
15880 kHz. I have listened on this freguency on & near daily basis
since reading the report but have not heard the station - perhaps this
iz one of those strange accasions when known Buropean stations are

gent from sites in the continental U.S8.A. and therefore st certain
times of the day are difficult to hear in Europe.

How a look at some recent loggings, including &8 rare mistake from
Swedish Rhapsody (GZ2).

First some unusual (E10) Alpha Phonetic strings noted recently.

4665 03.45 - 22.45 SYN-R 161800 Answers on a posteard
ABES 22.4% - B3.45 SYN 7Z9180500 plezse !

4665 22.45 - 01.45 SYH 8180500

8745 06,45 - 06.50 SYR-L 644P18 Please also see our

6745 18.45 - 18.50 SYR-P 406F554 feature on these message
6745 17.45 - 17.50 SYN-FF 36 B504T26 strings in this issue.
6745 21.45 - 21.50 SYR-L 381D504

Station CI02 was also heard using the unusual freguency of B660 kHz
for a while, but now seems to have settled on a new freguency of 5530
kHz, which is alsc used by the “"Nancy Adam Susan” (E15) station at
20.00,. Iuckily CIO transmits between 45-50 minutes after the hour, but
it will be interesting to hear those TrTare occasions when CIO sends =
pessage or string. ‘
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On 1 November at 19.20 a YL/GG (G7) was sending 764,764,764,1 then
6226/'78 6226/78 and into 5F groups. Only trouble was...It was almost
obliterated by “"The Buzzer” on 4625 kHz.
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A broadcast by the Swedish Rhapsody station was due on 27 November at
22.00 on 5340 kHz judging by the series of tone being sent 5 minuntes
before the hour. However at 22.00 the tones stopped and were followed
by a German YL who said “Achtung” once at 22.01. At 22.03 the usual
“Swedish Rhapsody” tune was sent for § minutes, followed at 22.08 by
the usual YL with 3 headings and eventually into 5F groups.

To close, I heard and taped on Christmas Day at 20.45 an Alpha-
Phonetic station YL (E10) repeating for 5 minutes on 6598 kHz ! To go
with the uvnusual frequency, the YL wras repeat1ng “"November Delta Papa
- Vietor™ NDP-V. I have not heard anything since on this frequency.
RDP is one of those cccasional (E10) callsigns. *

That ‘s about all for now, until next time.

* $600/6598 has actually been guite active - see page 5
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