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& INTRODUCTION

ENIGMA is the journal of the Baropean Numbers Information Gathering snd Monitorise Association.

ENIGMA is a non-profit making association of listeners who moritor and gather information on
“Number Stations® and otber reiated radio transmissions. BNIGMA, aims fo bring iogether Hsieners
and enthusiasts and provide quality information on subjects not nommally available from main-stream
publications. In addition to omr dedicated privete resdership ENIGMA is also parchased by
Government agencics and overseas Embassies and Secnrity Services.

We aim to bring you the most accurate information available. The newsletter covers the preceding 3/4
months monitoring so is always "up to daie” when published, but due to the nature of the subject,
schedules, operating patteras and habits are subject to change w:dmu& notice!

@c@mmﬁwgam

We appreciate all contributions to the newsletter, especially from Europe, the Middle East, Far Bast &
CI8, bui ali are welcome (inciuding anonymous information). We regret ihat owing to the smoust of
information received we are not zlways able to provide a personal reply but, rest asewred, we read,
collate and index afl information for present and future use. What may seem insignificant wday way
prove invaleable at a Jater date. Questions are mainly answered via cur "Letters to ENIGMA" pages in
the Newsletter. ENIGMA is also a discossion forum and we welcome comuments about the newslelter,
and "Numbers" monitoring in genersl.

SHOW YOU CAN HEIP ENIGMA

In sddition to your logs and letters we also collect ‘onttings” and information abowt esplosage for use
in features. We need more Morse monitors and also readers who would be interested in concenirating
on pamcula! statmns, eithe: vmce or Mom: m order to ieam mom zwout thcir "ifaabiis‘ ‘We are

us know what you heard and 1f you are mtereswd in writing a featn:e please c:mtact oar ofﬁce

@s IONS
Four copies of ENIGMA are available for; GBP 700 UK Postage Psid
GHP 1000 Rest of World, Air-Mail

Paymenis may be made by Sterling cash, or Eurocheques {in Sterling please), UK cheques oF Postal
Oxders. Payable to "ENIGMA”. If paying in foreige currency plesse pay equivalent of £12.50 sterling.
We are unable to process Credit/Debit card payments.

&BACK ISSUES & BOOKLET
Back copies of issnes 11 to 17 inclusive are still available, while stocks last, at the following prices,
inclusive of postage. Please allow up to 28 days for delivery.
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EDITORIAL by H F Adeock
1t is with regret that [ have to inform you that Chris M., founder of ENIGMA, has decided to yetire
parily due to other commitments. However, after discussing things with him, he’ll continue to deal
with subscriptions and distribution, and will still take an interest in MNumbers Stations. I much
appreciate the work he bas done over the years.

There are other factors which led to his decision which telate to ENIGMA iiseif, and briefly these

are:-

1. Fewer coniributions being received.

2. Lack of response fo questions and requesis for help.

3. Virtually no feedback from "Attention! 1,2,3"

4, More people moving to the Internet and away from SW in general. For some, the Internet has

replaced monitoring.

5. Internet material being largely confined merely to logs from English-speaking countries {especially

USA), many of them inadequate, and very litfle in the way of commeni, observation or serious
iscussion. | agtee with all these points, but rather than dishand ENIGMA, I feel that the need for our

service is all the more important - just because the geaeral quality of information foand elsewhere is so

very poor and oficn trivislised and scnsationalived (fike the iabloid press, and disturbing trends on TV

and radio programming). Auother consideration is the encouraging resulis we receive from our

questionnaires, which clearly show that the service we provide is needed and appreciated by owr

subscribers.

the readers. (A further questionnaire is planned with this in mind

ENIGMA will continue, but nndoubtediy in a new form, Which 1o & certain extent will depend on yon,
: .!)\,~ o
various foture options.

First of a¥, we need to discuss the

As far 38 § am concemed, ENIGMA needs to remein the “defipitive’, accurate and serious forem for
the study of socalled numbers stations and related matters. Nothing existing at present remotely
approaches this ctandard. This is why a group like ENIGMA iz still peeded, now more than ever.
Until a serious rival appeass, we cansot really affond 1o a3k of disbanding.

Although the majority of our subscribers monitor Short Wave as a hobby, and dare I say it, may read
the Newsletter as a form of entertainment, there ate others whose mofives are quiie different. ¥ is
mainly, for this minority that 1 am involved. Any serions historical study of the intelligences sexvices,
espionage =ad HF radio communications needs to include the areas we cover. Small countries
(especially exSoviet republics) benefit from onr information, as their monitoring resources are fargely
still inssfficiently developed. Othey segular readers (but mever comfributing!) work for cerigin
departments of the British & American intelligence services. No doubt, they scan our pages Tocking
for anything "sensitive”, and pick up on anything theirinsatiable SIGINT appetite misses out on.

Therefore our information may be used in many difierent ways, of which mere entertainment is the
least imporiant. ShoriWave listemers wie have a genrine interest in the subject will naturally help us
by providing information, whether logs, reminisoences, comments, obscure news cuttings etc.

. However, our appeals for help are largely ignored. Incoming intelligence is becoming very sparse of

inferior - apart from that sent in by a few of our regular serious contribuiors.  Over the years
ENIGMA has evolved from & very amatevrish uninformed group of SWLs to someihing far greater,
and this is due very much to our contributors and the work we have put into it. It is my view thai we
are clearly aiming our Newsletter at the "wrong” groups of people - as so few socalled SWLs bother to
contribute. There must be many out there who have never even heard of us, yet would be of far
greater value, in that they would be in a position to supply us with higher grade material. We'd
particularly like to hear from more of those who had been involved in "Eastern Bloc! activities during
the Cold War, Not only ex-intelligence officers, but cryptographers, SIGINT personnel and humble
radio amateurs and technicians,

The Cold War is over, yet details of HF agent-running systems are siill very sparse - especially ir
Wesiern Europe. ' What covert orgapisations were behind the destabilisation of the Eastern Bloc?
Which of these were behind the Five Dashes stations, and who were the recipienis? Who was behind



the Saxaphone Jazz station? What was the Tyrolesn Music station really up to? What was' Radio
Northsea International’s true purpose? What is the mystery of Swedish Rh . These are just &
few of the important historical guestions that need answeriog. There must be people out there who
would be prepared to give the answers.

‘When we come 1o preseni-day sctivity, there is still snch 2 Jot we don't know, not least the locations
and toles of some of the major sistions. Ouly peoplk willing to spend time on serious research can
hope to et anywhere pear the answers. These are the people we really need, so all future Newsletiers
will primarily be written with this in mind. We'll continue to provide accurate details of recent Station
News as always, but serving SWLs won't be our main puspose. We'll aleo be be covering crypyograpiy
in greater depth. We also need to view things from a long-term, wider perspective.

The Matter of the Infexpet

The Imternet has imsidiously crept uwp om ENIGMA over the past few years, and several of our
members have compared our Newsletter with Internet gites. Users of the Imfernet tend too readily to
assumme that &l people have access 0 it worldwide. In reality, the Imternet is very muck a US
phenomenon, ang even today the vast majosity of its users are Americans. Bven in Briinin most
people do not heve Inlersst 500ass, and in Bastern Hurone there sre far fewes still. Iwould be guite
wrong for ENIGMA to merely be addressing Internet users. American bias is evideni in fhe bulk of
internei maierial, and i most cbvious in its wee of American English and dating form. This biag is
also evident when we look at the jogs reporied by Numbers and Oddities. We receive pages and pages
of printouts listing stations logged in USA, very hittle of which covers the much busier activity of
European stations, which is our main field (and even represented by the frst initiai of ENIGMAL)
This presenis a grossiy disproportionate pisture of activity aud traffic. This doesn’t mean that some of
this US material isn't useful; it is. However, 90% of logs, in general, are of abeclutely no use o 5s, 88

=l

they teli us pothing pew, yet we still geed fo read through these enormous piles of paper jugt in case.

The Intemet has exncerbated this trend. By its very nafwre, it is anarchic (yet its techicai orgaiisation
is the opposite - see later); it's & system which naturally finds iiseif reducing fo the owsst standards, It
is ephemersl and largely used for eptertainment {around 70% of Internct use i 8 ated), and so [
cannot ever consider it, on the whole, a very serious medinm, It appesis to a predominantly male
clientele, most of whom are attracted more to its speed & technological aspects ihau the guality of 3
content. It's also a magnet for cranks of aii kinds from right-wing racists asd anti-Castro fanatics to
New Age conspiracy theorists and sexual predators. Natwrally, Numbers Station websites have also
attracted their fair share of cianky theomists. The very subject of "Spying” attracts those who find it
entertaining, and who wish {o be party 10 soine neecret” unknowsn to the majority (this is why Spy
shrillers and Siims aze so popuiar}. But ENIGMA' aim should not be 1o entertain.

One reader wondered why we couldn't produce our Newsletters mote ofien like "Numbers &
Oddities”. There are several reasons: Our alms are quite different and bave a long-term basis - so
there would be JYitle point. [t's physically much more difficult - getting Mewsletters written, edited,
printed and posted. Ethical giounds - see later.

Why make logs?

There is no point in the indiscriminate endless Jisting of logs. It serves no purpose whatsoever, other
than that of lsting for listing’s sske. It's comparable to the hobby of obsessive train-spotting, and
mercly serves the psychological needs of ihe "listee” who becomes a slave to his (nearly always a he)
own creatiop, and the devotees who read them. Listing logs, without analysing them must surely be
one of the dullest forms of collecting imaginable! Analysis is allimportant, and with a few noiable
exceptions, far too little of this cccars on the Internet. Onoce a station’s habits have been thoroughly
analysed, the need for keeping logs no longer exists. We merely need 10 cnsure by moumitoring that the
station is conforming to its habits. Ouly when these habits change does log-keeping again become
important - which may only apply to one schedule. There is tittle point is naming contributors of logs,
which can encourage competition for thegreatest quantity, rather than few logs of high guality whick
would be far more useful. As certain of our contributors wish fo remain anonymous, it is better to
cmiit names entirely - anless you specifically want your name mentioned. You all "know who you are”
and we are very grateful for your contributions.

Ofien logs need to be far more deiaited than given on the Intemnet. Sometimes a potentially
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interesting log has so litte detail that it becomes useless, The N & O "one-line” systen of listing has a

" major drawback in thet this is often quite insufficient space for logging statiops which require the

recording of more significant elements thap u mere single line allows. Many trangmissions fall into this
category. All IDs (ANs, SNs etc) and DKs etc. should always be recorded, amd somctimes entire
messages. Without sach details, the Togs congerned are of little use, as fregs and times often change at
a high rate. SN’s often enable us ©o track such schedules, and amnakysc their gaffic levels. Ouwr notes
on log-keeping should be followed by all who comsider the subject seriously, and we have dlearly
explained the reasons for this previously.

ide of Interpet
As 1 said earlier, the Intemmet is dominated by US interests; these interesis extend far beyond those of
the upsers, apd are mainly commercial. The origins of the lntemet can be traced back to the US
military-sponsored Arpanet (Defence Advanced Research Project Agency) developed in the 1970s,
which linked up rescarchers at universities in USA and Britain. Research data and chatl passed
through this system was intercepied from the outset by the NSA. We all know that the NSA still
intercept emcaypted Internet & e-mail data on a worldwide basis. (Menwith Hill, its biggest intercepd
site on earth 't far from ENIGMA HOQ} Moat of this i of an economic nature, and is wsed fo
ensure that US economic interests receive the greaiest advantages possible - by means which have Hitle
or 5o Tegand for sthical copsiderations. 1t is no accident that official 11§ sources speak glivly of "US
“global’ domination”, that the USAF speak of the US “Warfighters’ Mission to Dominate Space® or
that their obscssion with Free Trade is motivated solely by self-interest, where as usual, the developing
countries suffer. The Intemnet provides yet ano her medium for the aggressive channelling of US
influence throughont the worid. Bilics play no part in this oleession for world (or as they say,
rslobal"t) dominance.
You've probably all heard of the IC (made by the US Motorola compasy & marked “NSA) and uesd
by Microsoft {US compeny) i their computers o resirict their encryption capability so that the NSA
have easy access to data through their worldwide “Echelon’ system. But have you ever wondered what
the Tnternet address popular suffizes (such 2s .com, edn, org, co, net, gov, eie.) aciually mean? {iUs
significant that the only addresses without country indicators are these in the USA iseld). These are all
issued by the US company, National Solutions Inc. of Herndon, Virginia, (Conveniently situaied neat a
well-kpown intelligence HQ!) who have a governmenigranted monopoly to issue “domain Hames".
ALL e-mail & Internet traffic using these addresses is steered ihrough their Virginia HO, wherever dis
uliimate destination may be.
The Net, althongh physically decentralised, is actually hiersrchically orgenised. Amyoue in the world
wanting an Internet address using these suffizes must register with ihe Internet Hetwork Information
Center (sic) of InterNIC, 2 US govermmeni-Creaicd contral regisiry, In 1993, NSI took over IS
administration. This system allows users o substitute user-friendly addiesses for the Internet Profocol
addresses (number strings). By controlling the keys w prime Intemset data, NSE has a2 monopoly on an
enormously Incrative business. They do aot publish their finascial details but their profits will without
doubt be obscenely high.

However, there’s more to NSI than this. In 1995 it had been bought by Science Applications
Internationsl Corp., a company employing 20,000 in 450 offices worldwide, which is imextricably linked
with the US Defence Dept. and US intelligence. Its present directors include ex-NSA chief Bobby
Inman, ex-Defence Secretary, Melvin Laird, ex-head of research for the Pentagon, Donald Hicks. Past
directors have included ex-CIA director, Robert Gates, William Pery (Defence Secretary) & CIA
director, Jobn Dentch. 83% of SAICs revenuc (82 billion annually) comes from US government
contracts - defence, intelligence and law enforcement agencies. [Source - "Covert Action Quarterly"]

WithsuchadubimupedigxeeiiisinevitablethatﬂmNSA&ClAwillbcusingSAICasan
intelligence gathering and controlling asset. Passing ENIGMA material, some of which may be
sensiﬁve,averthe]ntemetcanbemwise,tdsay&eleast Haviﬂganaiveﬁﬁthinischnoiégy‘mifs
own sake is dangerous. Personally I won't let it seduce me, and use the Internef as little as possible,
and the reasons are obvious. An ENIGMA member in Wales handles Internet material for us, and
this is where ENIGMA’s Internet address is located - it includes ".co". INTERNET USERS BEWARE!
- for it's a double-edged sword, Interception of mail will always be difficult, inefficient and labour
intensive; interception of e-miail is easy, efficient, ronfine and automated.
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A reply to a letter from John Groats of Caithness

We received this inferesting leticr in October from an ex-Army SIGINT monitor. Thirty-five years ago
he vsed to momitor a station colloguially known as "Magdeburg Amnic® who read out pumbers from a
transmitfing site near Magdeburg. This station was sending messages to Stasi agents in W Germuny,
and soonds as if it mest have been G8. John saye, "1 find it sirange that according to the aims of
ENIGMA no one has realised that inteligence services operate numbers stations and have doue so for
many years... [Of course we realise this, and have done so for many years!]... Even if you track down 2
tramsmit site, the public will give ar apathetic yawn and say “So what?” [Quite tree, the public fend to
be apathetic about most things serious!] ... and the imtelligence service of the country comeerned is
going to deny the existence of the station. [Maybe, but they'd certainly Jook fools in the process!]
which defeats your object. [How? Our object is merely to expose the existence of numbers stations,
and notangle as much as we can about them as a conteibution to the history of the Cold War and HF
communications systems in general].

*...You wouid be betier off making ENIGMA more of a numberschasing hobby. {We alveady do thie in
a big wayfl. The term “Intermational Conspiracy’ is a somewhat dated term. Wmt masplm’? fDatgd
or mot, it is & conspuacy severtheless, mmpiy because the intelligence services - an :

- have sought to hide these basic verifiable facts from the people of the ouumnes thml “serve.
International - because the ITU is parly to the conspiracy, and the imtelligence services themselves
have co-operated with ope smother in this area. The sheer hypocrisy inherent i all this shows itself
blatantly when the UK government treats low power Q830 & broadcast pirates, for example, as if they

ve all 2 grave threst to “emergency commmunications’ (they always use that ome. whaisver the
circumstances). Yet they are happy to use mapy kilowsits of power wherever they like ©or covert and
military purposes. Many numbers stadiose pay scamt regard fo ITU regulations - afier all why mm
Mi6's E3 sit in the middle of a broadeast band for years every day. (15682)] ..Every one does it, but
0o Intelligence Agency worth its salt is going to own up, are ti:ey?ﬁ [I’m sure they won’t, but all they’d
iose from doing so would be a litle of their mystigue - hardly 2 threat o “natioval seewrity’].

In my leites, 1 enquireti about Sheniey Cherch End and Stoke Hammond, two defunct Bucks. sites.
“Now ihat is daied. The siation at Sheniey was run by GCHQ fyes] andwasai‘)i’tra:mngstanon
Iyee]l.. You could 2l by the four Adcock aerials [presumably 2 four-serial Adcodk] and the hut in the
nnddieoftheﬁeld‘ [f aiso beiieve that there was a CDAA here as late 2= the 1980s, used in
conjunction with that of Poundon - dismantled 2 couple of years 2go. Low-power spy transmitters,
gecreted in the vm.:éiﬁg ﬁ:“;-:.;:ry'séi., by DWS were DFed in this wey, using thess sites and
neay-ramge mobile secefvers. I visited Stoke Hammond, 2 mech lager site, in the 1970z and it then
Igoked as if it had receatly been dismantied].

Iohn categorically denies that radic is used 2ny longer by the SIS (MI5), which as we all know, is far
from the truth. He is probably thinking of point-to-point HF comms, HF radio, in the form of
Lincolushire Poacher (E3) & Cherry Ripe (E3A) is still very much alive! So arc ibe imegular coveri
Morse tramsmissions made by Special Services. John made a most inferesting point when be stated
that after DWS (HMGOC) closed Creslow a couple of years ago, SIS looked into its romning costs, but
declined to take it over, "and so exited radio from the SIS.." If this is true, were SIS planming fo bring
the Poacher back home? [ womder. Mompomlsmsedbythmleﬁermﬂbemmdmthenextme
1 only wish we received more letters of such interest.

SE

LANIVET again - A reader has reported that this site near Bodmin, according to a sign, is still in the
hands of BT. Very strong HF signals break throngh on MW when passing the perimeter. What are
BT's HF sites being used for nowadays?
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STATION NEWS

Unfortonately, due to a decline in contributions and virtvally oo Jogs received since early December,
this section is not as up-to-date as it should be. ENIGMA really needs to reccive emailed logs
WEEKLY, in order to collate them at a steady rate. People semding us small numbers of logs need
only do this as and when they can, but preferably within two months of the earliest log. This also
belps when compiling news for our Short Wave Magazine column.

As usual there’s a lot to report thoagh. The listing of SNs where appropriate gives a rough idea of
activity, and helps monitors know which schedules may still be operating. Some of these schedules are
short-lived; others have been with us for years. Detuils of times, fregs efc. can be obtained om reguest.

As ENIGMA evolves, it may be more useful - if there is enough intevest - to isswe Station News more
regularly, say quarterly. If this is what you want, then we caw't do it without more help - all
contributions are much appreciated.

Before we hegin, ¥ felt that | must comument on jost how little is understond abont Buropean numbers
stations in the USA. In October’s "Monitoring Times' Hugh Stegman says, "The " Russian Man' [whick
omc?], “English Man' [again, whick one?], “Ceech Lady’ [agaip, which one?] and “German Lady’
[AGAIN, which one?] and ail the resi of the “Russian Family’ are indeed from Russia... [What a very
sweeping remark! Not all "German Ladies” come from Russia bv anv means (Hungary. Poland.
Awvstria), no "Czech Ladies® do so, and what doss he mezn by "all the rest"?}.. using an odd
compuiciised voice which can sowsd cither male or femele depending on conditions. [Whats he
referring to now? Presumably only Ei7y which uses a sampied deep female voice - as does Ei7z
Surely conditions affect ali voices equaily?|". As for the suggestion of a possivle Mexican site, surely
Cuba wousd be the most likely candidate. 1 could cite countless similar examvles. overwhelmingly
from US sources. and also from MT°s Utilitv Loseings, and from many articles dedicated to Numbers
Stations - from Havana Moon onwards (where his anti-Cuba stance was the only thing we could rely

on} - but it wonldn’t servs any ferther purnose,

All I can say is that as fong as the “experis" comtinne spouting such nonsense, there is need for
ENIGMA. At least we tiy not to avoid wild speculation, and are consisient with our naming system -
no longer referring to vague "Russian Men" etc. A good example of trivialisation can be found in a
article from the USA which Simon Mason has included in this jssue. ENIGMA must never begin io
follow such a path!

Family ja - Rassian

Mi4 & MI4A - 136, 137 (dst ever report from USA), 207, 239, 263(A), 325, 362 (normally Mi4A but
also noted on 16.9 2315 4040 sendimg mull). 403, 408. 517. 529. 560(A). 637 (USA)G52, 713, 835. Ra3
{USA), 871, 891, 953, 986. It’s good to hear reports of Russian Morse stations coming in from USA.

E6 - 103, 132, 137, 138, 147, 152, 178, 198, 239, 325, 327, 387, 396, 428, 471, 531, 549, 591, 601, 623,
705 {251 zrp on 6.9, and see S6), 713, 725, 728, 754, 805, 819, 928, 931, 967, 971, 989. On 24.11 an E6
{2-149/78) was reported using 9700 in the 31m BC band - a Rx or Tx error maybe?

E6C - On Thu 198 a never previously reporied dual message E6 appeared - SN 362 and consecutive
DKs: 591/93 & 591/98. See article on V23 in this issue.

El7y - 398 noted in USA with pagallels reported for first time (0200 2.9)- 10863//14540. Other trs
include:-

6855, 6867 (538), 9142 (IP 0750), 10450, 10899 (6.7 O115: 371), 11148 (Sep 0200), 13452 (Jul 0300:
621), 14540 (Sep 0100: 547), 14560 (Oct 0100: 849), 14880 (0100), 15692 (0140)

Ei7z - always 274: July 0615 10443, Aug 1255, 1435 & 1530 10240; Nov 2100 8140; the 1530 tr
appeared on 9.8 (188/30) and on same day at 1547 it was found again in progress on 8180. Repeats
ate not usual - this may have been a different message or even El7y, although as it was received in
Europe it's uniikely at thai time. Absence of detaiis (DK/GC) means we can never now be sure.



G6 - 328, 531, 564, 609 (New schedule 6.7 0400 10440, SN not reporied) 1st Mon/Tue 1900 & 2000,
Zud Sat/Sun 2020

G6A. - dual message special operation SN 362 at 1500:

Tue 17.8 9325: 558/82, 559/88

Wed 18.8 14975: 576/95, 57792

Thu 19.8 9325: 595495, 596/7

Fri 20.8 14975: 612/83  See asticle on V23 in this issue.

6 - 102, 122 (stromg in Japan), 1597, 265, 287, 415, 418, 453, 502, 59G, 592, 604, 724, 826, 971{only
heard once -with typical E17z-type techmical problems on 23.10 IP1958 6920: 543/60, eventually ended
2026). All days of week.

S6B in July on 8140 ending 2205 "11111 00800"

An odd variant appeared on 188 2000 10410: 592 592 592 99999

An unscheduled? S6 (SN missed) appeared on Mon 18.10 2000 9174 with DEJ/GC of 235/157. On next
day 2000 9168 an BG 705235/157 - almost certainly the same message. Ancther on 23.11 2115 8130
146-528/97, following an E6 on 22.11 2100 8125: 7528/97 (SN missed).

V6 - 453, 591 (ist Fri 2100 & 2200)

V6A - 362 See article on V23 in this issue.

V23 NEW_DESIGNATION - See article in this issue.

§25 - No reports, now assurned extinet.

Family ib - Russia

Repeats usnally sise in frequency in Enropean mornings and fall in the evenings.

M1Z - 082, i35#, 147, 169, 242, 257#, 258, 269, 275, 288 (279 gips oa 110, 331 17.19}, 302, 326, 351
(311 grp on 39%) 363, 416, 418, 419 (373 wrp 5.1} 446, 521, 541, 555 {yes! Fregrelated
14521-13521-12521), 557, 658%, 578, 691, 749, 750,791, 840 (GC 227 22.10), 886, 241 (GC 333 39,299
17.9, 301 24.9), 948, 957, 963#. * Special & linked, # Linked with *

E7 - 144, 172, 174, 319, 825, 845, 886

G7 - 267 (GC 279 29.11), 359, 418 (18min call omee!), 531, 703, 742 Since July all on Mon & Wed.

$7 - 048, 411, 415, 481, 826, 915. Only Mon, Tue & Sat over this period.

V7 - 074, 103, 130, 148, 159, 234, 403, 407, 609, 710
Mon 2000, Tae 0500, The 0600, Fri 2000

XPH - 158 (248 gips on 1.10), 314, 511 (89 grps on 1.10), 645, 648, 697 Tue & Tha 0600 & 2000
Tomes used (in Hz): 305, 321, 337, 355, 371, 387, 403, 436, 452, 468, 484, 499 & 502, 321 & 499 are
used to provide sync.tochangemodeﬁomlowtohighspeeddata. 305 is used as a break (=) within
bi-speed data. Many thanks for various contributions on this - an article is planned.

Family fc - see Buzz page

- USA
E5 has been sending several test transmissions over the period, e.g. 10 call but repeating 123 45 234
56 345 67 567 89 98 76 987 65... etc. Sometimes an aibityary call and GC (215) is included.
Regular tests over a few days appeared on 4575 at 2300 & again on 10616 at 0000. Considering who
runs this outfit, activity levels aren’t particularly high.

V5 - noted with four parallels on 20.9 0300: A640//5046//12300.5//14421 (709/220) All trs seem to be
0100, 0200 or 0300. Also 065, 375, 382, 407, 58D, 631, 916, 940 & 988 noied. Does anyone know if
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- these are SNs or not?

Since last summer GCs of over 215 have begun to reappear on both ES & V35, eg. 217, 220, 235
{highest)

Family 111
No unexpected changes. Usual high null message rate.

M3 - 010, G011, 013, 015, 017, 035, 038, 040, 041, 042, 043, 044, 121(special), 182, 211, 214, 216, 287,
503, 508, 552, 624, 743, 976, New freq 6210.

E1i - 183 (Tue & Thu 1300 99505/8033w), 187 (last Fri 1200 9130)

G11 - No reports but will almost certainly reappess.

S11A - 971 only at present (ist Wed 2i00)

Family VI - Germany

Mo reporis since July when WL was iogged. it iooks as if this once very active famiily has dwindled to
nothing. Even so, we should still be looking out for transmissions. All the regulars may have ended,

but the mysterions irregalar AU could well appear at any time. Any information on the present state
of the BND would be very welcome.

Family Vii

M17 - No changes reported - Wed 2000 3410-3910-4740 SN 70
(winier freqsy Thu 2130 3410-3910-4740 SN 66

E1l - No changes reporied.

ity IXa - Crech/Slovak]
M7 - No significant changes. Mew SN 678.
BARG - 071, 074/431, 127/801, 186/450, 249/071, 4197, 434, 473/919, 483/919, 5TY275%/049/735, 619/071,
633/801, 850, 853, 968/652, 968/417 *Z75 began aliernating with 532 agais in October - sent 144 groups
on 30.10. Note also the appearance of 671, 652 & 919 each in two different schedules. 249 semt 161
groups on 11.10 - unusually high.

A new schedule at 0140 (Sun 26.2) on 7745//? logged in USA, SNg pot reporied. Please always include
these when possible - this s the only way we can track schedules.

MI0E - 0700 1400 3655 2100 Note mew 0700 schedule.
MWF D D

Agpril 9950 13066 9128

May 10323 13415 9930

June 10747 13326 10722

July 10672 12962 10840

August 11388 13172 10157

Sept 9814 12781 8835

Oct 8044 10157 11567 8814/8835
Nov 7949 9932 11634 7996

SI0E - The usual MIOE at 1000 on 5019 continues every 28 days The-Tue along with its voice
equivalent still at 1300 on 10642. Cycles for year 2000 begin on Thu Jan 8, Feb 5, Mar 5, Apr 2, Ap
30, May 28, Jun 25, ete. All send four messages never repeated, typically 16-20 groups. :



“Fapily [XB" - Is OLX still alive? Logged on 162725 in Sepiember OLXE8 was calling OL7 and
OLX6% "QSX D MIN 6 QAP" "0QSX Q8V" then "TEST QSU E" several times, then off. 717§

Family [Xc - Crech/Slovakia

M39 - examoples: 15.8 0655 6620:
220-7/7/2/49201;
813-20341/85156/06207/82852;
494-54003/77478/91996/46514 end 0725;
start 0729: 847-81796/28284/59643/88059 end 0741;

15.9 1305 7966:
764-26014/23901/13721/20300;

1315: 198-47159/30739/01029/45434;

1330: 445-09711/54840/67113/13975

S17C - Sl daily 1750 R190//6045

Family X - Britain - this section follows later

E3 - No changes
E3A - Schedule now as follows (Mon to Fri only)y:

1100, 1200: 17499//23461
2200: 17459//24644

1300, 2300, 0000: 17499//22108
0100: 19884//21866

Family X

M4 & E23 - No changes to report.

Famjily XilI

Al start at 25sec affer nominal 5T. Why?

MZ9 - Several schedules still operating, daily & weekly.
Long-term information is being compiled for an article.

Busier thas G4 below.

G4 - Sur/Thu schedule freq. use from Jan 1999

JAN 3415+ NOTE: Repeats sent 100kHz lower.

FEB 3905+ :

MAR 4520+ 2005 & R2035 Summer

APR 5310+ 2105 & R2005 Winter

MAY 557G+

JUN 5720+

JUL 5680-

AUG 5730+

SEP 5320-

OCT# 5320=

NOV* 3910- # In Oct Thu fregs were different: 4640 &
DEC 3360- 4540.
JANOO 3440+

* Very strange fransmission: 26 GC - no double or triple groups, only two groups with same 1st two
figures, no groups with same last three figs, no figure 9 in whole message, groups commencing with 0.
Iz other words, a far more random scquemce than uvswal. December’s message had simiiar
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characieristics.

Hans-Friedrich (Germany) bas regularly sent in transcripis of eack of these G4 transmissions which
will be used in a future article.

E XLV - Russia

M1 - 025, 043, 103, 168, 197, 271, 298, 362, 362, 382, 463, 514 (91 GC 2.11 - very high), 708, 712, 729,
871, 931

The "A" network (025, 197 & 463) contimues as usual six times weekly, complete with HoM
trapsmissions (three per month). Simce our last comment on "A" Network GCs, they have now risen to
the usual 40 region, more typical of these schedules.

MID - 331 Al on 5730/1kHz
Wed 29.9 0700 R0800: 331-961/22
Thy 30.0 G600 331-53764, 331-53852, 30=51 msg
“Thu 30.9 9700 331-53270, vest ujt

For want of 2 better name we've called this oddity MID, bat veally it seems o "variant” of MIC
ME45 - Still twice weekly, no changes. 674, 525 (Nov 4025//3525), 555 (4855//4555)
S21 - 454 (No changes Tue & Thu 1842 4054//4454)

Family XV

M13 - 145 (new, MN 248), 228, 253, 254, 261, 284, 346, 365, 378, 38T(A), 411, 417, 427, 448, 458, 517,
521{A), 629, 714, 732, 753 (new, Nov MN 244 - along with 145 highest of them all; where have they
been all this time?), 823, 847(A), 880. Our very first report from USA on 7724 at 0300 - keep them
coming in, but please give Schedule & Message Numbers whenever passible.

E18 - SN 307 onlv. In July - message serial number was still only 141, compared to G22's 199 in same
month., Iz June reported on 1st Sat & Sum, yet in Aug Znd Wed & Thu 2100 8025 & 2200 7840. By
Oct (same days) 2100 6545 & 2200 not kmown.

G722 - SN 886 - 2100 & 2700: 6683 (July), 4589 (Oct MN 202). Unfike M13, freqs. dow’t chamge
monthly, but less often, perhaps only for Winter/Summer. Messages tend to be shorier than Bi8's.

S$4 - "Edna Sedmitzer’ REACTIVATED after a long absence! In MNovember on 3373 LSB, Znd (&
4th?) Tuesday at 2258 (ST 22307). Repeat ir likely to be at same time, different day. SN 342,
message (serial) number for Nov 190, GC 138 (high - ike Ei8)

M8 - More active than V2. Repeats are usually sent an hour later, as well as sending again on at
lcast two other paired time-slots. Each time the last figure of the message’s 5fig header is changed -
1.2,3. The third header group has occasionally been reporied as having four fignres, but more logs are
peeded before we can see any possible patterns.

V2/V2A - Most activity beard in Europe 0100-1100. V2A (fixed GCs of 150/150/150) is much more
common than V2 nowadays. We hope to write a summary of this very active family.

Family XIX - France
M16 {8BY) - No changes to this very busy station,
M51 - To give an idea of the complexity of this station, its fregs noted 1999 incladed: 7837.5//7,

TN, 13815, T340//69765, 6984//5787 or 5336, 6981//6950, 6074.5//7, 688B.5/[?, GB3Y/5279,
5907//4552.5, 5904.5//5318, 5892//5838, SBT0//5226, 5740143, 5425017, 53T, 5320//3774, 5224//3757 or

i



3730, 5192.5//3745, 5189.5//3708, 45975//2, 4447//2548, 4039772567, 4025//3381 or 2563, 3800//7, 3824//7,
ETI1T, 229047 More will exist. Note the wide spacing variation.

Freqs Jogged 1998: 2553 2565 3710 3745 3822 3881 4018.5 4021 4024 4030 4035 4038 4060 4065 4622
4874 5221 5224 5245 5297.5 5329 53345 S407 4520 5425 5520 5746 5787 5791 5870 5898 5905 5922
6830 6888.5 6025 6940 6946 6954 G963 6974.5 6983 7390 TBO3 7830 7846 8043 8057 8180 9202 10564
10688 14878 184445

An atiempt at scheduling has been made, and it appears thatits operation isn’t as random as we omce
thought. On 27.10 active frequencies at this time were:
A-3682//5149, B-4495//5869, C6925//6963 UTC moming/afternoon
D-2550//3959, B-5319.5//6941, F-7317.5//7777 UTC evening/night
From this, an expected schedule for the rest of the week was predicted as.-
WED 27.10 THU 2810 FRi 29.10

0435 B A c

6530 A C B

1000 C B A

1500 E F D

1830 F D E

200 D E ¥

Unfortunately for us, all schedules change weekly!

No family allocated (0}

W23

G060 {1600 in Nov) 6990k Hy: 000040, 22227; 1640 7796 66666

7795k Hz: 002, 024, 062, O8O, 082, 224, 240, 242, 268, 406, 426, 482, 486, 606, 6Z4(ist grp (00D0), 656,
668, 660, 802, 528, 02, 568, 850, 882, 854. By MNovember this loag ruasing 7796 operstion hed sstfied
to twice daily at 2028 & 1558.

"Normal” scheduies (ail are nuii-message IDs; 579 may be ihe only odd-even fype around &l prescit):
130 (Oct 1930 on 16540 [highest known freq] - very strong in USA), 160, 310, 320, 532, 579 (has been
sending "nothing® for years now twice daily 0800 & 1400 9285//8307 - when will it ever send a message?
will it ever end?). Our very first report from USA, a second 320 schedule at 0300. New freqs noted:
16540, 11480, 10475, 10013, 7948, 5785. As M23 tends to be rather conservative over its freguency me,
iz it purely colncidence that iz published the freq lst in our Pooklet (part 1), all these new freqe
have come into use? The use of 16450 clearly indicates the worldwide interesis behind this operation.

One of its many variants (not heard for a few years) appeared on 27.8 1700-1820 (') 11480:
.. vevvev... = 100:100 = (5€ x100). Whole sequence repeated many times, which is not typical.

0 M26/34

Occasional erratic operation as usual.

M28 (HEP) - No reports since May. It looks as if HEP, run by the Swiss Cantonpolizei has ceased
operation after many years. traffic has never been heard, merely the ever-repeated channel markers.

A single transmitter operated a continuous four frequency cycle, each with its own callsign suffix:
HEFP3 3314, HEPS 5266.5, HEP7 6871 & HEPY on 9186kHz,

"M32"- four-character Collective Callsign stations

One example of very meny stations, usually Russian military, classed for convenience as M32: 18.8 at
1430 15872:-

KL7M KL7M QTC 210 38 18 1830 210 = ZUV 943 = 8847 1049 6592 6943 5856 7432 5807 7031 3719
5062 0853 2000 1808 3083 0637 3843 4135 0149 7095 4128 2758 G785 6843 1776 4490 9263 0006 0563
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2420 6335 0037 9711 8801 0503 1834 = 139 = KL7M KL7M QTC (repeat all except ZUV 943, Note:
35 groups, but 38 should include the two appointment codes, but here it’s still one out! A lopging
error maybe). Short zeroes.

On 309 apother 4-fig station was logged around 10.95MFHz at 0700: (c/s).. QTC (3f)...= 4f groups =
(GC GC) = 3f AR

ME2 NEW DESIGNATION - "BML." often reporied in Japan on 4700 (sometimes hand-sent). Formai
examples: VVV IVG JVG IVG DE BML BML QSAS QSAS QTC 039 [all x5] QTC NR 039 95 18
1024 2100 602 403 = (Sfig gips) ABV QTC NR 039 95 18 1024 2100 602 403 = (R) KK If these
callsigns are ITU registered then China is sending messages to Mongolia, however, it i believed to be
another N Korean operation. Note the long preamble.

0 M40 (formerly M53) - All schedules DAILY.

This N Korean intelligence station is a far bigger operation than we expected. Reports from Russia
and Japan are very numerous. Howeves, in Earope only the SNs 515 & 747 have yet been ever heard,
and are relatively easy to find in the evenings. These are the only ICW transmiscions; 2ll the others

use MCW. The following is an example of the extent of iis schedules {far from complete):-

SN Time Freq | Time Known SNs
000 0915 5580 | 0000 600
Q1 1530 4650 | 0700 515, 838

1
88 1600 4495 | 0815 550
260 1330 13850 | 0830 550, 747
428 0930 8100 D900 542, 838
428 173C 6508 i 0915 009

515 700 10242

|
i
_ | 0930 428, 515, 600
s+ 0930 9947/12161 | 1030 542,747
E
|

515 |
515* 1200 6848 1260 515
s15¢ 1330 4730 | 1230 542

515¢ 1700 12300
si5* 1800 8119 | 1330 260, 515, 516, 747
515+ 2130 8119 | 1400 613,989

sis* 2730 10994 | 1430 516, 550

516 1330 12540 | 1530 01,863

s16 1436 12420 | 1600 88, 747

516 2230 13254 | 1630 931

542 0900 8825 | 1700 515,747

542 1030 9300 | 1730 429,627

542 1230 18310 | 1800 515

s50 0815 S5 | 2000 747
550 0830 5160 | 2100 747
S50 1430 4100 | 2130 515
600 0000 12800 | 2200 747

600 0930 7600 | 2230 515,516
613 1400 5750

627 1730 36009200 0800 747
747 0800 8260 0630 466
747* 0830 8756/10620

747* 1030 8235

747+ 1330 8756

747* 1600 8231

747 1700 82315

747* 2000 8231/10621/6820

747 2100 8231/6820 *See also below.
T4T* 2200 8260

838 0700 9827
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833 0900 10108
863 130 7400
931 1630 13000
989 1400 4597
466 0630 2860

Other schedules:-
Nov-Feb  Mar/Apr Sep/Oct  May-Ang
113: 140071600 1430/1630

5150/74700 5590//6630 5810//8210
295: 1630 5210
432: 1400/1500 1430/1530

5535//4600

466: 1500/1600 1530/1630
4660//5650 5150//5810 5650//6870
515 (ICW): 1700 1730
12300//16100
777: 0630 (Toe-Thu) §110 8620
616: (4th, Sth, 20th & 21st of each month 2300 2330)
8110//8880
707 1630 AGTOI5AUKY
735: 1600 1630 S190//S900
747 (ICWy: 0500/1000/2000 0930/1030/2030

10620//12948

863: 140071500 1430/1530 SS35/17455
009: 1630 S670//6425
974: 1400/1500 1430/1530 5535/f6750

Freguencies change in March, May, September & Movember. Messages are rebrosdoast 30min later
except for those of 707 & 909. These two repiace one anciber with freq changes, as also do 565 &
974. The same messages are repeaied for iwo days at same fime & freq. At Jeast four iransmitters are
used.

0 MS52/56

Oeocasional flurries of activity == uwsual im the 4-6MILz segion. Piohably a certain Western Special

Forces control station. A feature is being prepared.

Has been operaiing on 5807 & 6763 at 0500 calling its ouistations whick reply on 4753. Also operates
in 3MHgz region and at 1100. Rarely reported, yet quite active.

0 M76

With improved conditions M76 re-appeared in W Europe on its usual 3819 daily at 1750 by early
November. In the summer, this station moves lower in frequency to 3203, Morning schedule now
iocated at 6458 on 3819, Note that the 1750 tr on one day uses the same callsigns as the 1458 ir op
the following day, bowever, waffic is different. By the way, Richard (Bucks) asks whether the
numerous four-characier stations he has heard since at least 1993 are M76. No, they are quite another
group, all collectively known as "M32" - far too active and too many for us to seriously investigate!

0 M78/XPL - No reports in past few months. This flurry of seemingly pointless activity seems to have
come to nothing.

M80 NEW DESIGNATION - Heard on Wed 11.8 1754-1757 on 4858 repeatedly sending "847 847 847
97333 97333" then off.




M81L NEW DESIGNATION - Lopged 258 1900 14530, sent at 40wpm with LONG zero - probably
Westermn?

B42 B42 B42 DE G21 G21 G21 (RS)

NR 1/25 GR 26 = =

0537 7835 8535 4568 1420 7841 0012 7849 2593 2541 1154 8895 7465 3207 8790 0014 7424 7961 2496
1677 6368 2755 1041 0859 1052 1254 = = 7 ? = = NR 1/25 GR 26 (Rmsg) AR AR

Another four-figure group station, whose ending AR AR suggests that it's been around for some time.
0 MX

The main news is that all the cluster SLTs regularly heard in Burope ceased transmilting in the
Avtumn, however, they are now back agais but operating erratically.
Cluster SLTs appear to be used by the Russian Navy {especially the ssbmagine branch) fo cieck on the
most suitable bands for propagation (official source). It is just as likely that they are also used by
agents needing to transmit messages back 0 Russia, and i is significant that these "beacons” are not
generally to be found in maritime bands. :

C Moscow, D Odessa, F Viadivostok, ! Kaliningrad, 5 Arkangelsk

are the geperally accepted locations. A list of frequencies was also included, which was incomplete as
all these stations trensmitied in all the permanent cluster bands, and two bands 4556 (new) & 3395
{occasionsl) were osmitted.  Freguencies given for P were all pop-cluster freqs, whereas there are
actually two different sets of P SLTs, one set using all the cluster bands and the other being short-lived
and followed by Moree/RTTY messages - shose listed as 3167, 3208, 3469, 3807, 4031, 4043, 4476, 5111,
6873.

"F* iz stropg in Japes in afl chister bands.

in Japan K" is occasionally found in a clusier bands {5 & TMiz) - from Petropaviovsk Kamchatky?
Solitary “R" 6643 from 7560 - continucus for some weeks.

September, "A" 8007 Nov (very rare)

Continuous "R regulasly heard on 4325, 3322 & 319.

Continuons chirpy "L" still present on 3339.

Trregular "V" last heard on 3658,

0 E10 - lsraei

A fow new message sirings include: KPA20MN, VLB18P46R5S, VLBISP36LA4F1666, VLBCZ,
VEIB18PI6RS6F46. These strings were particularly active from 17-20 July. Also HNC-M om 6575, and
the new FDU-R on 6211kiiz.

ZWL noted for first time on 5000 and 14000kHz.
0 E15 - Bpypt

No changes. FYP and E10 (ZWL) were operating simultaneously on 14000 at 1400. As E15 was "here
fixst", Israel’s same choice of frequency becomies highly suspicious.

0 831 NEW DESIGNATION

‘This station first came fo our notice in August 1999 and originates in the Czech Republic. It operates
on the unussally low frequencies of 1122kHz and 2136kHz. 2136 operafes seven days per week at
1745 and weekends at 0700. The MW freq sends for two minutes at h+10 & h+40 24 hours per day
from a transmitter near Prague. Transmissions start with three sets of three tones, each tone being
progressively higher in pitch. A short pause is followed by the "message”, read by a Crech female
voice - couating from 50 to 59 several times, then the tones again and a repeat of the numbers. Many
yariations on this theme exist - counts may not begin at 50 and end at 59, number of count cycles
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varies between @ and 19, or there may be no "repeat’. However, the consecutive numbers never
change and are always 50-59. A Although the word "padeset’ (50) has been reported, | have distinetly
heard "patitsa” (as used by S8 for 3}, :

0 X6 - Russia
Nothing to report except that these tuneless ditties are still very much with us, and as unpredictable as
ever. Reported three times on 110: 1705 13925; 2010 10712 (message). 2230 6851, Still po patterns

established.

0 = (see also i

This low-pitch Polytone may or may not be conpecied with an identical-sounding signal whick is
associated with a distinctive hand-keyed “piccolo-type’ transmission which has bees heard erratically
over the past few years. In this present case, though, it is pan of M78’s repertoire.

Note - All siations listed in July's Newsletter, but not listed here, are either still active or presumed so,
but no chenges to report, mainly due to Jack of monitoring.

The CIA's task is twofold: to coordinate the international relations.
intelligence efforts of the LS. government. and to Positions are open to USS. citizens of all ethnic and
collect, evaluate, analyze, produce, and disseminate culturat backgrounds. Salaries are competitive.

foreign intelligence. Since its foundation, the CIA has Successful completion of medical and
provided and continues to provide the most accurate. psychological evaluations, 2

comprehensive, and objective information available potygraph interview, and an ;
about national sacurity mateers. extensive background invesdgation & !
The CIA has a limited number of positions are required. !

i

available for applicants with backgrounds in computer
science: electrical engineering: Asian, Slavic and
Middie Eastern languages: economics: and 6
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E5 COUNTING STATION 3/2F ENGLISH - Traffic levels remain high. Schedules continue to evolve
making reproduction in the newsletter outdated soon afier printing. All kinds of test transmissions have
been noted across Bovrope, North America and Asia. These tests tend to consist of ‘dummy counts’
extra long messages and frequent chamges in the mode of operation between AM, AM reduced Carrier
and USB. An example is given below courtesy of Peter (Saffron Waldern).

Normal call-up, in this example 042: with carrer, "Count” as normal after ter minmtes: - 215. 5 figure
groups proceeded as usual until 16.17 when there was a break for just over a minute; voice retumed,
still with carrier. Another break of over a minute at 16.24; returned with carrier suppressed, ie. USB
mode, and by this time 1 had found the // on 10253 kHz on another receiver, much stronger than on
11072. Another break at 16.30 UTC, just after the word "repeat”, 1 timed this break as 1 miinute 27
seconds and voice came back with carrier. There was another break at 1637 of over a minute after
which the voice returned still with carrier. Another break of over a minute at 1644 after which the
voice returned in $SB suppressed carrier mode wntil "End” at 1650,

i North America there is a regolar schedule at 00.00 UTC in the 4 & 5 Mz band {(logs indicate
MON to SAT). Curiously the frequency usage is rather odd. Some reporis indicaie iwo iransmissions
operating om 4635/5812 and 4540//5045, Why wse 4635 & 4640 confusing? Two sites differcnt targeis?
Some of the pairs heard in Ewrope are also rather wide on frequemcy spacing 5175//8085 amd
9070//14905 are good examples. Another odd example is the use of 5885/7430 both suffer heavy
broadeast interference.

V5 _COUNTING STATION 3/2F SPANISH - Mosi iransimissions are besi received im ihe Umnitsd
States and surrounds. You aiso need io be lisiening in the dead of mighi in Buicpe! In years gone by
there were some transmissions in the Buropean evenimgs. The pariial schedule based on reporis
received is as follows:

MON TUE WED THU FRI SAT SUN
03.00 G300 0150 03900 & 0500 0L3D 03.59 2

10665//11491 13452//15651  10665/114%1  13452//15651  12300//14421

12300//14421

FAMILY VI BND - How the mighty have fallen. This set-up must represent the biggest fall off of
anv intelligence sexvice radio service in history? The re-unification of Germany has finally (virtually)
killed this network,

E16 - 2 LETTER - ENGLISH - We have had just one report of Alpha Uniform om 4888//4821 kHz in
English since June 1999, It could still be around.

Gl6 - 2 LETTER - GERMAN - It seems that June was the last time any transmissions were heard.
The jast iwo heard were Golf Kilo {GK) - seading to 477 & Whisky Lima (WL) - seading to 522. We
are nct saying that this family is now closed, it is still possible that some transmissions are siill arownd
ot may return for special operations, particularly the ‘speciel’ AU. Thamk goodmess we have an -
excellent database and recording of this key Cold War player.

FAMILY X - MI6 - E3 "LINCOLNSHIRE POACHER’ - No major changes to report. Still operating
to the schedule published in Issue 16. Jamming continues to affect many trapsmission.

formex] 'CHERRY B’ - The schedule continues to evolve but still remains on air
MON-FRI only. Our thanks fo Simon {Australia) and Ian (New Zealand). The present schedule is as
follows:

MON-FRI only 1000 20474/{23461 2200 1749%9//24644
1100 17499//23461 23060 17499//22108
1200 17499//23461 0000 17499//22108
13.00 17499//22108 0100 19834//21366

According to a report from John (Arkansas) some "diesel engine” style jammers kave been moted

around 21.00 on the following frequencies: 19647, 20190, 20474, 23411, 24240. Ay ideas?



& 11292 kiz - ALGERIAN INTELI 7 - BS (formerly MAGNETIC
M) - Mthrmgh B9 is not at presem acnve it has managed m cause a problem with our
identification system by allowing jts sister station V& (see below) to use its on-air musical introduction
"Magnetic Fields" followed by a transmission in Arsbic. Previously "Maguetic Fields" was only
associated with English language tramsmissions.

V& (formerly BASTERN MUSIC STATION) - This station is now using the "Magnetic Fields® musical
introduction in place of its previous "Azab style’ piece. The music chosen relaies o schedule, not
language, as previously assumed. We can however ell you more about this piece of music, with thanks
to Christian and Andress (Germany) for the following information. The music used by the statiom is
reported to be played by a European musician. Jorgem Ingmumn (phon)} a Danish guitar plaver
produced the piece on the "B side of a 1960 record. His title of the nowsic is "Sabara”. He also made a
recording of a Greek folk somg, "Parastos” (for yeass used as the interval signal for the Greek
programmes of German public radio for Greeks living in Gemnmany), 2nd he tfled this piece "Korfe".

The schedule seems to be changing. Previous iransmissions were always sent on the first or second
SAT of the month at either 1800 or 19.00 on 6645 kHz Transmissions were reported on May 8h,
Juse 5th and July 3rd. In October the station appeaicd on MON 11t Ociober aasd MON 25th October
at 19.00 on 6645 kHz. The signal sirength seems to bave improved considerably and modulation (still a
bit fow) is much better. Techmical probiens aiso seem to have Gimimshed. On the MON 1ith Oetober
transmission a slight fault did occur. At 19.09 a male voice in Arabic was heard for about 20 seconds
(it somaded like the end of ibe pews) on the sawe sudio feed as the pumbers message. This was
quickly switched off.
STATION NEWS - O S (O

@ - B0 PHONETIC ALPHABET - NATO - ISRAF], - According (o ap exclusive story, Foreige
Report revesls the existence of a fourth aud hitherto secret intelligence agency in Israel. So far as was
known, Israel has had three agencies: The Mossad secret intelligence sexvice; the military intellipence
service  {AMAN) 2 and ihe security scivice (Shim Bet). The teport indicates there is a fourth
vfgm‘:sh that bas for yeass been working cocvetly for the defence minishry in Tel Aviv. (JANES
Defence Review). With regards to our feature on E10 (est isspe), Hans-Friedrich {Germany) w!m
"Veiy goui articie”. He makes the § following comments.

p.20: Reference siations only operating on allocated ire.qnemes 3150 ART and PCD according to
your list. "I've mever beard ART on 3150, but on 10125 in 1995, Numbers & Oddities only listed 3415
and 5437 for ART."

p-2%. "According to .T; lops from 1997-1900 these are the starting times for normal transmissions {1
CiO staris af B+15, B+45 SYN  staris at 5+00, 5+36, h+45

KPA  staris at h+00, h+15 VLB  starts at h+00, h+45

MIW  staris at h-+00, h-+15

p-22: With reference io call sign construction, With GPO thera are four further exceptions, with GPO
there is one further exception: Gpz uvlx a0 cPo
Gro vls PO kPa

Despite a prevailing view in Numbers & Oddities Newsletter that station 4XZ (MZ22) is not a numbers
station, readers may be interesied in the following from John (USA) "Listening to FiQ station MIW at
03.15, a stramge incident occurred. Faintly in the background om 13921, I could hear a 4XZ marker.
When the MIW2 broadcast concluded at 03.18, the 4XZ marker disappeared (of course guilt by
association doesw't really count). This wasn’t audible on 10970. Obviously they were mixing". Thanks
also to Harald (Germany) for your comment that modern navies still use Morse code.

We have examined all your logs since the last issue and the following can be added to our feature on
E10 stations (Issue 17).

1.4
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CI0 KPA MIW SYN VLB PCD  YHE FDU

1735 10125 3090 5530 14866 8805 9382 6211
3485 13921 10125
18177

We can copfinn thet PCD is still using 6500 although this is not audible iv the W.K. due to severe
interference from a wide band signal (PSK). PCD is using 8805 (in the Mayitime Band) for some
transmissions. The most ineresting caich in recent months was new call FDU sending FDU-R  at
1955 on August 10th on frequency 6211 kiz. We also received an inferesting leiter from Simon
(Shropshire) which gives us further clues about how this network operates. He writes "On the evening
of November 7th (Sun) I was following ail the E10 transmissions (something I do most evenings). On
5091 kHz JSR had just finished a short message at 17.42 when the transmitter went dead very quickly
for about 10 seconds. Tt then came back on very briefly and gave the message 'FUD 5’ just once, then
disappeared again!" (Ed Note: This may well have been FDU setiing up ready fo tramsmit on another
frequency).

Orher anosual calls heard in recent months have inchuded:

KPA 20D HNC M VLB 15PSTISM4 FOU R
KPA 23CZM HNC K VLB ISPIGRS6FY FDU 5
KPA OMN VLB  4SL36F19T48B1338

O - El5 PHONETIC ALPHABET - PRE NATO - BGYPT - No major changes to report although
transmissions can be erratic and siar times roay vary slightly. See further comments about E15 in our
Holiday Listening report in this issve,

1100 BEC 180 14060 FYP 14000 860 USPE 5854
1200 USP 17503 16.30 MSA 676 906 SAR 41530
1230 MSA 1117 17 FYP 14000 2:060 MAS 5530
1300 BEC 11000 1730 OSS 5834 2100 OSS 4130

. ViZ MEW STAB BEOADUASTING' - TATWAN - Jobn (Arkangas) reporis that New Star
Radio" (V13) did not appear on any frequency at 12.00, 12.30, 13.00 and 1330 on Tuesday 21st
September 1999 following the earthquake which damaged power supplies and buildings in Taiwan.

The station is giving good reception in the Uniied States. Tiy the following frequencies: 8300, 9725,
11430, 13750 and 15388, In Eunrope try 8300 aroued 14.00 or 22.00.

O - V15 NORTH KOREAN - (0 PYONGYANG - The Bntish DX Ciub journal

*Communication’ carried the foliowing in a recent issue. Korea {North) The Asian Broadcsst Instituie

has put out an excellent multi-media presentation on the numbers stations of North Korea.
<hitp:/fwww.246.0€ jp/-—abi/ranse/ransu-¢ hiv >

O - V22 CHINESE - This siaiion was noted in the United Siztes on September 2ist {the day of e
earthquake in Taiwan) on 8375 at 13.00 and 13.30 for the first time since spring.

$30) CZECH COUNTING - Rimantas (Lithuania) reposts the following details about shortwave
transmitting sites near Prague: Drevcice, 10 km North/North-Esst from Pragoe - "mnkmown facility,
pethaps for some military use”; at least 1 log-periodic and a few dipole antennas; Zellenec, 7 km
North-East from Prague - "top secret centre equipped with log-periodic antennas, H-(T-7) dipoles and
thombics, belonging to the Ministry of Foreign affairs®; Hradestin, 12 km East/South east from Prague
- "mystery centre from which originate counting transmissions on 1122 kHz.

Reception in the UK is only fair. The schedule is reported to be: :
SAT & SUN 07.00 and 1645 on 2136 kHz and 1122 kHz MW. We have also received 2 report of a
transmission on WED at 17.00 on 2136 kHz.

REPEA - Nothing major to report. X6 continues to be quite active and
follows itz usual pattern of no fixed frequencies or transmission tines.
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VUMB BACK
Following on from our feature on V2/ME in the last issue - John the author of the piece wrote in with
some comments in response to our own additional notes whick were added at the end of his featare.

You wrote some additional comments at the end of the V2 article that are not necessarily true. Here
are a few observations I've made about ihe "Atencion” message headers which led me to write what I
did.

1) V2 transmissions will repeat the same message $ext for weeks and the "Atencion XXX ##" will not
change. For esample, recent logs show the 03.00 Wednesday 9260 broadcast sent "Atencion 616 04"
with the same message for eight consecutive weeks. The 04 has not changed.

2) T've recorded instances on V2a/MBa where the lest digit does not always ascend in order. There are
also instances where the same message is repeated days apart and the digit does noi change. There is
an exampie of this given below.

3} The wumber 9 is used occasiopaily in message headers. Much more ofien than 4 or 5. Here's two

exampies that show where the digit did not change.

4479 03.00 6/999 Aiencion 08991 16542 21551
4028 0500 6/13/99 Alencion 16459 02451 36401
4479 03.00 8/11/99 Atencion 29542 62919 01811

The 16549 header didn’t appear prior (o ihis wilh agy other digit. This last numver hos to represent
something other than the number of times the message has been sent. 1 have dozens of logs where a
header first appeared using 2/3/4/5 and was not logged by myself or anyone else previously using any
lower digit. Tn winter § estimate I lop 50-60% of iheir broadcasts so I am ressonably ceriaim ihis is
vormrect.

1 caonoi aticst for Berone, but VI/MS is interfering with the following servioss bere @ the US.

3927 0LOD  Supday VZa in the 80 meter amateur band

7555 03.00 Sunday KVES ceased broadcasts this honr due to VZa
5800 03.00 Monday V2a near several broadcast stations

4016 0200 Thursday M8a on reguliar scheduied MARS nei

Recently, at least six VZa broadeasis have produced a four-digit call up. This is happening ico often fo
be a mistake. This four digit beader always appears in the last position. Here’s some examples.

13436 0100 30/9/49 Atencion 09122 15582 180%
12215 02.00 30/9/99 Atencion 01922 15582 1801
7887 0200 3710099 Atencion 51998 85443 5053
7555 03.00 3/10/99 Atencion 51998 85443 5053

(Althongh widely heard in Europe none of these reported anomalies have ever been noted. We would
like further confirmation of Jobn's observations, but so far have not received any).

With regards to “interfering’ - 3927 is in a shared band (mot allocated to amateurs in Europe) 7535 is
not allocated to broadcasting but to the Fixed Service. KIES has no legal right to be there! 5800 is
also fixed service, not broadcasting. 4016 M8a has jest as much right to be there as a MARS met -
perbaps more so! V2/M8 is well behaved in its use of Fixed band frequencies, valike such "pirates” as
E3, E10 & G4.

PLEASE SEND YOUR LOGS NEWS COMMENTS AND CLIPPINGS TO OUR MAILING
ADDRESS. THANEK. YOU.
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B LETTERS TO ENIGMA

Welcome to "your’ letters page - thanks to everyene for your contributions. Qur first
letter is from Dave (Bradford), who is not far from our mailing address. He tells us
that he has been a “watcher' of clandestine stations for the past forty vears and
wonders if anyone remembers the stations who transmitted in ATTY using the old
ADFGX and ADFGVX enciphering systems (Playfair;, devised by Charles
Wheatstone, of the bridge fame). These transmissions were received on a Creed
7/b teleprinter and were transmitied in the familiar five letter groups with a four
letter designator with, usually, a Russian voice preambie of five minutes and
termination again in Russian. These were at the height of the "Cold War® and the
Philby, Mclean, Krogers et al revelations. He also asks i any readers have
information about a station which was around circa. 1965-1975 and operated eight
H.F. RTTY lines (24 hours/365days & year} run by 'Firestone’, transmitting RY's
only on all eight channeis. Reputedly from Marthar's Vineyard U.SA. to Sierra
Leone; nothing was ever sent except RY's. (Ed. Can supply frequencies,
schedules, locations etc.)

'SDK’ writes - "I have recently read “STASI the untold story of the East German
Secret Police” by John O Koehler (ISBN 0-8133-3408-8) - an excellent book which |
wouid recommend o anyone with an interest in this field, There are brief mentions
of numbers stations in a few places. Bui the beginning of chapter five includes
some detaile about the last iransmission of the STASI numbers station”. The
following is an axtract from the book.

The Stosi's espionage war against copitalisis enemies abroad was hugely successtul
and ended only when the dichard communists realized that their dream of ciinging fo
power at home had been shattered. On May 31, 1990, Stasi spies in West Germany
sat by their radios, poised to copy the five-digit code groups that for ysars had been
used fo relay instructions from their controllers behind the Berlin Wall. On that day,
however, the familiar, monoionous female voice said only "Wiltenberg" three fimes.
Then there was silence, Wittenberg, the name of the town where Martin Luther broke
with Catholicism and started the protestant Reformation, was also the code word
ordering the recall of about three hundred Stasi operafives on special deployment -
OIBEs, in Stasi jargon - who served as espionage case officers in West Germany. The
agenis scurried back to East Germany, abandoning their Western collaborators.

Six days earlier, the intelligence division of the People’s Army had told its spies by
radio that the game was over. In contrast to the Siasi announcer, the army men
apparently had to boost their courage with schnapps: Giggling and slurring their
words, they sang a children’s ditty about a duck swimming in o luke, dunking its lifile
head in the water and lifing its litle fail. Staging this broadcast may have been
hilarious to the alcohol-simulated singers in East Berfin; not so to the spies who
listened. The two broadcosts ended espionage operations thot had funclioned
successhully for nearly four decades. The Hauptverwaltung Aufidérung (HVA, the Stasi
foreign intelligence service) and the military intelligence service of the DDR were
dead. Eighty percent of all East German espionage operations in West Germany had
been run by the HVA. The military played a smaller but no less successful role, with
20 percent.

pR



The two stations referred to in the article were - STASI station - Four Note Rising
Scale (G8) and MILITARY INTELLIGENCE station - Gongs/Chimes (G4). Thanks to
'SDIKC for the information provided. ;

Staying in that part of the world, an interesting piece appeared in the British DX
Club magazine Communication, concerning an odd station in East German. Kai -
(Germany) wrote "Some years ago there were reports of a music service in the
Moscow area on 380 kHz, although nothing has been reported in the vicinity
recently. A group of Soviet forces in Germany used to operate such a service. if |
remember correctly the frequency was 390 kHz. The station was known as "Radio
D", broadcasting just music with a Morse "D” in between. The transmitter was
situated on the extensive quarters near Jueterborg, some 50 kms south from
Berlin. 1t is said that the purpose of “Radio [)* was to feed the speaker installetions
at barracks. These "Radio D" broadcasts should not be confused with Radio Voiga,
the regular Soviet forces radio station, which broadcast from Potedam using GDR
transmitiers (started 1845 at Koenigs Wusterhausen, then in the sidies from Burg
on 263/261 kHz." Interestingly, G21, the Music & Morse station employed a similar
idea. A Morse leiter was plaved over popular musical introductions. More
information on this and any other extinct operations are always appreciated.

A lefter from John (Caithness) also mentions a German station. "When | was in the
Army our target area, so to speak, was East Germany/Russian Military formations.
We used to listen to a numbers station referred to as Magdeburg Annie, a German
female giving out numbers from, according to DF, Magdeburg. We knew in the
Army that the numbers station (Magdeburg Annie) was sending coded groups to
the KGB/Stasi sgents in West Germany some 35 years ago”

Gert (Zoetermesr, Holland) writes about two books of interest. The first we have
mentioned in ENIGMA, 'Jamming’ is an excellent book about Russian jamming
during the Cold War. Detalis from < www.is.lt/fralekonafjamming/.> Anocther book
which we have not heard about before was aiso discovered on the intemnei:
Improvised Radic Jamming Techniques’ ISBN 0873845200, Does anyone have a
copy of this?

Mr A’ (Stoke-on-Trent) asks if anyone can help him in locating a copy of the book,
"The Hobbyist's Guide to COMINT", by Tom Roach. Please write via our mailing
address.

A few quick greetings. Peter (Saffron Walden), Guy (Portsmouth), Richard
(Buckinghamshire), Peter (Surrey), David (Aberdeen), Toby & Peter both in
(Edinburgh), Alan (Nr.Solihull), Richard {Andover), Geoff (Bridgend), Takashi
(Nagasaki), Rob (Eessex), thank you all for your logs and. information which is
most appreciated. We would also like to pass on our thanks to all the members of
WUN & The ’Spooks’ Monitoring members for their e-mail contributions.

Some feedback about the Israeli Navy courtesy of 'D’ who wrote in response to

our questions about Morse station 4XZ (M22). Overview of the Israeli Navy - ‘The
Military Balance" produced by HISS.
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The Navwy is the smallest and least well funded of lsrael’s armed forces and has
always been considered the “poor relation” of the two branches. The main military
threats to israel have always been seen to originate on land and in the air in recent
years the Navy has been neglected although israel aims to rectify this in coming
years, notably by the acquisition of new submarines supplied by Germany. These
may later be equipped with cruise missiles, possibly nuclear armed which would
provide a second-strike capability in the event of a nuclear atiack on Israel’'s
nuclear bases at Tel Nof and Zachariah. The subs will also help enhance Israel’s
Special Forces capabilities as they are equipped for divers to enter and leave them
whilst submerged.

The Navy has some 9,000 staff, compared to 134,000 for the Army and 32,000 for
the Air Force. Of these 9,000, over 3,000 are conscripts. Israel's Naval Order of
Baftle is 3 submarines and 51 Patrol and Coastal Combatants. Most of these
vessels are convettes, inshore patrol craft and small missile boats armed with guns

and anti-shipping missiles as Harpoon and Gabriel.

The bases used are Haifa, Ashdod and Eilat but it does not appear that the ships
operate from home. The 7 or so vessels in FEilat operate in the Red Sea and the
rest operate in coastal walers in the Med, existing mainly o deler seabome
terrorist attacks, illegal arms imports and insertions by saboteurs on the coast of
israel. They also serve to keep an eye on ships entering Israeli poris.

‘I’ commenis - “Perhaps the high voiume of CW traffic may be detaiis of shipping
lists: but | doubt #. Communications 1o fast vesseils would normally be secure
speech or RTTY and not CW on HF. | would suggest that this station is something
more than just a Navy station because a fleet of this kind both in its structure, size
and function would need all this CW traffic”.

According to Issue 14 (May 99) of “Numbers & Oddities" the station 4XZ (M22)
sends regular traffic consisting of three distinctive types:

a) Treffic in offline encryption (5 letter groups)

b) Traffic in what is assumed to be Hebrew Morss.

c) Surface anslysis/prognosis in WMO FM46-IV coding. (This is NOT 5 figure
offline encryption.) WMO FM46-IV International Analysis Code aka IAC Fleet, being
abbreviated forrm of FM45-1V for marine use.

Message for 'D’ - Thank you for all information. Please send all future contributions
direct to the Chapel Street address. Thanks.

A MESSAGE FROM CHRIS AT HQ: Finally, you will have read of my ’retirement’
from ENIGMA. May | pass on my thanks to everyone for their help and support
and wish you all the very best for the future. Please keep up the good work and
continue to support the Newsletter with your contributions.
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THINGS THAT GO BUZZ IN THE NIGHT!

A warm welcome o our ‘Buzz’ pages - and slraight into the news.

$28) THE BUZZER - 4625 khz 24 hours. David (Fiorida) recently retumed from a
visit to Moscow. The Buzzer is heard there at very high strength 24 hours with ondy
slight fading. Rimantas (Lithuania) asked a good friend who was aftending the
International VHF/UHF frequency coordination session in Palanga to enquire with
Russian colleagues regarding the station transmitting on 4625 kHz. We are advised
that an official source from the Russian telecommunications authority have
confirmed, that this frequency is allocated to the Ministry of Defence of the Russian
Federation.

The signal heard in Western Europe seems to have developed a 'whistle’ caused
by a carrier which is slightly offset from 4625kHz, a Link-11 transmitter also
occasionally sits slightly LF. On WED 28th Seplember at around 20.40 the
‘Buzzer was absent - it returned with a long tone followed by its normal noise. No
message was noted. On MON 18th October the 4625 kHz signai was nofed
sending a harmonic on 9250 kHz, rather close to ‘Lincoinshire Poacher’ (E3) on
9251.

S30 THE ‘PP 4787 kHr 14000530 & 5448 05301400, SHll busy with
oceasional voice messages, David - visiting Moscow, reported the "Fip’ was not
that strong in Moscow and was generally better in the moming. A message was
noted on Julv 21st when, interestingly, the station was using both frequencies at
the same tims! Did someone forget to switch 5448 off? The message (with thanks
o Rimantas) read “Diia" (For) - six 3-figure groups- "Kak slyshno?* (How do you
read me?) -“Priyom" (over); the whole message was repeated in Russian by the
live male announcer.

XM) BACKWARD MUSIC STATION - We reporied that this signal is now heard less
than in previous years. Some frequencies are siili around. in Europe try 8460,
10513 kHz evenings; also 5084//6695 are reported strong in Greece; 6422 also
occesionally heard with @ good signal. Meanwhile, John (USA) reporis that 8285
and 11209 kHz are heard in that part of the world.

TELEPRINTER 4710 In the last issue we mentioned the FSK transmission on 4710

kHz which can be heard around the clock, when absent the camier remains on.

This is operated from the USAF/CIA site at Barford St John, Oxfordshire. We can

now confirm that this transmission is also carried on 6702 and 9000 kHz in parallel

(these were not noted as coming from the above site during our visit). We are still
interested in lcaming more about these transmissions.

FSK BURSTS - Another mystery FSK signal ? We are not sure, but it's certainly
been around some years. it displays a peculiar characteristic. Again 24 hours/day,
it consists of 7.5 second bursts of multi-channel FSK sent on a number of
frequencies. Transmissions foliow the clock minute of eight 7.5 second bursts.
Those noted so far are given below.
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By far the easiest to find in Europe is 5437 kHz, have your receiver set for.
reception, USB, and leave it tuned for 1 minute - it will appear at 45 seconds
before the clock minute. 5437 is also the home of E10 station (ART) - (we are .
informed that the FSK signal is strong in Greece). :

TIME - SECONDS 0 75 15 225 30 375 45 525
NETWORK 1 FREQ 6351 5437 3295
NETWORK2 FREQ 12726 16095 12725 16005 12725

Other parallels may exist to complete the cycles. What is its purpose, and where
is it transmittad from?

MORE ODDITIES!

THE SQUEAKY WHEEL - This is & new one to ENIGMA! Where do we find them?
David reported this was audible in Moscow on 5461.5 kHz; its reception was
variable and was better in the local moming hours, possibly indicating 2 site to the
general west of Moscow. The first report of this signal was from Finiand who
reported a strong signal. We monitored the signal around 04.00, only fair in the UK
- it really does sound like a rusty old wheel been turned slowly - however, it is a
very interesting signal. A similar signal to The Squeaky Whee! inhabits 3650 kHz
in the European evenings, aithough & strong adjacent Facsimile signal may cause
interference, so you need to wait for i io stop sending. Worth monitoring 3650 for

THE AUDIO BLAST - During monitoring of ine frequency (5461.5 usb) around
04.00 another signal was also noted. This sound is also quite unique and sounds
like a loud blast of distorted audio which fades into the background, which is sent
about every 12 seconds (4 times per minute). Again the signal is not particularly
strong in the UK. & would be very interesting to know if this signal is strong
eisewhere. Comments wslcoms,

'ZEBEDEE' - Remember the sound Zebedee made on The Magic Roundabout TV
programme? Weli this is where he is nowl The frequencies noted for this, 2851
kHz & 4575 kHz - European svenings/early momings - cccasionally heard. Sends
a noise like a bed-spring for hours on end! David (Wales) wrote to say *I was idly
tuning through the bands, as one dees when one cannot sieep, and | came across
a really weird sounding transmission. it was on 2951 kHz. | immediately put the
frequency onto SPOOKS mail reflector, and judging by the replies | got, the
transmission would seem 10 have been heard as far afield as USA, France,
Sweden, Holland, to name but a few. Apparently, it went on until around 15.00 or
so, at $9++". David, thank you for the tape.

THE RAPID PP This one seems much more sensible, for it does send information.
It is also quite active, in the European evenings. The transmission consists of a
rapid (about 3 per second) 'Pip'. It always appears on iwo frequencies in paraliel,
usually good strenght in U.K.. Without warning the 'pip’ stops and a short burst of



Morse letters is sent - the usual unintelligible (fo us anyway) type. The frequency
pairs noted so far are as follows:

8093 // 6844 4816 // 6821
8093 [/ 5446 5225 J| 5788
8093 [/ 3767 7872 /[ 7

MW BEACONS? - David (USA) also mentionad that while in Moscow and
St.Petersburg he heard local A2 mode beacons in the middle of the medium wave
band, using 2-ietter calisigns. "1 presume these were aeronautical, but does
anyone know for certain, and why they would be there instead of on the Longwave
beacon band"?

(Ed Note - This is not unusual even in the UK. for in 1874 NDB’s operated on
797kHz, {Cranfield CFD), 633.5 (Lamboumne LAM), 668.5 {Pole Hill POL - closed),
543.5 (Lichfieid LIC), 534 (Mildenhall Mi), 669.5 (Stornway STN). LIC still operstes.
A MW NDB at Barton closed in 1987. Some of the others may stilt operate.
Tempory NDBs on oil-rigs still also use MW frequencies).

NEAR VERTICAL INCIDENCE SKY-WAVE (NVIS) - Paui (Massachuseiis), sent us
an interesting paper from Electronics & Communication Engineering Joumal, April
99. The paper discusses NVIS a system used as a low-cost alternative to satelifie
iinks. The propagetion modtie gives omnidirectional coverage from a central site;
300 km ranges are possible and ithe technique has an inherent abilty to fil in
'blind spots’ lying in hilly ground. Normal voice and dafa services may be readily
esiablished, the papsr explains. According to the details given, information is
gathered from & obligue sounder opersling on 6793 kHz. Paul explains that the
data may originate from The University of Uisier (?) and a data mode can be heard
in the USA after about 00.30 UTC. Comments/information weicome.

Al ANK CARRIERS - Quite why these particular unmodulated carriers have been
selected for particular attention is a mystery, given all the other strange signals that
can be heard on HF! However, they have surfaced on the Internet (via Chris -
Cheshire). The frequencies given are 5280, 10172, 12687, 14390 and 16933. We
do not know why these have been associated with each other. Some speculation
suggests they may be jammers. Directional bearings indicate a path towards
Portugai or Spain Has anyone a clue as to what these are about?

WIDE BAND PSK SIGNALS - Shorwave Magazine the British DX Club and WUN
have all recenily carried questions and commeris about these signals. They
operate in the Fixed Service Bands and were covered in ENIGMA (January 1998).
Some of these stations do fransmit from Britain and are opersted by the Military.

NEW YEARS DAY! - An unusual transmission was noted on January 1st on 14525
kHz (USB) at 10.39 playing an extract (loop) from the Carpenter song ‘We Have
Only Just Begun' on a Musical Box? Not heard since. Any ideas?

Finally, you can check out ’Buzz’ stations on the Internet courtesy of Brian
(Sussex). <hitp://dspace.dial.pipex.com/brogers>
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SITE NEWS

As always we would like information on transmitting and receiving sites - active or not. So please
keep it coming in, including news dlips and site visits/observations. Remember wa need your heip!

UK
Capenhurst - details of this MIS receive site in News Round-Up this issue.

Blakehill - details of this former GUHQ site in Mews Round-Up this issue.

Poundon SIS Receiving Station - in our last issus we mentioned that this site had closed and
raportedly moved o Peel Circus {(see later). Further fragments of the story are still coming in. It
now seems possible that Poundon moved because it was at risk of 'sticking out like a sore thumb’.
The changes to the Diplomatic Wireless Service (DWS) made Poundon rather wuinerable. The
original plan was that Hanslope Park would be the main Communications Centre while the
scattered London Offices closed, but due to a Ministerial Decision, Hanslope Park as a recsiving
station closed. The transmit site at Creslow closed soon after (following closure the station was put
up for sale but no takers cams forward and after SIS tooked at the bill to run Creslow they declined
0 take it over) and the SIS stafion e Founden ciosed some 18 monins faisy. Both Pourdon and
Craslow had only just been extensively rebuilt at vast expense.

Shenley Church End & Stoke Hammond - The station at Shenley was run by GCHQ and was a DF
training station. You could tell by the four Adcock Aerials and the hut in the middie of a field. That
station was fialtened some 15-20 years ago and a housing estate now axists in s place. | assums
Sioke Hammond likewise, | have not been that way for some fims repofts John {Caithness). {(Ed - a
CDAA was reported ai 8 C End in the 1880s. Stoke Hammond has been dismantled in early 70s -
a much larger sits).

Peel Circus - We had several letters asking for more deteils about this site, 'J' (Cheltenham) wrote -
“Your comment about Poundon moving o Peel Circus is very interesting. A few yesrs ago | had
the pleasurs of servicing the iifis on ihe nearby Corsham site and two of the Wil went down
underground were called 'The Hudswell Lifts’. (Ed - These led to Hudswell Quarry - the other 2
major areas of the complex being Spring Quarry and Tunnel Quany - beneth the Box railway
tunnel. RAF Rudloe Manor used a small 'cave’ linked to the Corsham Complex and beneth the
Fiveways Tower - it is the HQ of the Defence Comms. Network). These lifis went down
approximately 1007t to a large neiwork of nneis which were used for storage by the MOD and
also to provide protection for VIP’s in the event of Nuclear War. If you drive along the main road
through the site, there is a large communications tower with lots of interesting looking antenng oni
As far as | know this is called Five Ways, but | could be wrong.” (Correct -Ed).

Another reader wiote "Where is this site? | thought | knew my county auite welil”
Some feedback to our sites article last issue courtesy of 'R’

Pirbright - After many years abandoned and dismantled (since early 70s) this station located at
Cobbett Hill, Pirbright has been reactivated and is operated by the Defence Evaluation and
Research Agency (DERA) as a transmitter site. The receive site is located inside the northem
boundary of Farnborough airfield. {It racently moved from Cove which is now a housing estete).
Both stafions have a variely of satelifie dishes. The station has used the call ‘MPD’ and 'Cove
Radio’. The only traffic heard recently is the Met research flight C-130 Hercules (callsign "Metman’)
and the Boscome Down based Comet-4 doing mode 'S trials over the North Atlartic. On a visit
there in November 1988, tags marking the aerials with their frequencies were present. (For the
riggers beneiit).

They were 2835, 3860, 4730, 5685, 8975, 11178, 13234, 15036, 18025 and 23265. Of these the

following were noted in use; 8975/Jan 90, 11178/Dec 94, 15038/ Nov 83, 18025/Apr 89, 23265/Apr
91. Also noted 6755/Feb 92, 6725/Jun S0.
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RAF Balado Bridge is the receive site for RAF Milliown. (Kinloss is an active airfield).

Lanivet, Bodmin -Ancther reguler contributor wrote in response to several questions in the last
issue. First, the HF site Lanivet, near Bodmin, We are informed that this is not a Merlin Comms site.
According to Dave (Reading) he replies: "if Lanivet is the name of the HF station on the southemn
side of the mein A30 road then it certainly still had a BT sign on the fence when | drove past it in
early July - along with an advert for Goonhilly. it said something like "BT-radio station -Bodmin®.
incidentally, | noticed that for several hundred yards either side of those masts, reception on MW
and LW on my car radio virtually disappeared. | came to the condiusion that there must be massive
signals coming out of those masts which was swamping out the AM circuits in the radio and
wonder if anyone might know what the site is baing used for - and what frecuencies it operates on.
It did occur 10 me that a BT radio station pumping out what were clearly very high power signals
on HF was a bit mysterious in these days of global sateliite cornmunicationst” Staying on BT sites
for a moment, 'J' (Cheltenham) mentioned that he was travelling back Fom Yeovitton, " came
across a large antenna site. Situsted just outside the towmn of Somerton, this site is big. A minor
road bisects the site and the anferinas look a lot like the ones at Wooferion. it looks like a HF
station, bt unlike Wooferton and Rampisham thore are no signs saying who runs it. The site is
very overgrown but e locks are all very shiny and new, and | got ihe impression that it wasfis run
by BT, Thers is also a largs mast with a single microwave dish on it. (Ed note - BT siil operate
iarge HF transmitiers at Rugby, Criggon, Ongar, Leafield, Dorchester and Lanivel. Receivers are at
Beariey, Somerion, Bridgewater).

Skelton, Cumbrie - Moving North we have aiso heard about the possible plans for a 1000ft mast at
the Merlin Comms Site A, Skelton, Cumbria. According to information received some mention of
this was made in the iocal Penmih Nowspapsr. YWhat would they nsed such a large mast for & this
site? Height suggests only LF (Location is too low lying for TVj.

UNITED STATES

Saddiebunch Keys/Cudioe Key - An interesting piece appeared in the British DX Ciub joumal
*"Communication®. Could these sites be of interest o ENIGMA monitors? AFRTS: Terry Kruger
wiiies: | have rewwrned from & vacation to the Florida Heys. One intended mission on the drive ©o
Kev West was to confirn once and for all my hypothesis that the AFRTS sideband feeders on
42785 & 12680.5 were in fact via the CIA/US Navv bfc complex on Saddiebunch Keys. While
verifications have besn flowing in rom a US Mavy pubiic relations contact, claiming the transmitter
site is at Boca Chica Naval Air Station. | am unaware of any HF facility there. | visited Cudjoe Key,
home of fhe Cudjoe Key Air Force Site, where seesmingly the sole remaining tsihered TV hMard
blimp (balloon) is based. The 4278.5 and 12689.5 signals were good with the antenna aimost
completely retracted and the radic on the car sest Signal levels greatly increased and pesked
within the next approximately five miles, at Saddlebunch Keys. At the children's park across from
the entranca to the US Mawy complex, | compared the two frequencies with the antenna retacted
and slightly detuned to other confimed RTTY signals from the faciiites (NAR), namely 7784, 8030,
11025 and 12015 kiHz. {(No other channeis were iocaied). Signal ievels were identical, that is,
virtually swarnping the front end of the redio. Driving south to Boca Chica (sbout five miles, again),
signals dropped to about the same levels as at Cudjce Key. In Key West, signals were
considerably weaker with the relracted antenna. The 6485.5 kHz frequency was inaudible anywhere
with the retracted antenna, so it indeed would appsear t© be from Puerio Rico, or at least definitely
not Florida. (Dan Ferguson-Virginia via Numero Uno).

Acknowledgements - Thanks to several readers who contributed fo this section but did not wish to
be mentioned by name.

Please send us your site news.
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V23 - La Femme francaise

Until last year we have only known of one Numbers station which used the French language, Vi2
(Family IV). Now we can add amother one (o our kist, V23, which proved to be 2 new member of
Family Ia.

1t appeared from nowhere, twice daily at 0900 & 1900 over a seven day period in August, and has not
been heard of since. Its format is identical to that of 86, but its habits are guite different; its
scheduling having more in common with E17z. As usual with Russian-run stations, the signal was clear
and strong at all times. All messages were different (around 90 groups with no nulls or repeat
transmissions) and the 1D for both schedules was the same throughout: 362 (used as a collective SN).
Note that the DKs progressively increase from 490 to 616; something which has never happened
before.

DAY DATE 0900 FREQ DK/GC 1900 FREQ DK/GC

Fri 138 15840 missed 11060 490/missed
Sat 148 10635 49901 8124 SUB/EZ
Sen 158  {No trapsmissions)

Mon 168 13840 325/50 11080 544795
Tue 178 10635 552/81  B124 559/96
Wed 188 15840 57183 11060 580/87
Thu 198 10835 590/80  8140% 599/96

Fri 28 15840 80700 11060 616/01

Note the regulsr shternation of frequencies. * Chosen to avoid 2 station already on 8124 - a typical
family habit.

Even more iniere ihe discovery that SN 362 was aiso boing used by at keast three other
th ik ¢ the same peried.  The'six lops obtained are thoce of Snanich, German
stations, bui {hiere could well have been more of these, and possivly M4 & 56 diso. Itis
tikely that all of ihese had at least one daily (except Sunday?) slot, possibly twe, as with V23, Like
V23, G6/A sliernates its frequency from day to in day, which suggesis that V6A & BSC may have dose
the same, but unlike V23, all these sent dual messages. They are not only linked by SN but also by
DK:-

Moa 168 0700 16340 VEA SIA/RAG53S/RS
Tue 17.8 1500 9325 G6A 558/82 559/88
Wed 188 1500 14975 G6A 576/95 577/92
Thu 198 1100 10360 E6C 59193 592/98
Thu 198 1500 9325 GSA 595/95 596/77
Fri 208 1500 14975 G6 61283 (only one message reported)

As V23 sent 14 transmissions over the period, if we assume that the others did the same, this would
mesn a tofal of 14x4 = 56 transmissions or around 112 messages, using around 135 consecutive DKs.
E6C itself is unususal for the first message uses a new male voice with an American accent, whereas the
second message uses a voice with a Russian accent - not the usnal EG voice. We have no idea why
they go to such trouble providing these extra voices; the need is hardly obvious.

M14As & S6Es (dwal message variants) have been noted for years - M14As are very active - bt dual
message English, German & Spanish transmissions are entirely new, Here all four transmissions sent
dual messages (unlike V23), and their two DKs always increase by one, another unusual featare.

When all the DKs are laid oui consecutively (as they actually occurred in time) in tabular form we
have the following:-
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ACTUAL INCR. E/G/V INTERVALS DEV.

I of9
F 7481 }
F 490 | 4% =
Sa 499 9 | 499 =
S 508 ¢ I 508 =
SUNDAY) | 517
M 525 17 | -1
| 526
M )] 5341V } (+8)
M )] 535} 38 {=)
M 54 9 | 544 =
Te 552 8 | -1
: [er 583
Tu (6) 5381G | (+5)
Tu 1) 559} i
Tu 559 | -3
i 362
W 571 13 SR | =
W ) 516} G i {+5)
W 1) 577} i
W s80 3 | 5% =
| 589
Th 596 10 ; +1
Th {1} 5218 i (+2)
n 5923 i
(3) 595G i (+6)
(1) 550} i
i 528
Th 59¢ 7 i +1
F 607 & i 607 =
&) §12}G i {+5)
F 618 i -1
I 617

Brackets relate 4o nop-V23 transmissions.

INCR = increments between each jogged DK and the nexi.

All V23 DKs occur approximately st intervals of nine. The projected intervals of 9 are listed and
compared with the actual DK intervals in the DEViation column. Out of a total of 13, seven are
equal, one is three oo few, two are one too many, and three are one too few. It's clear that, for some
incomprehensibie reasom, nine is the idealised imtsival between V23 DKs. Many DKs within this
consecutive range are missing, and all could have been linked to messages not logged. But also, some
only or perhaps none at all may have been. Note that DK 559 was shared by V23 and G6A, yet
different messages were sent - maybe this was a logging error?

Here is a complete list of DKs in groups of nine. Where a DK is omitted, a transmission was logged,
and the language (given as F, S, G or E) is substituted. All DKs given were missing from logged

transmissions. As there are so many, it’s unlikely that they were all associated with missed messages.

F? | 482 483 484 485 486 487 488 489
F | 491 492 493 494 495 496 497 498
F | 3500 501 562 503 504 505 5006 507
F | 509 510 511 512 513 514 515 516
517 | 518 519 520 521 522 523 524 F
526 | 527 528 529 530 531 532 533 S
S | 536 537 538 539 540 541 542 543
F 1 545 546 547 S48 549 550 551 ¥

20




553 | 554 555 556 557 G G+F 560 561
562 | 563 564 S65 566 567 568 569 570
F | 572513574 515 G G 578 519
F | 581 582 583 584 585 586 587 583
59| F E B 593 594 G G 597
598 | F 600 601 602 603 604 605 605
F | 608 609 610 G 613 614 615 F

During this period M14A appeared as usual at 1900 on Wed 18.8. This long-established dual message
schedule (one of 3 each week) uses the 362 SN also, yet it has no identifiable links with this V23
operation. On that day, its first message was missed due 1o bad interference, but the second message
(984/70) clearly doesn’t fit into the V23 DK sequence. There is such a high rate of SN use in this
family that the two 362s would appear to be just a coincidence.

Whatever this operation was, it required up to four messages 0 be sent each day in four Janguages. It
was so important that French, a language not formerly used by this family, was believed to be
iecessary, and possibly the female voice sampied specifically for this. There musi have been at least
four recipients, native speakers of these languages, and untrained in Morse. The DKs could well relate
to page/ecolumn numbers of some kind of printed matter held in common by all recipients, but are
unlikely to apply to One-Time Pads.

mvEm’-\' FPATRWT CYRFRT A RCH{AUE b:u n"“"’:ﬂ wia.y. }E

A Hermetic political & philosophical network involved in various covert projects:
politically pro-United Europe & Burasian. Conducts discreet research over a wide
range of subject matter. Has links with severai intelligence agencies, the Vaiican, the
Sovereign Military Order of the Kaights of Malta etc. Wishes to expand s UK
influence. People of like mind, and with an interest in putting their knowledge of
intelligence matters o work, please contact ENJIGMA (addressed no lomger to
"ENIGMA NS") and we will forward your letters.

1 - 111 210/107, 419/507, 831/708, 605/310, 330/410, 017/211, 418/912 567

DZ - 000
328 - 555 (Corse) :
: Central infeliigence Agency
e gfzgg m ggg;; ::663; gggf g, MILITARY PERSONNEL
35811 96565 90324 73482 67003 Eg  CIA OPENINGS
27188 64372 69509 43716 63666 W INTHE
52375 95301 61773 82983 02000 SIGINT FIELD
38502 23411 65739 70704 37343 The Conkal jpiiguce Agincy s 20w
66111 13266 90700 16940 =34 il s gl S
g Gyl oy
633 - 221/15 1Feb-31Jul T
718 - 2/639 3/472 4{781 5/056 6/301 7/494 b
*TYME TRYETH TROTH"

849 - V, +1, KP as given in last reply, -1 {=143)
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NEWS ROUND-UP: REPORTS OF INTEREST

BRITAIN - SECRET TOWER MOMITORED CALLS - The Ministry of Defence’s Electronic Test faciity
(ETF), a rather mysterious 150ft-high tower, stands isolated in & British Nuclear Fuels Limited site at
Capenhurst, Cheshire. Locals knew thet the tower housed a deark secret but did not know what it
was. That secret is now oul. The tower was crafilly erecied between two BT microwave radio towers
carrying telephone traffic. The ETF was the idesl place to discrestly intercept the international
telaphone calls of the ish government, businessimen and those suspected of involverment with 1RA
terrorism. Channel 4 news (TV) filmed extensiva BT (British Telecommunications} equipment inside
the building, including optical fibre cables linking the tower to the MoD's communication system.

The hightech white ETF tower included eight floors of advanced electronic equipment and three
fioors of asrial galleries. They were used to exiract and sort the thousands of communications
passing every hour.

Fax messages, slectonic malls, telexes and data communications were aulomatically sorted by
computers scanning their contents for key words and subjects of intsrest. Telephene calls could be
sargeted sccording © the numbers dialisd or by identifying the voics of the speaker. At the time the
tower first came into operation the IRA campaigns wers raging. Relations betwsen the British and
irish governments were not always smooth with the British suspecting their Irish counterparts of
being sympathstic to the IRA. Since the early Nineties, the Brifish electronic spy agency GCHQ and
jts American coumterpart, NSA, have developed sophisticeted libraries of voice profiles 1o use in
soanning intermational telephone messages. The BT tower was operated by personnel from an
RAF unit hased gt Malwern Worcestershire, The Special Sionsle section of ihe BAF's Radio
Infenchicdinn Uinit instells and runs projects for GCHO. According o local residents, the site was
manned 24 hours a day by a teamn of two or three people urtil the start of 19858, Besides the
Capenhurst tower, communications o end fom ths insh republic wers also intercepted &t a simiiar
bt emafier GCHO stetion in County Armagh that intercepts microwave radio and other links
hotasan Dublin and Rolfast A thid GCHO/NSA sation st Bude, Comwall, imercapis satelite
comrmunications, including those B and from Irslend. From 1980 ungl 1888 the Cepenhurst ETF
tower interceptsd the intemnational communicstions of the lrich Republic crogsing rom Dublin o
Anglesy on a newly instelisd submarnine optical fibre cabls called UlHreland 1. From Anglesey, the
signals wers carrisd across Britain on BT's network of microwave redio relay towers. The key link,
from Holvhead, in Anglesey, to Sutton Common, nr Macclesfield, passes directly over the Wisral
peninsuda, o the south of Birkenhead. The ETF tower was buiit to pop up into this beam. When the
new coble wes plenned in the mid-Fightiss, intelligence specialists at the MoD and GCHQ
Cheitenham, the slectronic spying heatiguarters, realised that the radic beam passed dirsctly over
the nuclear processing plant at Capenhurst, During 1988, a temporary interception systern was built
on the roof of the BNFL factory. When tests of the lrish interception systemn proved successiul,
intefligence chiefs decided to go ahead with & full scale system.

Within the MoD, the project was dassified “Top Secret Umbma® The codeword "Umbra® is used to
designate sensitive signals intelligence operations. Not even BNFL, on whose land the ETF tower
was bullt, was let in on the secret. The MoD heid a mesting with residents early in 1989 and urged
them not to talk about the site. In retum they were given free fencing and double glazing.

The architects were told that the tower had o corsain three flocrs of aerial galleries, each with four
spe@ial‘dmmzmmmwmﬁﬁmiﬁmmwmmmmm.wm
the tower built in this way, no one could see what serials were inside or in which direction they
were pointing. But the architects’ plans, lodged at the local authority offices, revealsd the true
mmmmw.mmmmmmmumwmmhwwmmpnwm
an extremely precise compass bearing of 201.12 degress t magnetic north. Aerials poinfing
through the windows would then aim precisely at the BT towers &t Gumenysgor, Chayd and Pale
Heights, near Chester, which are towers that cany lreland's international cormmunications finks
through Britain. During the ETF's instaliation in 1980 and 1880, defence officials were keen to
conceal what was going into the tower. To disguiss it, they had contractors’ vans repainted in the
liveries of BT and cther public utiliies. BT refused to say whether this had been done with s
knowiedge and with iis consent. Since irish telecommunications moved on to a different system
over 2 year ago, the Capenhuwrst tower has been made redundant. (Ed- GCHQ are now using
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different methods at interceptiong these communications - at several points). The koD is tying to
soll it off it would not make a very comforiable home, and it is hard o see what legitimate
business might now be interasted in it. The Defence Estate Organisation said thet it had exdended
the time for offers to be mads, and it would accept bids for the tower. The Home Office said: “in
accordance with standard practice, the Govemnment does not commernt on alieged interception
activity.” BT said it does not wish to comment. (Ed. It wouldn't be allowsd to under under the terms
of its contract agreement anyway). The former Taoiseach (Prime Minister) Albent Reynolds lad Irsh
poiiticians in demanding an explanation from Britain,

BRITAIN - FORMER GCHQ SITE TO BE WILDFLOWER HAVEN - A chance to creafe the largest
ancient wildfiower meadow in Britain has arisen at a site being sold by the Ministry of Defence. The
580 acve former Blakehill airield, near Cricklade, Wiltshire, was a base for Dakotas and gliders in
D-Day and Amhem and hes since besn used usad by GCHQ as a communications centre. All but
one of the serials have been removed from the site, but the masts protected the grassland, its
wildftowers, butterflies and birds from destruction. A circle of pristine rich grassland exists where
each mast stood. (Ed. CSOS Blakehill was an cutstation of GCHQO used for exmarimentsl HF work,
ard around 10 years ago wes sarmaried & the receiving end of an OTHR run by LISAF, with
ranemiiter ot S David'e }

U S AJCUBA/CHINA - ELECTRONIC WAR AGAINST YANKEE IMPERIALISM - If the idea of a
Russian SIGINT Station in Cube was not too close 1o comfort for the USA, now China is getling in
on the act. According fo reports the Chinese have installed two Lourdes-like eavesdropping
monitoring facilily in Cubs. The bases are disguised under the pretext of a loint Cuba-China
communications verture. The principal listening facilities are northeast of Santiago, in the Bejural

zone of La Hebana province. The Santiage site is dedicaisd © monitoring N Amanican military

ielite communications, wiile e La Hebana site primarlly mondtors US ielephons
communications. "For China the uss of Cuba as & hase of elecironic savesdropping is of
fremendous imporiance because it signifies for them a strategic placement in the reargusrd of the
United Siafes”, commanied an ex-official of US inteliigence.

Chira have aiso siartsd sending China Radio internationa! broadcasis beamed to the USA from a
site near Bejucal, southeast of Havana. Strong interference and false air treffic control transmissions
have also besn DF'ed by the FOC to Piner del Rio, Cuba. “This is a delicats issus that is Weated
practically in 8 secret atmosphere because of its political implications®, commented a source. The
Chiness basss &'s an sddition 1o the slectronic esplonage stetion In Lowdes, province of Havans,
that Russia has continued o operate since the disappearance of the Sovist Union and for which
Cuba receives $200 million anrsaly.

Fide! Castro’s relations with China have a volatile history. When Maoist China and the USSR paried
comparny in the 1880, Castro chose o stick with the Russisns, who ssemed o offer bstier support
and & better payoll for his offorts o sproad reunlution throughout Lafin America. This soured
Cubg's relations with China. At the Summit Conference of the Non-Aligned Movement in Havana in
1979, Castro aitacked the Chinese and the U.S. es two "archenemies” of the developing world and
ridiculed Deng Xiaoping as a "numbskull® and a “puppet”. Daspite this baggage, relations improvsd
somawhat when Sino-Soviet relations warmed under Mr Gorbachev. The collapse of the USSR and
Castro’'s desperate need for economic and military aid aliowed China to step in the political vacuum
left by the Russians.

China has executed an army colone! and a relired general for seling military secrets to Taiwen,
sccording to a Taiwanese newspaper report. The spying allegations and executions have not been
reported by the strictly-conirofled Chinese media. Beijing still regards Taiwan as no more than a
rabel province, which must be reunited with the mainiand.

USA - CONGRESS - CONCERNS OVER "ECHELON" - Following recent reveletions in Australia,
Canada and Europe on an US-UK international signals intelligence network iown as "ECHELON,”
Peter Goss of the Association of Former Intelligence QOfficers (AFID) has requested access to NSA
files conceming the legality of the surveillance system. Goss and Bob Barr succeeded in attaching
a requirement to the Intelligence Authorization Act that would require NGA, the CIA and the Justics
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- Dept to prepare a report on ECHELON for the congress within 60 days of its enactment. The report

would describe the legal stendards employed by elements of the Inteligence Communilty in
conducting signals intsliigence activities, including electronic surveiliance. This would include
systems like ECHELON that savesdiop on international telecommunications. As Barr expleined,
Congress is concemsd about the privacy rights for American ciizens and whether or rot
constitutional safeguards are being circumvented by the manner in which the imeliigence agencias
are intercepting andfor receiving intemational communications back from foreign nations thef wouid
otherwise be prohibited by the probibitions and the limitations on the collection of domastic
intelligence.

USA - US WARNS RUSSIA OVER SPYING - Russien spying in America has reached Cold War
levels and the US Ambassador in Moscow, James Collins, hes officielly wamed the Kremiin to
desist. The Washington Times said Mr Collins told Viadimir Putin, former head of the KGB that
Russia must reduce the number of intelligence officers in America or face a cut in iis diplomatic
representstion, following three spying incidents in eight months.

HUSSIA - VLADIMIR FUTIN - Confirmed now as Russia's filih Prime Minister (and perfiaps scon ©
 be votsd in as President In 17 months nesd not be & cause for suspicion or alarm among Westem
govemments. While there is good reason to suggest he will survive in Moscow's present political
climate, his 16 years as a spy end 12 months as director of the Federal Security Service provide an
indication of the type of man with whom the Wast is going to have to do business.

FRANCE - DGSE COUNTERS ECHELON SYSTEM - The French magezine Le Point reporis thal
France systematically listens in on the telephone conversations arkd cable wweffic of many
businssees bassd in the United Sistes and other nations. The asticle elso reports the French
Government uses a neiwork of listening stations to eavesdrop and pass on commsicial secrets o
French businesses competing in the giobal economy. The ariicie goes on to siete that the Franch
socret service, DGESE, has esteblished listening stations in the Dordogne (Southem France) and
sleo in its overseas fermicries, including French Guiana and New Caledonia. The article is atiributed
@ an unsnamad “serior official within this branch of the French secrel service”. The repoti aso
shatas that the Germans bought into the French Helios 1A spy seiellite system and are being given
access to political end economic ssorels as part of a Franco-Genman agreement 0 compete with a
commercial information agreement between the United States and Britain.

USA - CIA ADMIT THEY PICKED WRONG TARGET - The CIA picked just one farget during the
11-week NATO bombing campaign against Yugosiavia, it tumed out 1o be the Chinese Embassy in
Belorade rather than the militery and wespons procuremsnt heaguerters identifisd by the agsncy
planners. "t was the only target we nominaled®, George Tenet, the CIA Direcior, said at a hearing
into the bombing which has strained US-China relations. Testfying before & House commitiee
hearing, the CIA chief said some of his agents knew the coirect location of the smbassy bt wers
not involved in the target planning. The CIA has said that outdated maps led to the bombing of he
Chinese Embassy, but the deep embamassment of the inteligence agency has now been
compounded by claims thet the sirest address of the infended target was found on the Intemet and
co-ordinates for the bombing were then roughly estimated based on the numbering of parallel
strest. An unidentified analyst, who was familiar with central Belgrade, was quoted as telling his
superiors in the inteligence agency: "'m not sure that's the right building”. The waming wert
unheeded by senior officials at the CIA and US military commanders in Europe. (Ed. another raport
claims that actually they selected the right target, and was besed on intelligence received).

The United Ststes is reporied to have begun a top-secret {I} plan to topple Slobodan Milosevic by
using cyber-warfare to suck monsy out of the President's overseas bank accounts. They are also
funding money for the opposition and the broadcasting of westemn programmes into Serbia. The
US is devoting increasingly large amounts of money to information warfare to allow it to tamper
with an opponent's technology. The Information Operations technology Center (I0TC) is housed at
the NSA, and was activated last year, according to William Arkin, a US expert on cyberwar.

USA/GUY, - LISTENING STATION DEAL - Agreement between Guyana and the US on the
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implementation of a surveillance treaty is neer, reports Siabroek News. The post wil be localed at
the Cheddi Jagan International Airport, Timehri. The personnel (US armed forces) io be attached to
the listening post are to “interpret daia and facilitste communications®.

Ed Nots: Our confributor informs us of the following: Given the recent rebuild of the Guyanesa
Telecomms system by an American Suppiier, the word "Echelon’ will become more than a word as
far as Guyana is concerned. in addition to the infallation at Timher Airport the telephone exchange
and microwave towers are also located there, and the transatiantic tropo system is located on the
sea wall not that far from the American Embassy. Near to Timheri Airport Compound is the Guyana
Defence Forces {GDF) Barracks. There is also a Sterba Curigin Array thet i waiting © be
reconnected and a few 8R1 covert artennae lying around. %

POLAND - NATO FEARS RUSSIAN SPY RING - Polish counter -inteliigence has arrested three army
officers on charges of spying for Russia, as evidonce grows thet Moscow has established networks
of agenis on NATO's newly-created esstem front. According to govemment spokesmen, the
officers worked for the Soviet Union undil its collapse after the 1991 coup, and then, without pauss,
for Boris Yeltsin's new Fussian State. All thrse were commissioned during the commurnist era ancd
wore said to be motvated by pro-Fussien ssrfiment They sre uniypical Most Poles remain
anti-Russian, pro-Western sentiment is sirong and intelligence ties are close. Wastem intelligence
agencies have been monitoring the revival of Flussian inferest in cenfral Eurcos for some tme, but
countering ihe Russian intelligence threat among MNATO's new members is exiremely difficult.
Pradiciably, Moscow's men are able to recnit among former friends and colieagues in the sacret
polioeandaanedfomRussiaa!sohasavaststoreofimeﬂigememﬁaigameredby
communism's giant snooping apparafus during the Cold War. The information is held in &
top-secret archive, the so-callsd Blackmailer's Treasurehouse. it hokis sensitive details on the
private lives of tens of thousends of cilizens in NATO's new members, that lesves the certral
Europesns at 2 massive dissdvaniage, for they cannot judge who might be vulnerable,

USA - ANNUAL U.S. INTELLIGENCE REPORT RELEASED - A newly reicassd report says L8
intelligencs apencies must incresse cooperation, as well ae devalon new technicues and
tachnology, to quard agsinst threats from hostile countries and groups. The report indicates that
two categories of tweats will cocupy the U.S. intelligence community's gitertion “for the forsasebis
future®, it states that these thwests come from the United States’ strategic rivals, Ching and Russin
*as wall &5 Wom regional worries such as North Kores, lren, and lrag: and the transnational threeis
- organised crime, narcotics trefficking, proliferation {of weapons of mass destruction), information
warfare and temorism.” The report pointed out the need for the many elements of the notoriously
fragmented and parochial intelligence community to work more closely.

Mearmhile the Federal Bursau of Investigation (FBI) is proposing fo creste a division devoted solely
to huniing spies, panafagavmem-widereviewofouuntaﬁnteﬂigama. American intelligence
agencies have increasingly focused on threats of temorism, causing counterinteliigence efiorts to
dwindle, reacting to criticiem of ite handiing of suspected Chinese espionage at nuciear weapons
iabs, the govenment is changing procedures, including adding special sguads of FBI agents & the
iabs.

SERBIA - SERB COMPUTER VIRUSES INFECTED WEST - Pro-Serbian hackers attacked more than
170 orgenisations woridwide, including some in Britain and the U.S. in & cyber war directed at
smnﬁngdamkwwmpumrsyswnsinNATOcomMesduﬂngmxosomnwmmBm
m,amwmm,memﬁnﬁm Latvia, Lithuania and
eastemn Europe, targeted banks, internet service providers and media organisafions in revenge for
NATObmnbingcmnpaigm.MnnmemhmmsystminSmbiawasdemwdmhmkars
smmmdmoﬂmrsympmnﬁcmmiesmwmmdrcempdgn.mm,mmpm by
m.amwmmmmmﬁwmﬂmm@.mmmm
" the Cabingt Offics, which is monitoring the growth of cyber crime. The e-mails carmied hidden
wnsascwEMeddwhgmmasysmmbrmmmmmstmﬁngdmmmm
mmmdm,MImmmammmmdmdmmm.m
Matsi, mmdimmum,w:mimmmmmmmgm
for the first time, political activiem &s a force for cyber terorism. You can have a small bunch of



peupleinarelaﬁvdyfmbtaoow%hywhid\havebsenanadmd bymﬁmigmmmmasinﬂmmﬂd.
And mmrmwmwmmimmmmmmammmMemm
having the firepowsr.”

BEITAIN - THE GOLDEN AGE OF WIRETAPPING - The old chesnut of 'crime’ is again wheeled out
asamtha&lmmhrreadingoﬂwpmp!ese-maﬂs.Aspeciaiis&wde—umldnguﬁtisbeingset
up with funding of betwesn £45-20 million, it will draw stff from GCHO - but will headhunt top
code designers from the priveie secior, “fou could compars it fo cracking the Enigma code during
Worid Wer 11, said one senior QOVEMIMENt SOLICA. "We need an Alan Turing for the Intermnet ags’.
Ttwguvermnamvﬁl&beatpaimmallaviaarsofaaigBmshefsmeinmmpﬁngpersunal&maiis.
‘Theideaﬂw&wermvaanyinmrestinmewmmwﬁuaﬁomofawoneawmansmbuscdmimﬁs,
or irddaad the resources, is laughable, seid e Nagional Criminal intelligence Service (NCIS) source.
SommﬂiﬂwﬂmmweinmmgaMW&mﬁbmpﬁwm

Bm.is’BigBmmar’IMdnginwawmpuherordidasoﬂwedesignersimpiyusemmmm
acronym? Following claims thet America’s NSA had insertad & secrst key into all nost-1885
mmotMmWsmmﬂwsupﬂaﬁngsymmsomnmdmadprivatea—mailsand
documents. Tha cleim, fiercely demied by Microsoft, follows the discovery by Andrew Femandes,
Chief Scientist at the Cryporym Comporation in Ontario, of en element in the Windows operating
sysiem lebelied ‘NSA key. crypiagranhers say the key is guidenca of a long suspected secret deal
hotween Microsoft and the spy agency. Embedded in every copy of Windows 95,98, MT4 and 2000,
the key could emﬂemﬁ%hmmnﬁ&sﬁﬁalémm,mwsay. But Microsoft claims the
choice of initials reflects the fact the NSA ie responsible for reviewing data-scrambling software and
hardwammemwecompliamawimusmregdmls. meer,mwexpaﬂssaymnﬁk
hes a record of rigging export Softwarns. Companies such as Lolus, Netecape and Microsoft agree
n alter scrambiing systems in lrdemst safwars to reduce securlly levels for users outside the US
under pressure from the NSA. :

LSA - ZAP! ., AND YOUR Pre DEAD - With $500 and Tip o the hardware siore, sahoteurs can
huild 2 device capeble of disrupting computers, vehicles, medical equipment and neary anything
eisa dependant on dmmm,wdingmanexﬁawengim, David Schwiner of Califomia, Wio
demaongirsted a homebiow COMpPULe? deathray o the infowsCon '8 Corferencs in Washingion.

L DWHQGANYOUTRUST?aAMWMUmeMyiMIigwm, Coionel Peier Regl,
msuspandodinmmWamm,wmmﬁmm%m%ﬁmmmm i
MQmmmwmﬂrdswmyEinMMruwninwiigmm. Mr Regii was
mmammminmsdm,mw,msm@mm
cm.rgesoffraudmathisbosseshadorderedhimtobuyasmckaf%smaﬁsrms,mmm
soplisticated sniper's fifles, for & secret imsHigence unit not under governmant comrol. Mr Begll
mchhHsmaaﬁimnmdimetyrqm?ﬁsalbgaﬁms.TMamirbeganvﬁmm
imimmm:Mrmmmmmwmmmm%m
hismrﬁmﬁiﬁyinﬁiﬁganceai&egﬁmmhadsﬁ»&eﬂ@nbyumﬂégngm:aeeﬁngs
a.ndminmsforﬁveyears.Mﬂmmmdmmimy,%ﬁdmwmmmybma
memmimmmmmmmggmmm&mm,mpﬁupwm
direcﬂyﬂ'ommeSwiscemalbarﬁ(.Has;bsaqumﬂyiaﬁedoﬁonmﬁchdid&yshpﬁvaten:raﬁ,
mmmmmmdalﬁedlm.ltmwmsmma,mmmmy
mmwomermes,MrBdiasiwsscmrgedvﬁmmmhmdemg.mmammmo
that he had collected was uncovered in & warehouse near Bem, the capital. Mr Regli
dmmmmmmmmwmmMawaw.lnhatease.onwmss
Wmurmwmmmmm?msmdmmm,mnog,med
obliquely of "arms trading® and "organisad crime’. YeerBellasi‘samowﬂofcovmropemﬁomis
notbeyondmebomdsofcredibiiity. In19903witzarland,alongwimsweraiomerEmpean
cowwies,dmamdmnmembmﬂeginﬁpemﬁm@adw:dwingmeooldwar,like-mindsd
mmmmwmm«mmm,mmmmmm
ofwuapms.ﬁﬂwoddliainmittnﬁgﬂoommwﬁsm.TheSMesmits,Iammasl‘-i—zﬁmd?—ﬁ,
mdmrnledshorﬂybeforewnegﬁbacunespynm. Even sceptics of the story about &
mmm,mmmmmmmmmwsmwmmmm,m
Tsdnpp,arewnﬁmedﬁ’ﬂtseniorafﬁddsmewmgmwvarmsomeﬂﬁngmresabus.
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BELGIUM - KGB TRANSMITTERS FOUND IN BRUSSELS - Belgian authorities, tipped off by the
British Secret Sewice {SIS/MIB), have discovered thres caches with KGB radic transmitter/receiver
equipment buried in the woods oulside the capital, police report. It was unclear when the
equipmant had been dug in, but it was most likely during the height of the Cold War. The Soviet
spy agency’s equipment was found three to six feet underground, said Jos Colpin, the spokesman
for the Brussels prosecutor's office. "It was only radio equipment and there ware no explosives,” he
said. One cache was discovered closs o Leuven, soms 15 miles east of Brussels, another just
north and third in the woods of Halle, some 12 miles south of the capital.

(L

BRITAIN - PHONE TAPS RISE - (information for pul onsumption) the lstest published figures
indicate that telephone tepping and mail Interceptions rose by nearly a fifth to record levels. The
number of telephone taps authorisad by ministers in 1908 was 1,913, compared with 1,647 in 1997,
mail intsrceptions were 118 compared with 65 in 1887, In 1888 the Government authorised a toial
of 519 phone taps and mail intercoptions compared with 1,712 in 1987 and 2,031 in 1998,

BRITAIN - MI6 BOSS FLEXES HIS BIRO | - The new heed of MI6, Richard Dearlove, has put the
ecrewrs on hie old echool, Monidon Combe, for publishing a revealing dossier about his early years.
WMir Deariove, 55, who became fop spook in July, is showing “confroi freak” tendencies. When he
got wind of the fact that the Oid Monkionian Gazeite was running a profiie delalling his academic
and sporting prowess, as well as gossip gleaned from his contemporaries, Deariove went on red
alert He carshully vetted the copy beforehand, and has since asked the school fo keep quiet. "He
asked us not 1o make any comment. “Cur hands are tied I'm afraid,” a spokesmar: for the school
said. Heaven knows what he was worried about. The only thing able 1o be {0 unearth is that his

classic Stenley Kubrick cold war film. Or maybe not |

RUSSIA & UKRAINE - SPECIAL SERVICES TO COOPERATE - A working meeting of the heads of
the Ukrainian Security Service and the Federal Security Service of the Russian Federation hes been
heid in Yalta Chaiman of the Ukrainian Security Service, Leonid Derkach and Director of the
Federal Security Service of Russia, Nikolay Patrushev, signed a numbsr of documents on
imeracion betwsen the two special servicss wiin ihe framework of the discusssd issuss.
According to the report from {TAR-TASS news agency, Moscow, the agresments contain
considereble potential possibifiies for further development and sirengthening of mutually

BRITAIN - PENTAGON GUARDS! - The UK-based company, Group 4, has won a cordract to
protact the Pentagon. The company will provide a computer-based system that will confrol access
1o the Pentagon with 1,000 machines to read more than 50,000 *sman-cards’. Tha company refused
to disclose the vaiue of the confract, but described itself as the “world ieader in access conirof®.

RUSSIA/CZECH REPUBLIC - REBUILDING WORK CONTINUES! - Russian spy's are rebuilding a
vast sspionage network in the Gzech Republic at a time when the country is being integrated into
NATO's command structurs. Acconding to a confidential Czech government report half of the the 63
diplomais and 104 other staff at Russia's palatial Prague embassy are spies protected by
diplomaﬁc‘immunity-gi\ﬁ'ngmasdewindawonmwm Prague has now become the
regional centre of operations for Russia’s military intelligence agency, the GRU. The Czech report
points to a high volume of communications between the GRU’s Prague residence and stations in
Germany and Austria - suggesting that it co-ordinate's activities over a wide area. The spy-masters
are aided by a number of “ilegals” - agents without diplomatic immunity. These are thought to
include former Red Ammy oficers who marmied Czechs during the Cold Wer, and Russien
businessmen. Embassy staff are aciive in hiring new agents and reviving dormant networks left
behind when Soviet forces withdrew eight years ago.

$Acknowledgments: Paul - London, ‘intercepts’ vie-D, Tom Sevart, Declan, Richard, Duncan
Campbell, Paul Lashmar, Sonny, Sunday & Daily Telegraph, The Guardian, The Observer, Miami
Hersld, The Times, Washington Post, Stabrosk News, United Press Intemational, USA Today, The
Economist, Politech, Reuters, Jane's.
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LOOKING BACK WITH 'D’
"MOSCOW NIGHTS" - THE STORY

OF FRANK CLIFTON BOSSARD

On the afternoon of March 15 1965, a 52 year old rocket expert from the Ministry
of Aviation, Frank Clifton Bossard emerged from room 229 in the ivanhoe Hotel,
Bloomsbury, London and was promptly arrested by Detective Supt. Wise of Special
Branch. This was the culmination of months of investigative work which resulted in
the arrest and conviction under the Official Secrets Act of this extremely damaging
mole who had been on the payroll of both the British Government and the GRU.

Bossard's background was humble and impoverished which left him with a great
inferiority complex and a desire to move up in the world. He was incapable of
resisting easy money fo finance the good life, a tralt which eamed him a jail
semence for fraud in 1834, He had many jobs upon leaving school including
working in a radio shop and receiving technical training in wireless in a factory in
Munich in the 1920s, where he appsered to take an inferest in the Nazie. The
British Govemment subsequently began to take an interest in him.....

During the war Bossard secured a commission in the RADAR branch of the RAFVR
and he served in this capacity until 1848, The authorities did not know that he had
lied about his crimingl record, his academic qualifications and forged one of his
reference. He subsequently became a Radic Instructor in the Ministry of Transport
and later the Signals Officer at Prestwick Airport. From this job came his crucial
move in 1851 % the Conirol Commission in Germany where he had his first
contaci with the inteliigence woild. He laler transferred to the War Office as a
Senior intelligence Officer in the Scientific and Technical Branch. From 1858 he
worked in the MOD’s Overseas Ligison Branch of the Joint Intelligence Bureau and
subsequently continued his job in Bonn. His final posting from 1960 was in e
Guided Weapons Research and Development Division of the Ministry of Aviation as
an engineer. He clearly had a lot of highly secret jobs and, unknown 1o the Sritish
Govemment, he was actually a traitor and had been working for the Russiens for &

number of years, using radio to help him in his espionage activities.....

Afier his arrest and trial in camera, where he pleaded guilty, he made a confession,
and this is the only information made public about his recruitment by the Russians
and his highly damaging espionage activities. There was no way of checking the
accuracy of his confession as Bossard’s capacity for lies and deception were only
exceeded by his enormous greed for cash, which was his sole molivation for
spying. Bossard claimed that in the summer of 1961 he was eating a sandwich in
a pub in the west End of London when he got into a conversation with a man at
the bar conceming coin collecting, which was Bossard's hobby. He felt that the
man knew something of his work because the conversation came round to the
issue of technical transiations and Bossard was keen to do such work to boost his
income as he was short of cash following his retumn from Germany. The man said
that he could probably help him financially end suggested a lunch meeting in a
few days time at the "Magic Carpet" restaurant in the King’s road in Chelsea. At the
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lunch the man suggested that he meet Bossard at the St George's Hotel in
Holland Park the following Saturday, which Bossard duly did. At the meeting the
man revealed that he was employed in Intelligence work at the Russian Embassy
and said that he was interested in obtaining information. Bossard left the meeting
with two hundred pounds. He was hooked and on borrowed time. This story
appears to be a fabrication and it is more likely that he wes recruited by the
Russians when he was working for British Intelligence in Germany. Past of his
duties at this time involved interviewing refugees and defectors from the East in
order to glean scientific intelligence from them. Some of these people were
undoubtedly Russian agents and no doubt reported information about Bossard
back to Moscow.

The Russians supplied him with a list of Dead Letier Boxes on a piece of microfiim
about six inches long which was read with the use of & magnifying glass. He had
to leave information about guided weapons at various locations in the early
evening on the first Saturday of certein months, The Russians paid him in the
month following his deposit of information. He always collected his money within
one hour of sunset and dropped off his information within half an hour of sunset;
presumably to aid in countering surveillance. Bossard received over five thousand
pounds for his spying, and on one occasion even had to meet a Russian agent ai
Cobham station in Surrey. This meeting was called because Bossard's films had
been so well concesled in a Dead Letter Box ai East Clandon in Surrey that the
GRU were unabie to find them!

The Dead Letter Boxes were constantly changed and this is a routine, prudent
security precaution. Each drop was known by a letter of of the alphabet and nine
had been selected. One was a fixed meeting place which was to be used ejther on
instruction from his controller, known as "Gordan®, or on radic instruction from
Moscow. At this location in Wiythe Lane in Carshalton he was fo caity a copy of
“Time* and wear a biack and yeliow tie and if challenged say " was in Lisbon in
1961".

From 19863, instructions were passed to Bossard via Radio Moscow and he had to
listen at 07.45 each moming and 20.30 each evening on the first Tuesday and
Wednesday in each month. Bossard said that certain wavelengths were specified
and it is not clear from reading material on the case if the broadcasts were from
Radio Moscow or a transmitter used by Soviet Intelligence. Peter Wright in his
book "Spycaicher” does say that the transmitter was a GRU transmitter in the
Moscow area and GCHQ had knowiedge of the tunes which were piayed. He had
to listen for certain tunes e.g. “Moscow Nights" meant continue as all was well;
"Kalinka® meant a meeting the following Saturday and '‘The Volga Boat Song"
meant that use of dead drops had to cease immediately. This was the only contact
he had with the Russians which made for a very high ievei of securily. After his
arrest he said that the only tune which was played was Moscow Nights which told
him to continue spying and that all was well. The Police search of his home
revealed a transmitter/receiver which was equipped with headphones.

it was an expensive set and would give "very good reception of radio signals® {one
can be found in every ENIGMA members house no doubt!f)
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His working method was simple. He would read Ministry of Aviation files in his
office at Castiewood House in Oxford Street and then in his lunch break take them
1o a hotel in Bloomsbury which he would have booked earlier under a faise name.
He kept his pholographic equipment in a left luggage locker at Waterloo station
which he would then retrieve at lunchiime. He would photograph ali the
information he wanted, take the equipment back to the station and the files back to
the office and then pass the films on to the Russians. [t was that simple and all the
communication was done by innocuous tunes and coded dead letter boxes.

Bossard was caught because the West was tipped off about him by a ClA agent in
the GRU. He passed to the Americans copies of documents that Bossard supplied
so the traitor was himself betrayed! The highly classified papers he supplied had
only been seen by a few people in the Ministry of Aviation and after an enquiry and
surveillance it was noted that Bossard used to go to Waterloo stafion and retrisve
2 suitcase in his lunch-break. M5 subsequently opened the suitcase and realised
they had their man. This ied to his amrest outside his hotel room in Bioomsbury and
on May 10 1965 he was sentenced to twenty one years in jail. After the trial he
said that his wife never suspecied a thing because she believed thet he stilf
worked for British Intelligence 111

EMIGMA BOCKLET - Special thanks for all the Bookist orders which have
surpassed all our expadiations. We thank vou for vour patience. We have received
many positive comments - "Great Worlc®, "Conarstulations with publication of both

*Spooks® internet Group reviewed the Bookiet - they wroie "definitely worth having,
as it provides a detailed examination as to what can be heard today". The British
DX Ciub (BDXC) gave us a mention - Editor Tony Rogers comments "ENIGMA is a
very good organisation for coverage of Number Stations®. BDXC, 2 Lady Greys
Walk, Stourbridge, DYR 3RA, UK. or vieemail <bdxc@bigfoot.com>

REVIEWS The December issue of "Wircless Waffle® camies an article about
ENIGMA - Wireless Waffle Magazine covers all kinds of news and features about
the world of radio. More details from Keith at - 28, Sunningdaie Avenue, Easicote,
Ruislip, Middlesex, HA4 988, UK, or via e-mail <wirswaffle@hotmail.com>

ENIGMA was also reviewed in 'CRYPTOLOGIA’ a quarterly journal devoted to all
aspects of cryptology. It is published at the United Stetes Military Academy. They
kindly reviewed the newsletter and wrote - "Anyone with an interest in Number
Stations or wanting to learn more about this fascinaling subiect should find
ENIGMA very useful”. You can contact CRYPTOLOGIA - Louis Kruh, Esq.
Co-Editor, 17 Alfred Road West, Merrick, NY 11586, U.SA. Sorry we do not have
an e-mail address for this organisation.

On a less serious note ENIGMA was mentioned in *Salon Magezine’ editor David

Pescovitz wrote "ENIGMA was established in the mid 1990s and through it esoteric
journal, & nascent network of seekers was formed®. So now you knowl
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TAKING YOUR RADIO (TAPE RECORDER, CAMERA, COMPASS &
BINOCULARS) - FOR A HOLIDAY!

p- INTRODUCTION - For many of us taking a holiday conjures up the thought of
tropical beaches and laying in the sun doing nothing! But we can still enjoy our
hobby whether we go to Bodmin or Budapest. Taking a portable SW receiver away
from our usual lecation can provide interesting results and a few more clues in the
Numbers Station puzzie.

> A WORD OF CAUTION - Before we get started let us just mention that
discretion ig important. Most authorities do not encourage people with radios to
come along to secret installations - they have men with guns!- You don't want to
get arrested as a spy - or even worse have to admit you are an ENIGMA member,
which will only encourage them to keep you in prison a few more days while you
try to explain! - Personal safety is important, - but you can, of courss, listen from
your hotel room, however, SW signals and metal framed buildings are ofien
~ incompatible. Many transmissions are reduced to the sort of sound a dentist’s drill
might make if submerged in custardi

P TWO OPTIONS - Basically, there are two options when listening away from
home. The first being io choose a good iocation and simply monitor - the resuits
should, depending on where vou are, give a gocd baseline of signal strengths
{measuring the signal against that heard at home can be very useful) and activity
levels. It is amazing how much difference 300 miles can make to signals. Many of
the stetions we hear in Europe are targeted to nearby countries and therefore use
relatively tow power - so whai may ssem weak in Britain may be bending the
needie in Gresce! Using this simple method we have been sucoceseful in narrowing
our directional field when attempting to locate transmitiers. Another benefit is that
the extra logs can often fill in missing paris to scheduies, or reveal transmissions
which may be inaudibie at your home location due to timing or propagation.

The second approach applies equally well in the case of a holiday taken in your
home country or abroad. Visiting fransmitter sites can provide all kinds of
interesting information (the easlier cautionary note applies). When within close
proximity of a site, the ground wave signals will be very apparent, and can also
produce spurious signals in the receiver. During these visits it is simply a case of
noting what type of signals you hear and their frequencies. Number Stations are
" not always easy to find, but don't be disappointed - anything interesting we would
like to know about - Noises, Data, Voice, Morse, Teleprinters, Jammers! It is now
~ increasingly the case that many types of transmissions send no audible (clear text)
identifications, so monitoring at the location, or DF fixes are ali we have to go on. |
don't doubt that some readers will be saying "we know all this" but to coin another
phrase, "the proof of the pudding is in the eating®, and it should not be
underestimated how important your logs/reports/site visits can be in revealing vital
new leads and information. Have a good holiday and don't forget to send us your
logs and observations - we will deny ever having heard of you if you get arrested!
~ Some holiday reports follow.
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B READERS REPORTS - Our first report is from Simon (Shropshire). "I have just
refurned from one of my stints in Zakynthos, Greece and as promised here is my
synopsis of whet's available on the SW there. As expected, our (E15) friends
Nancy, Adam, Susan, and Frank, Young, Peter were very strong indeed when |
managed to catch them. Their schedule seems to be very erratic just lately. You
know how disterted the E15 audio is here? Well, believe me, iis worse in Greecesl
(E3) Lincolnshire Poacher) and all the (E10) Phoretic Alphabet Stations were much
stronger in signal and audio at all times, especially ART on 5437 kHz together
with that annoying 7.5 second Data burst (see ‘Buzz’ section this issue re-data
signal) that rudely interrupts every minute. There was no sign of (E3a) Cherry Ripe,
although | did not make a special effort to monitor this one. The Counting Station
(ES) although audible, were of very poor signal strength - obviously they have no
agents in Greecel Perhaps Cynthia gets sunbumt easily?! Another station which
was giving very poor reception was the 3 message (E23) - The former Swedish
Rhepsody. Ed Note: Is £23 strong anywhers? There were nc other voice stations
heard at all, so it seems that E10 & E15 agents are at work in this neck of the
woods.

A few "‘Buzzes® were noticed, togsther with & few surprises. The Buzzer {325}
couild bare!y be heard at afl {fogether with that annoving hetr‘adynei) Howeaver "The
Pip" (S30) could be heard very clearty on 3756 kHz during hours of darkness. Also
“The aackward Music Station” could be heard very clearly on 5084//6685 kHz at all
times. When it was not making those stupid noises, it just sat there making a
strange clicking/tapping sound! But if, as you say, this transmissions is coming
from Raly, then no-wonder # is very sfrong in Grescs”

Also visiting Greece was Fob (Essex), his report from Acharavi, Corfu produced
very similar results - he writes "Nency Adam Susan (E15), Phonetic Alphabet
Stations (E10), Uncoinshire Poacher (E3) and interestingly Three Noie Oddity”
{GS) were ail very strong. (S28) "The Buzzer" was very weak, while “The Pip® (S30)

was a good signal on 3756 Kz, “Faders” {(F) were heard most p!aws on the
band with average signels day and night.

Other signais noted with good reception inciuded English & Russian Men (E7 &
S7) (these tend to be good most places, Russian transmitters!) And several
Counting Stahons (E5) on the higher frequencies, e.g. 13444 & 14600 kHz."

First, thanks to Simon and Rob for taking the time to write with details - they have
both provided an excellent base-line of what can be heard and the comparative
signal strengths confirm the results of our investigations info the locations of the
stations and signals mentioned. We haope that this short ariicie will inspire other
readers to take their monitoring habit on holiday, so please let us have the results
and of course have a nice holiday and stay safe.
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"EACT AND FICTION - A VAST SUBJECT"

4 INTRODUCTION - "Fact and Fiction a Vast Subject” seems the most appropriate
titte for this brief look at a subject which both fascinates and frustrates at the same
time. Let me say right at the outset that we can only touch on certain areas and for
those readers who specialise there are many excellent books and reference points
available on everything from The Cold War to encryption. We wanted however to
try and answer few common questions we are asked at ENIGMA and dispel a few
myths.

Also we would like to open up the discussion about Number Station encryption, an
area about which we receive regular letters and questions.

4 CLEARING THE GROUND Before we move onto Number Stations it may be
worth running over a few ereas that will clear the ground. In the Ancient Worid
according to the Greek historian Herodotus, a certain Histaeius once sent a secret
message by shaving his slave’s head, pricking out 2 message and waiting for the
haiir to grow again. The slave carried the message and the mission was a success.
Caesar wrote out an ordinary aiphabet, then wrote out the cipher aiphabet, but
with each letter shifted three places along. All this was well and good until the
industrial revolution introduced mass communications.

Two Worid Wars showed the imporiance of secure communications. in the years
leading up to WWI, Britain’s own MiS was gathering pace and had a large
database of suspects who were quickly rounded up at the outbreak of war. The
earliost reported case of mall intsrception was 1844 | Teking a lsad on your enemy
or even perceived enemy was a serious business.

| am sure that many readers will be familiar with the weil-documented war-time
work of Bleichley Park, the ENIGMA machine and PURPLE the Japanese
equivalent. Frank Rowlett, the American who led the war-time team who cracked
‘Purple’ died recenily, aged 90. A curious quirk in Japanese diplomatic language
meant that each cable opened " | have the honour to inform your Excellency.” The
iteration of this phrase was a gift to the code breakers.

After WWII a new world order was formed. East and West became embroiled in an
ideological struggle that was to iast 40 years. Technology marched on and with it
electronic eavesdropping - nothing was safe from the efforts of the main players.
Telephones, facsimiles, telex, diplomatic traffic, satellite communications and more
recently, e-mails, are all sucked in and processed, at first perhaps by people but
now by computers. Nothing is safe. The governments of Washington, Moscow,
London and The Euro State debeate the latest rules and regulations conceming
secure e-mails. Almost weekly we read that 'soft-encryption’ can be broken in
days. Recently the U.S. government standard [(DES) Data Encryption Standard] as
recommended to be used by business for secure communication was cracked in
just three days by the Electronic Frontier Foundation a leading civil lberties
organisation. The EFF computer ran tests at over 90 billion keys per second,
taking an average of less than 5 days to discover a DES key.
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If nothing is safe, then how do you communicate? Be under no illusion the amount
of money spent each year on electronic survellience is almost beyond
comprehension. Knowledge is power, and things are more complex than ever.
During two World Wars we knew who the enemy was, during the Cold War we
also knew the enemy, but today, things are very different with many couniries each
jooking for a moment of fame on the worid stage.

4 DISPELLING A FEW MYTHS - Over the years articles about nurnber stations
have come and gone; several books have been written, and thousands of pages
of speculation written about this very closed subject. The debates on the Internet
continue yet some of the myths surrounding number stations seem difficult to
curtail.

©AN INTERNATIONAL CONSPIRACY 7 Many readers may be under the
impression that number stations evelved in an unstructured manner. The truth is
perhaps quite different. Within Europe &t least, rules were established at the end of
the World War II. If the whole subject wes a jumble then the job of monitoring
each others transmissions would be an impossible task. Certain ground rules were
established betwesn East and West The early players, Britain, France, Germany,
Russia and some East Eurcpean siates may have siiended a secrst meeling
{along with the ITU) at which it was established that each operator should have a
format to their transmissions and a particular ending. Interestingly the best (or
easiest) endings went first, what could be simpier than 'End’ 000° or "00000" - iater
piayers had to make do with what was left resuliing in ever more bizarme Worse
and voice formats and endings. Morse stations also use two different zeroes, —
e — — ' or the short '— ', an asset in identification or a split between East and
Wastem Furops? Perhaps the reason thet Lincolnshire Poacher (E3) and Cherry
Ripe (E4) are jammed is because no one thought to invite lran and China to the
secret meeting.

£ SMUGGLERS AND SPACE SHIPS ? Over the years many ever more outragecus
theories have sprung up about what number stations do. We have seen them alk:
transmissions for UFQs, automatic river depth soundings, snowfall figures for
Andorra, stocks and shares, betting odds | As the body of evidence has finally
swung towards espionage, more diverse suggestions have come to light. Drug
smuggling operations, international criminals, terrorists are all reported to be the
subject matter. On this point we need o go back to basics.

First the operators of number station know who each other are; they also, in the
main, know which transmissions originate from which agencies (some countries
have greater resources than others to monitor and coliate). Intelligence work falls
into several categories. The ‘lower leve!' areas of crime, drugs, money-laundering,
people-trading and intemational terrorism do allow for cooperation between the
special services of opposing countries. There is now a greater need to cooperaie
at these levels as dangers to whole economies are gresfer to all concerned.
However, we must not be under any illusion that there is a level at which special
services do not cooperate, and that is in the field of espionage. It is at this level
that number stations operate.




@ THE CODES CAN BE BROKEN? This is one of those common questions and
the answer is a simple no. If a civilian (outside the intelligence service) or opposing
monitoring agencies could read a number station message then it would be the
day the operator ciosed down. Earlier we mentioned that a computer running at
90 billion keys per second had taken three days to break a code. Numbers
stations have been running for 50 + years and no civilian has succeeded in
breaking into codes. We often see e-mail debate and ludicrous suggestions about
this subject, so let's examine the facts.

First of all, the code used by the majority of number stations is based on the
one-time system. From a listener's point of view we only have one of 3
components: the transmission (on which more in a moment). What we lack is the
pad and the decryption code. interestingly, the agencies of opposing sides are in
just the same boat. There are only a small number of options which are likely to
yield any results. The first is to capture or compromise the recipient - or they may
defect. At this point you may be able to leam a limited amount about the cypher
system employed. Some of the larger agencies archive all transmissions from
opposing agencies in the hops that they can be revisited should such a blessing
occur. The only other option is to try and break the code, but due to the unique
method employed no amount of ’brute force’ attack is likely to reap the intended.
result. Now we hate to be kilijoys, but thinking about it logically, I number station
messages could be broken by the 'brute force’ route of computer attack there
would be very few secrets left by now.....

From an individual perspective, we can ieam samerihiﬁg about the traffic. Building
up a large sample of trensmissicns may reveal if the code ie 100% rendom or not
(some are not). But this is about the limit. it is impossible to tell if a message is
genuine, or just generated for a perverse pleasure by an agency that enjoys that
kind of thing. Aiso it is not possible to check if the transmission conteins opaqus
fillers to disguise the true message or even the language of the message. Of
course agent ‘44D’ might just be back in iraq enjoying a few weeks with friends
and family, but we go on still recelving his messages - after aii & would be foolish
to stop sending them for a few wesks; it might just give the game away.

Not convinced by the scale of the problem? Well, how about a genuine code from
the former DDR. Remember that we only have the radio transmnssnon to go on not
the pad or the cypher shown below.

©F00D FOR THOUGHT! Because Number Stations do not use the same
technology that can be found in complex elecironic encryption you may wonder
why it is so very difficult to break. Like many things that are snmplethey are both
effective and robust.

if you heard the following 5F groups how long do you think it would take to make
out a message? You have to consider that you do not know the language of the
transmission for certain, nor do know if the message is genuine or just dummy,
nor do you know if it contains opaque fillers.
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The transmission sends 41621 02151 30752 84192 it contains - two=0s, five=1s,
four=2s, one=3, two=4s, two=>5s, one=86, one=7, one=8 & one=9. But none of
this really helps you |

Below is a genuine DDR Numbers Station page decoder. It is Code 6 from a larger
set. Possibly Code 6 is only used by one agent and the 6 may denote Saturday.
On other days codes 1 to 5 or code 7 may be used. In addition the recipient will
have a pad of numbers. These are each used just once - one page for each
message. When the message has been decoded the page will be destroyed.

AEINRS CODE
Dev disg B . 4.8 6
A BCD F GuH>doK L
70 71 72 73 74 75 76 77 78 79
0 6 PQ B8 T U U Zoh
80 81 82 83 84 85 86 87 8889
gl AN W O
80 01 92 93 94 05 96 97698 98

Let's look al our message again 41621 02151 30752 84182. We have made it
easy; there are no opaque filiers and ihe language is English. We made it easy ic
use; you need to add the Numbers station message to the numbers on the pad
but do not canry. In other cases you may subiract one figure from the oihier, again
without canving to obtain a similar result.

MESSAGE P _H O N

Sl B G e
KEY 83 76 81 3 1 74 4 2 8 99 93 92
PAD s ©00 2800 @ Al TS0
TRANSM. + 41 62 10 2 1 51 3 0 75 28 41 92
= [83]
= [P]

For ease of transmission our message is broken into 5F groups. if we used a
different code page and a new pad the groups would be totally different even if the
message was exactly the same the following day !

Heppy Listening "End’.
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ENIGMA BOOK REVIEW

“THE MAN WITHOUT A FACE"

A review by ENIGMA reader, Andreas

Markus Wolf, an anti-fascist militart, who, with his family had to flee from death in
Nazi-Germany to the Soviet Union was later to become director of the Foreign
Intelligence Department of the Ministry for State Security of the German
Democratic Republic. Respected by Western intelligence services during and after
the Cold War, Wolf was tried on charges of "false imprisonment” and "coercion”
during 1997 by the German Federal Govemment - "The Man Without A Face® is a
fascinating view into the workings of the German Democratic Republic’s State
Security Service and its Director General.

Many readers will be familiar with the media coverage of the Markus Wolf tial and
will also have seen him on various television programmes looking at espionage.
The very idea that such a person could appear in public let alone write a book
would have been umthinkable a decade ago (indeed for British intelligence
personnel past and present such thoughts stili are).

The title of the English adition is "Man without a Face®, published by Time Books,
Random House Inc., New York, USA, the authors are Markus Wolf and Anne
kicEivov. The e of t:*@ German language edition, which is said to be an exiended
version of the English language original, is "Spionagechef im geneimen Krisg®, with
only Markus Wolf mentioned as the author, published by List Veriag, Munich, 1ISBN:
3-471-79158-2 -Priced at 44DM. 512 pages.

it is the German language edition which we will use as our reference. | spent a day
and a half reading the book from oover to cover after hurting my foot and my
employer, the Army, kindly allowed me to send this review!

in general, the book is quite interesting. You won't often have the chance o read
the biography of one of the world's longest serving spymasters - there aren’t many
of them. The book was obtained shortly after it was published in Germany, but a
disagreement emerged between Wolf and the former Minister of Inferior
(Peter-Michael-Diestel) of the GDR conceming certain statements which Diestet -
claimed had not been made. The book was later reprinted.

The first reference to number stetions is made on page 44. During WWIi Wolf lived
in the Soviet Union. As a young man he was trained for parachute jumping over
Germany. But the leadership of the German Communist Party in exile abandoned
these missions after it was discovered that the Nazi Abwehr had deciphered the
Soviet code for radic messages to the agents, and nearly all of them were
captured and executed.

In the early 1950s, the first years of the GDR, the process of establishing illegal
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residents in West Germany became a priority. It was particularly important to be
able to contact them in times of crisis when other more convantional methods may
have been dangerous. The illegal residents first received training in how to both
receive and transmit information and were irained to use a fransceiver which
would be used for sending fast Morse transmissions. (Another poiter to the use
of burst transmissions during the 1950s). These plans with the illegal residents
came 1o an abrupt end when an important member from the GDR HQ defected to
the West.

Later Wolf describes the downfall of one of their West German spies, the journalist
Helmut Ermnst. He had a car accident in winter and was taken to hospital. The
police discovered a Minox camera, which was standard equipment for all East
German agents at this time (around 1956). Also discovered was a modified radio
receiver, He hed some "exiras® in order to receive "the mysierious voices®, as Wolf
put it, that sent number codes over short wave with instructions from HQ. This is a
clear statement. (Perhaps Herr Kiingeniuss wili like that one - even now he seems
unconvinced that number stations are espionage related).

Wolf goes on to to describe how they trained their illegal residents in the sending
and receiving of Morse messages (again this confimne how important Morse
activity was and still is in the numbsers world). At first, all thelr personnel had to
iearn how to transmit messages by hand. They had very smali transmiiters, these
were later replaced as the MIS moved io using more Morse burst irensmissions.
The "burst generator” was no bigger than a cigarette box. Those involved in
sending messages back lived in fear of Westem D.F. agencies - but none were
ever caught as a result of sending these iransmissions back fo ihe GDA. He siates
that one-way transmissions were one of the most important methods of
communication. With a standard SW receiver it was possible to receive the coded
messages. The BND used the same system for communication with their own
agents. The method was simple and robust, but was reliant upon the ciphering
system.

A number of prominent cases are studied in detail; we will touch on some of them.
The case of Gerda O., "Rita®, wihio worked for the communications bureau of the
Auswértiges Amt (Foreign Office). All telegrams fromfto West German embassies
were decodedjencoded, so she had a good opportunity to view such information.
Later she carried out similar work in Washington and Warsaw. :

The case of Giinter Guillaume is also covered; he sent his information back using
cigarettes with microfilms in them. He also received radio treffic on a date of the
month schedule at predetermined times.

The case of agent “Wieland"® is particularly curious. He worked for the MfS-HVA in
West Germany. The Versssungsschuiz (BfV) discovered that he was a spy, and
wanted to make him a double agent - it was not difficult to force him. They
duplicated his one-time pads so that they could listen fo the messages sent from
Berlin. However, they did not consider the fact that “Wieland® immediately toid his
masters what had happened. So he became a triple-agent. One of the people who
worked for "Wieland" wes Klaus Eduard Kuron. Kuron later decided to change
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sides and spied for the MfS inside the Verassungsschutz. Kurcn sent his
information via a telephone line using a system not unlike a burst transmission.

Wolf also talks about the role of the MIS outside Europe. In 1982 when lsrael
invaded Lebanon the Soviels lost contact with their embassy and also with their
KGB staff. Only the HVA-officers had working transceivers so they contacted the
Soviets to assist with communication problems.

The HVA had also tried to get some agenis in the United States, but one was
caught and betrayed some secrets. So all the cthers had to be re-called. It was
also revealed at this time that the MfS had used one-way radic transmissions from
Cuba to communicate with agents. Wolf states: "It took years to build this
transmitter”.

in Europe they had seme success against US faciiiies. A Turkish worker from
Wast Berin fod information back about the NSA. The most important information
concemned the surveillance facilities of "No Such Agency". in Berin 1300
technicians worked on the imterception of radic and telephone iraffic. The
monitoring station Teufelsberg (meaning Mountain of Devil) in Grinwald was a key
part of the NSA/GCHQ's evesdropping effort. it was revealed that the Americans
had broken into the code used for transmilting foreign and domestic reporis
intended for/sent from the Central Committee of the SED, the GDR's ieading party.
The MIS HA I, responsible for radio surveillance found that the Americans were
able to obtain information on all troop movements in the Eastern Bloo countriss
includinig ihe USSH.

The MfS obtained plans concering US redio surveillance and a list of military
radic commangd transmitters which had to be rendered inoparable in the avent of
war breaking out. James Hall and Hussein Yildrim were caught by the FBI in 1988
and Hall was sentencad to 40 years imprisonment.

They also had a source in the USAF who gave information obtained from the direct
line between Ft. Meade, Maryland and Teufelsberg and the European NSA facilities
in Frankfurt/Msin. The Americans broke into the communications of the Soviet
military aitbass at Eberswalde, 25 km from Berin. They worked on 2 project to
take over the role of ground command stations in order to mis-guide aircraft. The
Airforce contact was Jefferey Camey. A friend of Camey’s was found dead with a
plastic bag over his head in his bath because he was suspected of been a spy.
After this, Camey asked for asylum in the GDR and defected . He worked for the
HA it monitoring English language radio traffic. Foliowing the coliapse of the GDR
Camey was kidnapped and brought back to the United Siales and was laier
sentencad to 38 years in prison.

| have only been abie to touch on the contents of this book in this review but | am
sure there is something for everyone with an interest the years of the Coid War
and the fall of the Soviet Union and Eastemn Bloc - and what better way to view it
than through the words of a real life Spymaster! Andreas.
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SIMON MASON WRITES
< hitp:/fwww btinternet.com/~simon.masor >

Hello and welcome to my column in the ENIGMA magazine. Firstly, it's been a
busy few months with a sesmingly strong interest in Numbers Stations from the
general news media. For example, in September, David Pescovitz, who compiled
the following piece on the subject, interviewed me for the U.S. magazine *Salon’.

P SALON MAGAZINE

Twisting the dial of your shoriwave radio, you come across the most "experimeniai’
sounding stafions you have ever heard. A glockenspiel fune is followed by the voice
of a litle girl specking numbers and letiers in what sounds like random order. A
tachno DJ's pirate radio mix¢ Performance art? No, you've stumbled across o
“sumbere Stofion * and the messoge inside the madness just wasn’t meant for you.
Somewhere in the world, o government spook, maybe CIA, M6 or Mossed, s

furiously scrawling down the numbers on a pad, a decoding key open of his side,

"Shoriwave numbers stafions are o perfed methoed of anonymous, one way
communication - spies located anywhere in the world can be communicated fo by
their masters via small, locally ovailable, and unmedified shoriwave receivers’, reads
the Web site of The Conet Project, an ouffit that's compiled 150 numbers stations
recording from the last three decades on a four-CD set.

And that's the short of it. For 30 years, inielligence organisaiions have ailegedly
broadcast one-way messages o their agents in the fleld vio shoriwave ond the
#ransmissions happen to sound weirder than any Stockhausen score or minimalist
elecironica vou've ever heard - o child’s voice or the obviously synthesized infonation
on whai's known as the “Lincolnshire Poacher" station, named for the folk song
accompanying the numbers.

"alleged" is o key word here when alking about the numbers stations” purpose, even
though it seems that everyone with their ear to the airwaves is in agreement as fo the
sictions’ spy conneclion. A rare mainsiream media arlide obout numbers stafions
published in the Daily Telegraph last year quoted a spokesman for the Depariment of
Trade and Indushy, responsible for regulating the airwaves in the U.K.: ‘These
(number stafions) are what you suppose they are. People shouldn‘t be mystified by
them. They are not for, shall we say, public consumpfion." :

But when | wandered into Aguarius Records in San Francisco’s Mission Dislrict, how
could | not consume? While | began browsing through the improv-jazz works of John
Zorn, the eleciro-acoustic ontology of Terre Thaemilitz and the surreal sound-racks of
Ethiopian field recordings, | barely noficed the sounds emanating from the store’s
stereo - a computer voice calmly ratiling off digits. Likely o new release, | thought,
from Robin "Scanner® Rimbaud, the British composer who injecis snippeis of
electronically eavesdropped cellular phone calls into his mixes.

The numbers continued fo flow through my brain as | shopped, though, present
enough to be disiracting but not repelitive fo be annoying. Call ii mutant Muzak. Affer




20 minutes, | found myself and the clerk in deep conversation about "the Conet
Project: Recordings of Shortwave Numbers Stafions,” one of the store’s “stoff
favourites”. Like the derk, | was hooked on the bits of Conet lore that were spread
like a culiural virus by the Aquarius employees and custemers. Probably unlike him, |
dropped $60 fo analyse the Conet CDs in the comfort of my home.

My preferred dose? One CD of Conet before bedfime. Repect if necessary. Be
warned, though: Side effects may include grainy and nihilistic nightmares starring a
greyscale spy cabal armed with an arsenal of dead media. Conet as soundirack fo o
1.G. Ballard noir documentary. Indeed, Bollord’s shyle of (non) fiction blends
searmiessly with the blurb on Conef’s siark, minimalist packaging: The origin of these
siations is in dispute. Their purpose is unclear. Some of these organisations should
have been closed down after the ‘end of the cold war,” yet they continue to fransmit
like clockwork."

And therein liss they mystery that lgeepq headphonas on hundreds of numbers
listeners around the world. Most of these people aren’t the avant-audio enthusiast
who frequeni Aquarious. They don't know musique concrete. These shortwave buffs
are knob-twiddlers of a different sort. For them, the process of numbers siations is
more inferesting than the product. Under the mainstream radar, numbers slations
Web sites, online chat rooms and e-mail lisls thrive with listeners sharing frequendies,

recordings, rumours, stories and speculaiions about the sirangesi sounds on the dial.

" you tune in fo the BBC World Qﬁn.ce you know where the shudios are, who the
infended audiaﬁ@a is ..ﬁ-.s where the transmillers are, bt with numbers skofions you
don’t know any of thot," says Simon Mason, a chemisiry lob supervisor in England
who in 1991 penned one of the first texts defailing the numbers racket, “Secret
Signals: The Euronumbers Mystery.” It's like a mystery novel or television show, but
the difference is no one will ever come out with a solution”,

Mason was a feenager twiddling the knobs on his father’s shoriwave sst in the early
1970s when he was first caught in the numbers fronce.

" listened to the Voice of America and Radio Moscow and eventually came across
shipping and aircraft stafions,” he soys. "l was able to find an explandtion for these.
Then i heard the sirange voice - someone saying, ‘Papa November’ for five minuies
while a snake charmer’s flute played in the background. And there was no
explanafion anywhere".

Convinced that he was just the vicim of ignorance, Mason's interest in shoriwave
waned. Unfil the 1980s, when he tuned in again and was confronted with the same
mystery he’d encountered as a child. Finally, he discovered a mention of the numbers
statfions in the American magazine Monitoring Times.

"That showed me that | wasn’t alone in listening o these things,” he says.

Several years of spending many hours a day tuning in and catologuing led to
Mason's "Secret Signals’. Shorily affer its publication, the West Yorkshire based
ENIGMA was established and through its esoferic journal, a nascent network of seeks



formed.

"Numbers station enthusioss are usually in their late 30s, because they would have
had to grow up with shoriwave, which most people consider a dead medium these
days, but also they’re usually what we call Anoraks, cbsessive nerd types info railway
engines and things like that," he says.

Chris Smolinski, for example, the 32-year old sofiware engineer in Balimore who
runs the Spooks Spy Numbers Siation Mailing List. With more than 300 members,
Spooks is where numbers enthusiasts meet and greet online.

“With the Net, | can post that I'm hearing something and instantly find out who else
around the world is heoring it," he says.

Recently, for instance, the list was abuzz with reporis of the first Franch language
numbers broadcast (not correct see-Vi2 Ed.). Based on formai patierns, Smoiinski
says, it was determined thet the stotion was most likely Russian in origin. ‘Also good
for a few online loughs are the fechnical gaffs common on the Cuban numbers
stations.

"We have jokes about how Castro can't do good radio, "Smolinski says. "Lots of fimes
you'll hear Radio Havana on fop of the numbers becauss someone plugged in the
wrong poich-cord. "Like most numbers enthusiasis, Smolinsld has @ sense of humour
about hie hobby. “Fortunately, conspiracy nuls haven't luiched on fo numbers stations
and given us o bod nome," he says. After oll, he and Mason have no delusions obout

would spoil the climax of the never ending story.

Basically, this isn’t "“The X-Files"

Toke the fime Smolinski visited what an online cssodials told him was a CIA numbers
station fransmission tower an hour southwest of Washington. In the middle of a field,
surrounded by a barbed-wire fence complete with U.5. government "no irespassing”
signs, are several radio towers. Did Smolinski jump the fence? "1 certainly wouldn’t do
something foolish like that," he says, before proudly adding that he "did get a few
nice photographs that | posted on my web site, After all, the government doesn’t play
games - they pretly much acknowledge the numbers siations and what they’re used
for".

Conet then, is a culiural arisfact, on audio snapshot of surveillance culiure heard live
or plucked from the airwaves, and bumed to CD. Not post-Cage chaofic while noise
that "just sounds cool® over a kick drum, but content-rich transmissions that, quite
simply, we'll never fully understand”.

My mind is still boggled at the thought of The Conet CD being played as
background "music” in an American record storel

P NATIONAL RADIO INTERVIEW
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After my interview for Salon came even greater exposure when David Goren for
National Public Radic interviewed me after | received this request: “I am an
independent radio producer based in the US. | am working on a story about the
shoriwave numbers stetions for National Public Radio’s "Lost and Found" series.
" ost and Found" appears as a weekly feature on All Things Considered, a daily
news-magazine. The series focuses on distinctive sound of the past 100 years “that
reveal a sense of place, and mark the passage of time.”

He needed a studio quality interview and as NPR has a reciprocal arrangement
with the BBC, he hired some time at my local BBC station, Radio Humberside. K
felt odd arriving there on a windy day in November to talk about Number Stations
and sitting in the reception room listening to the afternoon output of Radio
Humberside; its traffic reports, Women’s Institute meeting and lost cats only added
to this feeling. The receptionist asked me what | was going to talk about and as |
tried to explain, her eyes lit up and she said; "Oh you mean like the University
jeciurer? (see next Hem), and ! said Yes, that he had indeed listened o these
stations. At 15.00 UTC prompt the link was set up and David’s clear voice came
out of the right earphone. The interview went so well that we exceeded our time
siot of half an hour and spent over an hour talking. One thing that surprised me
was that there is a group of people in the USA. that don't have any interest in
Shortwave as such, they view Number Station recording as a new sort of art form.
They see the sounds akin to works by Philip Glass, Stockhausen and Cage. |
suppose if someone can release 4 minutes of silence then perhaps these
recordings do stand up as an ari formi

B LOCAL 'SPY OUTED!

The local connection continued when the BBC broadcast a series of TV
programmes sbout spying. The "Spying Game’ included detalls of ex-Stasi agent
Dr Robin Pearson, who is a leclurer at The University of Hull. In the show it
explained how Pearson would receive coded messages from the Stasi via
shortwave radic and as his house is literally iess than a mile away from mine, i
decided to take a iook. He was apparentiy on holiday during this time, as the
house appeared to have been unoccupied for quite a while. | tried to imagine him
tuning into the Gongs of G2 or the Four Note Rising Scale of GB inside the
ordinary suburban semi. On his return, | decided to write to him and ask which
stations he tuned into and what his method of decoding was, but unfortunately |
have not received a reply. | will write to him again sometime in the future, when
everything has died down and maybe this time he will answer.

B PAPA NOVEMBER LIVES ON?

Next Number Stations inspire poeisi On the intemet, i stumbled on this
extraordinary poem by a Mr Eric Egolf from the United States. | could not believe
that someone could have written such a thing, but here it is!

Papa November, where are you tonight?
Papa November, will you show me the light?
Papa November, whet do [ do today?
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Papa November, what do you wari me to say?

Papa Novemnber, where: is your voice?

Calm, reassuring, your frequencies roam;

The airwaves reverberaie with one solem question,
Papea November, when can | come home?

Papa November, cali cut my numbers,

Tell me your wish, send me on my way,

Papa November, voice of the night, o
Secret master of what takes place during the day.

{ serve my country in clandestine ways,

| walk among them, report back through the air,
You give me orders, no news from back home,
I'm stili stranded here, while you're over there.

ionotonous groups of five digit numbers,

My only link to the land that | love,

My work is my life, 'm always on duty,

But when | think of homs, it's just NGt encugh.

Everv night, at oh one hundred hours,
Papa November takes to the skies;
Gather more dats, find this official,
Leamn his agends, ssiablish more Hies.

Papa November, where are you tonight?
Papa November, what is you cali?

Papa November, you'li give me more tasks,
But | hope every night thet that won't be all.

Papa November, I've been here for years,

Papa November, I've felt so alone,

Papa November, call out my numbers,

Papa November, tell me when | can come home.

| had to ask Eric how he came to write the poem and here is his reply: "I never
actually did get to listen to it, in fact. My knowledge of the intricacies of listening
on the shortwave band is really quite limited. Still, | have found a fascination with
the concept of number stations - just the fact that right now, somewhere in the
world, someone is probably sitting in a less than friendly temitory with nothing
more than a small shortwave receiver, the only link back to the country they risk
their life 24 hours a day serving being a mechanised voice and maybe a few bars
of some brief, tinny music. That was really the sense | was trying to convey with

"Papa November', and I'm glad the numbers station enthusiasts like i - I'm not
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expecting similar e-mails from the spies. The selection of PN as the stetion

mentioned was more of a poetic license than anything else - i’s just a great name.
One station, 1 forget which, had a voice that screwed up the pronunciation of

- November - it came out "Novembreer® on the recording | heard - and | liked it s0

much that 1 still slip when talking to friends and say, "Yeah, I'm hoping to go visit
her sometime in Novembreer. Such are the types of things that atiract me to the
idea behind stations”.

| had to read this poem out during the interview at the Radio Humberside studio;

goodness knows what the sound engineers were thinkingt

i’s not just poets that are inspired by Papa November; a numbers station fan in
Oxford informed me that a local band had called itself after the G16 station. |
thought no more about this until | was reading a copy of the magazine "Record
Coliector® and came across a piciure and review.

Papa November - "Monkey See Monkey Do"/ "Navara”

vance like soundscapes draft over the top of rolling, almost
jazzy drums. Then a more pounding, club orientated beat is
unleashed and the record seemingly becomes dub. This is
undoubtedly where it iz most enjoyable. A climatic single,
which needs’all the space it can get, and so is one of a few
seven inches. this month that play at 33 and a thizrd.

B ONE TIME PADS - INTERESTING COMMENT _
Finally, an interesting comment about the use of one time pads from Bruce Allen in

.the U.S.A: "The- pads were 10x10 giving 100 groups squares. Each row and

column had a 'key number’ The early pads were numbered 1,2,3...0 To decode
you took 2 numbers-and applied them first one to row, secand one to column and
at the intersection was the group. Then the problem was that if a pad fell in to the
wrong hands ihe messages were all compromised. I you scramble the order of
the key numbers (485012583} for each use of the pad you had a more secure (in
theory) system. The Germans (| think) used a two-transmission method. The first
massage was the content message. The column key was similar. But no pad was
needed to decode it If my memory serves me right, the system was something
fike take the date number (i.e. 15 Oct 1998 would use just the 15) and add i fo the
first two numbers of the message. You then counted off that many numbers from
the start and that was row 1#. The numbers in the corresponding position in the
next group was the 2#, untl you had 20 numbers. The drawbeck wes two
transmissions, which doubles the exposure of the agent. The next development
was 1o piace the keys and messages on top of each other (sub channelling). The
first method wes fo leave a longer pause betwsen numbers... 1 53 7 45, the first
time this happened the agent would write 7 in the first row. The pause would be
sent with every occurrence of 7 from then on, just to throw off analysis. This would
continue untii all the row digits were semt. Then the first row numbers was semt
WITHOUT the pause. This signalled a switch to column numbers. The same
processed followed. Finally the whole message was decoded. i
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The British "Mark 122" Spy Set (part 2) by H F Bellini-Tosi

In the last article the third ("FORM") position of the Receive/Transmit switch was
mentioned, and a circuit diagram including this switch was given. Anyone with an
elementary knowledge of elecironics will see that in the "Form" position no HT or

negative bias is applied to either transmitter or receiver. A more subtle change is the

switching of the two 8mfd electrolytic capacitors (reservoir - & smoothing on receive)
in parallel (the 220hm resistor can be ignored). These capacitors are now fed from
the rectifiers via a 2.7k SW resistor thus reducing the current through them.

What's all this got to do with the Stay Behind/Sieeper role?

Quite simply, that if the set was to be used immediately after being buried for years it
would "blow up"! The iwo capacitors would explode and the HT fuse would blow.
This explosion could fill the set with hot electrolyte making it useless. The selenium
rectifiers conld also be damaged, causing the familiar bad egg smell to emerge in the
cnsuing smoke. (This smell is actually mentioned in the nsers’ microfilmed manual).
The reason for all this is that electrolytics, if not kept in use, begin to degrade over
years, and lose their charging ability. They explode when a high voltage, in this case a
surge of over 350V, is applied to such an *unformed” capacitor. The remedy is
simple. They need to be “re-formed" by passing HT through them at low current for
several hours, and this is the reason for the "FORM" position on the switch.

Non-polarised capacitors don’t suffer from this problem, but an 8mfd paper capacitor
rated at 350V is many times the size and weight of a similarly-rated elecirolytic, and
would be impracticable in such a piece of equipment. As these sets of paired black
boses were to be buried or hidden for many years (many may stili be in place) they
needed to be well-protected against dampness. Their wrappings were impressive -
heavyduiy sealed plastic wrap, taped-up cardboard box, shockabsorbing rubberised
packing material, several Jarge linen bags of silica-gel dessicant, tough foil-backed
brown paper wrap, strong black plastic zipped cases comtaining the iwo boxes.
Various labels, giving dates of manufacture, burial, checks, modifications, reactivation
of dessicant etc., were also included. Due to its nature such details were enciypted,
and no ciue as to country of origin was aliowed to slip past. (Even ihe 'screwdriver
had its maker’s name etc. carefully scraped off the red plastic handle!)

When required, MI6 "sleepers’ trained in Morse and radio operation, would be
informed of the precise hidden locations of the radios which they might need to use,
should the occasion arise. The Stay-Behind networks planted (underground)
hundreds of these sets throughout Britain, but not only were they for the celis who
"stayed behind”. They were also used by cells operating on the Continent, and even
behind the "Iron Curtain®. Future articles will cover these networks, their sealed
"Mobilisation Instructions”, radio exercises, sites efc. in greater depth.
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