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ENIGMA is the journal of the Buropean Numbers Information
Gathering and Monitoring Association.

ENIGMA is a non-profit meking association of listeners who
monitor and gather information on ‘Number Stations’ and other
related radio transmissions. ENIGMA aims to bring together
listeners and enthusiasts and provide quality information on
subjects not pormally available from main-stream publications.
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Subscriptions

v

4 Copies of ENIGMA - 1 year subscription is available for £6.00
sterling-includes postage for the UNITED KINGDOM.

4 Copies of ENIGMA - 1 vear subscription is available for
£10.00 sterling-includes postage for REST OF THE WORLD.

You may pay by Sterling Cash, US Dollars, Eurochegques or American
Express chegues (in Sterling) or by UK Cheques or Postal Orders
payable to MR C A Midgley.
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Contributions

We appreciate all contributions to the newsletter (including
anonymous information). We regret that we are not always able to
provide a personal reply but, rest assured, we read and collate
all information for present and future use. Questions are
answered via our “Letter to ENIGMA® pages. ENIGMA is alsoc a
discussion forum and we welcome comments about the newsletter.
If you are interested in writing a feature please contact us at
the mailing address.

e T P P TP PR P TEEL PR LR LRSS SRR RS R AR RS R RS RS R SRS AR TR

acknowledgements

Information in ENIGMA may be reproduced, but please mention
ENIGMA and if possible the originator of the article, we would
appreciate any cuttings in which ENIGMA is mentioned.
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NEXT ISSUE... The next issue of ENIGMA will be published in

LATE - MARCH 1996.
Contribution would be appreciated by SATURDAY FEBRUARY 3rd

1996.
Thank You.
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Cover igsue

This issue’s cover shows a recruitment advertisment for the
C.I.A., if you have any others - please send them in !
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ALl TIHES ARE UTC (GHET).
ENGLISH LANGUAGEK STATIORS

E1) READY READY

Transpissions conbinue to sehedule, all reports appreciafed.
transwissions repeat on two freqguencies at 20 minnte intervals.

HNON WE 274 20.00 4740 04 KoK WE 273 21.30 4740 32
20.20 3410 04 21.50 4480 32
20.40 3810 04 22.10 4270 32
TUE WE 1s2 18.00 4740 08
5 18.20 3810 08
19.40 3410 08
WED WK 1,3 18.00 4740 84 FED WK 1/2 23.00 5235 13
18.20 38180 84 4 Z23.20 4740 13
I18.40 3410 84 23.40 4480 13

E3) LIBCOLRSHIRE POACHER

Still active between 10.00 & 22.00 transmitting For 45 minutes sach
bour on 2 simuleast frequencies. The schedple seems Lo have changed
around early September. Freguency wse seems more diverse and several
old fregquencies have been re-activated and new ones also introduced.
The early transmissions between 10.00 & 14.00 are no longer confined
to the regular 14487 15682 & 18048 outlsts.

Japming seess to have reduced, this may be due to the Fact thai Tran
is under siege from clandestine stations and places a higher priority
on blocking those. Recent reports suggest that Iran is jamming some 11
stations on 5¥, some with new double jammers which attack the incoming
signal from both sides of the broadeast freguency.

Active LP Frequencies at present are ; 18475 16084 15682 14487 13375
12803 11545 10426 8251 B464 7755 7337 6958 BIH0 5465 5746 5422.

Some frequencies have only wvery occasional use, For further details
please see letiter pages.

E4) CHERRY PICEER

IP s distant relative, still sctive but does not seeam o appear every
day, although some weekend Ilogs have been reported. ¥ould monitors
outside Europe please listen & report signal strength, particularly
in the Far East. :

11.00 144689 17498 20474
12.00 174839
13.00 14469 17488 20474



E5 & G5) COUNYIRG STATIONS

dotivity levels are very high, ~we have bave only included logs from
the last 3 months in order to give an sccuraie picture.

Daily 18.00 5153// 7473

HON  18.00 6970// 8143 TRU ~ 14.00 12221
HON  18.00 9218/, 11491 qHy  17.00  13444//11072
HON  21.00 5371 TH ~ 18.00  11491//13450
WON  23.00 7532 GERMAN THY  19.00 92197/ 11491
TRy  21.00 5371// 7430
TUE. 01.00 5048 THY ~ 21.00 8185// 10162
TUE  13.00 10839/5w4
TOE  14.00 1222} FRI ~ 01.00 44707/ 5048
TUE  15.00 B8085// 10247 FRI  07.00 6813// 8070
TUE  17.00 57807/ 8085 FRI  15.00 8085// 10247
TUE  18.00 11481//13450 FRI  18.00 11481//13450
TUE ~ 22.00 9357 //11072 FRI  21.00 6970
WED  16.00 8070 SAT  07.00 8070/ 11072
¥ED  17.00 6780// 8085 SAT  16.00  16273//18240
WED  18.00 6970// 8143
WED  18.00 11491//13450 SUF  14.00 7468// 12221
WED  21.00 8185// 10162 SUN  18.00 6370// 7907

SUR 18.00  1107Z//713440

E6 & K7) ENGLISH NAN ENDS GO000 & 000 000

Please see our feature on the ‘Russian Man Ffapily ™ in &this Issue,
further details are given sbout the possibility of an extendsd
schedule for these transmissions.

E9) WAGHNETIC FIBLDS

Transpissions from this station are becoming more erratic, at the tise
of going to press the station seems to be signing on asround 18,08
(changed from 18.00) although some weeks the message is not broadeast
and on others. it starts up as late as 19.15.

#e have had several reports of this station mixing with & broadcsst
prograsme. The mix seems to be of Widdle Eastern origin, possibly the
Voice of Hojahed - & clandestine hroasdeaster. Station E8 alsoc has a
Niddle Eastern language numbers (?) format see station V8.

Nonday @ 189.00 variable on 6645 - subject to drifti.

Nessages in English are addressed to 448 or 44D (it is difficult to be
certain.

E10) PHORETIC ALPHABET - NATO (EZI etc.)
This vast network continues to operate between 2 & 19 wHz. Recent
changes have included some trapsmissions in SSB, particularly from

CI0. Please see Simon Nason Writes for further information about VLB
and our book review page, looking at Kossad operations.
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Letest call-signs raported

HAPA
PCD
SEN
ULE
JSR
LWL
ULE
BZI
ART
CEQ
EZr

2120
3150
4165
4880
5091
&571&
6270
&840
7115
8025
8130

10125 CIO
11565 EBZX
12747 CIO
13533 B4l
14000 SYN
159680 EZI
17121 VLB

JER
EPA
PP

2270
3270
4270

5170
5820
8370
6811
7322
8127
8402

CIo
YHF
VLB
UBN
FTJ
I
YHF

10352 VLB
12850 EP4A
13921 NIW
14530 EPA

17170 EPA

2515
J417
4360

EPA
ART
NIW

$230 S¥N

6500 PCD

KP4
HI¥

7445
8464

10660 YHF

14750 KI®
17410 EZ1

2628
J640
4463

FTJ
VLB
FIJ

5339 UOEM

&§635 CI0

7540
8641

JSR
HIW

10820 YHF

17468 VLB

gre lizted helow.

ULX
YHF
SEN

2743
3840
4560
5437 ART
6657 HNIW

7607

10870 HIW

28953
4665

SE28

8745
7818

VLB
EFPA
cIo
YHF

18715 EZI

Ei11} “OBLIQUE"

This station is one which likes to stay hidden and changes freguency
often. At present it can be heard with call 231 st the following

times.

6805
4780 (may change to 306G)

a4.30
20.30

ist & 3rd THUR
ist & Sr FRI
Freguencies vary depending on time of year. The 20.30 transmission
moves between 3080 4015 4780 and 5050.

Eiz) N NN

NOK  Not found Repeated 21.00 4644 ¥Fould readers please
¥ED 0o4.00 3072 Repeated Z21.00 4644 re-confire this

THY 04,00 5821 Repeated 20.00 5821 schedule.

FRT o4, 60 4573 Repeated 21.00 4644

Picase send in all reports of N N ¥.

Eid) 4F "COUNT CONTROL™

Active and operating to following schedules.

00. 30 5153 Some transpissions may not be
086. 30 7243y, 11072//13465 deily.

13.36 11072/ /1 3464/ /15985

17.30 73437/ 110727713465



E15) PHONETIC ALPHABET - pre NATO (N34 wie.)

Recepition of this station is very wariable, reader in Finland report
very poor reception, the signal seems Lo improve in Sowuthern Europe
and is very strong around Gresce and the Near East.

Detniled below are latest schedules.

11.00 18000 BEC 17.00 14000  FYP
12.00 17502 ¥Sy 17.30 5835 HSA
12.30 11170 NS4 18.60 5835  USP
13.00 11000 BEC 18.00 4130  SAR
14.00 14000 Frp 20.00 3530  FAS
186. 30 E715 NAS 21.00 4130 HSA

Ei15) TWO LETTER (ENGLISH)

Please see Siwon Hason Frites for latest Two Letter schedule. i
An interesting incident occurred on Wednesday 16th Aagust. The call-
sign Alpha-Unifors was sent on two [reguencies - messages followed in
Bnglish at 30 minute intervais throughout the evening.

4821//4888 Alpha-Uniform Time Call-sign Group Cpant
18.00 702 124

These pave noi been 18.3¢0 S{8 107

heard since Z0.86 565 iiz7
20. 3G 182 105
21.00 842 168

E17) ENGLISH LADY 00000 ERDING (274 etc.)

This station likes to use a randoa schedule, but does have one regular
transeission.

Random logs ineclude Fed 07.30 7625 Calling ?2?7?
Thor 18.00 122i0 Calling 561
Phur 20.00 10230 Calling 531
Sat 20.55 4744 Calling 124

Reg‘ular transmission— Wed O08.00 92708291 variable Calling 274, this
is now heard each week with messages. (Nt heard Ist Nov.}

On Wednesday August 30th a strange Iincident cccurred. Expecting the
English Lady calling °Z274° I tuned 1in as uvswval at 08.00. To my
surprise I beasrd a Russian Hale voice Ffrom staiion S8, the call sign
was “Dva Svem Chetirye” or 274. A message followed in Russian. Perhaps
this was the result of some mix wp at the statiom ?

Another unknown station was alse =monitored on Saturday & Sunday Jone
3rd and 4¢h. It bas pot been heard since, but had the same forpat
ending in O0000.

I heard the English spenking Iady (her voice was very similar to the
regular station but not quite the sawe, pronvnciztion was more
‘Bnglish} in mid Flow on 9345 kNz at 20.10. She ended with the decods
key 258 and group count 30, no 00000 ending was sent at Lhis point.

I remained tuned apd to my svrprise after a 30 second break & Nale
voice appesred in English calling I88. The decode key was 750 and the
Broup count 25, he ended with 00000.

The following evening I hsard the ILady on 9315 sgain at 20.00 with
call 278 decode key 124 and an 80 pgroup messsge ending 00000. I have
not heard either voice since.

©




GERMAN LANGUAGE STATIONS
GZ2) SWEDISH RHAPSODY

This station also seems Lo be woving Lowerds more transmissions in
S5SB. The music box Just does not sound right ! We have attempted to
put together 2 schedule, but, must stress this is far from cosplete.
Swedish Rhapsody operates on a basis that WFE ] starts on the first

Saturday regardless of date.

DAY TINE  FREQUERCY 1 Z2eag - 4 5

HOR 21.00 5340 & This is a very
incomplete summer

TUE 21.00 5340 # schedule !

TUR 21.30 5340 4

TUE 23.00 3825 &

WED 17.00 B200 & # The vse of SSB

WED 17.30 B200=748 # # is very recent &

¥ED 18.00 6200 & others exist.

§ED 20.00 5340

YED 22.00 6200 #

¥ED Z2.00 5340

THI IB.00 L3185 #

THY 20.00 5240 #

THU 21.800 5340 #

THT 22.00 5340 £ #

rHr 22.00 3825 #

SET 0. o0 53440 #

84T 08.00 &igg #

SAT 12.00 8488 & g

S4T 22.00 5340 #

SAT 23.00 5340

SUE 00B.00 4779 #

SUE o0. 0o 5748 ® #

SUN S58 10.00 8188 #

SUN AN 11.00 Bi88 #

SUN 12.00 8488 # & # @

s 20.00 3823 #

SUE 22.00 5340 # »*

SUN 22.00 3823

SUw 23.00 4778 #

Aotive fkeqaanc.ies are I025 4185 4779 4832 5340 5748 6200 8188 8488
please send in all reports. (ther frequencies may also active.
(Message groups are not ipndicated).

&4 THREE WOTE ODDITY

¥e are still following vy information on the location of this station
and will be publishing Ffurther details in isswe 10. Keeping track of 3
Hoie Oddity is very difficult, the schedule and freguency changes do
not help. Detailed below are all the reports we have received in the
last few months.



¥

The mtution seems to keep CEY but ALL TINES SHOUN ARR UTC regardless
of transmission. Freguencies change each new month.

DAY UFC JUNE JULY AUG SEPT OCT NOV DEC JAN

TYE 19.00 4773 4360 4208
THY 189.00 4773 4360 4208

FRI 04.05 6875 8379

FRI 15.00 7625
FRI 17.00 5575
FRI 18.40 5256 5178 4410

SAT 18.00 4773 4360 4208 _
SAT 20.10 7481 6853 6642 4627
21.10 - 5817 5329 4276 JI940

SUN 04.10 5166 5166
05.10 4083
12.10 7568 7481 7736 8752
20.10 5281 5422 5233 4485 3471 3352 3268
20.35 5181 5320 5135 4385

Z1.35 3369 :
21.10 6547 5718 5617 4126
22.19 5487 4827 4139 3815 ~

Frequencies shown for Nov Dec Jan are projected from 1884 logs.

G5) COUNTING STATION

Simon Hason informs me that most of && - Counting Stations have moved
to the middle of the night/early mornings. This station was very
setive during the Cold ¥War years, bul seems to be fairiy quiei at
present. The station is the German language version of the familiar
Counting Station BS5 which is very active.

German language NON 23.00 7532

G6) GERNAN LADY 00000 EBDING

This station and G7 (German Lady 000 008 ending) are often mixed up
when logged, the easy way to tell them apart is ;

G6 -GROUPS ARE ALWAYS PAIRED - ENDS UD0000
G7 —~CROUPS ARE ALWAYS SINGLE - ENDS 000 009 HERDE

G8 uses regular time slots but random frequencies. In winter try;-

NON 189.00 recent id’'s include 035 324 & 810, remsmber the groups
HON 20.00 are slways paired and the gtation ends UDDO0CD.
SAT 20.15

Other id’s noted in the past are 122 235 568 625 628, This station
likes to stay hidden and so Jlogs are 25 always apprecialted.
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#7) GERMAN LADY 00D GO0 ENDING

; Hessages are sent in Single Groups, uses 3 or 4 Ffigure decode key.
Each transmission is repeatlted on 2 further freguencies. Null messsges

are repeaied only once.
Repular messages inclode ;

TUE 08.30 7378 8178 9278 (all 278 (Off air Nov-Harch)
THY 06.30 7378 8178 8278 Call 278 (Off asir Nov-Harch)
by (1] 19.00 13570 12210 8126 Call 723
FRY 18.00 8127 7627 10227 Call 1867
ERT 20.00 5127 Call 771
SAT G8.00 13827 11127 8427 Call 821

¥e have number of logs of &6 & G7 which we cannot positively identify,
so please check Ffor double or single groups when reporting, thanks.

&11) STRICH

Like i ts'Englisb & Slavie relstions the German languasge transmissions
are also rather shy ! Regular transmissions can however, be heard as

Ffollows.

2nd & 4th WED 08.00 6570 or 7580 Call 496
VEERLY TUE 21.00 4015 or 3820 Call 752
VEEKLY FED 08.30 7841 Call 752

Freguencies vary depending on time of year.The 21.00

transmission moves beltrween 3820 4015 4780 5050,

GI68) GERNAN TWO LETTER STATIONS

AlY transmissions start on the hour or half-hour. An electronic tune

and two letter spoken identification is sent Ffor 5 minutes. For
exasple "Charlie Delta” or "Golf Eilo”.

Simon Nason sends us the latest operating schedules which sppear in
his feature later in this issuve.

Twe Letter stations are much less active tLhan in recent years and are
aow rarely heard in the evenings.

Full frequency lists follow, please report call signs and id’s heard.

28680 2707 2745 3228 3262 4543 4594 4821 4888 5015 5182 5732 5770 6765 6853
7404 7532 7661 7752 7856 6063 8173 Y040 9325 9450

10170 10460 10500 10740 11617 11108 11545 12082 12210 12314 13362
13752 13775 13880 14622 14845 15610 16055 16220 16414 17430 18195
18575 18285 19755 20240 20350 20875 22885

Simon tells me that regular traffic is now sent during the day on the
higher freguencies. Germany no longer needs to communicate with agents
in the former DDR and EKastern Europe and most of the call signs which
were heard daily until the early 1890°s have left the air, ss a result
nost of the low freguencies are now no longer in use.

g




SLAVIC STATIONS
52) DRUNS & TRUMPETS

This station is still operating on its gtk of each month schedule,
regardless of day. It did not appear on Augost 8Sth which fell on a
Fednesday. The result was the use of the freguency by its sister

station Ready Ready !

Nonthly 8th of each month regardless of day
20.30 4740

56 & S7) RUSSIAN KAN 00000 & 000 00O ENDIRG

Please see featore for latest update and reguolar schedules.

s8) YT ¥YT YT

The Nonday and Fednesdasy transmission at 18.00 on 4424 ended on July
ist, but may re-sctivate without warning ( this does happen with this
particular station}. See ¥27 in HORSE SECTION.

It was also active on Mondays at 06.30 on 4424 but this has n;ﬁ,_f;, ‘been
noted since September. Please report if heard, thanks. o

313 & 514) RUSSIAN COUNTING HEN

§13) Russian counting and announcemen ts of 2 ainutes dura_'t_ién. The
last time I noted this (which is very hard to find) was on Thursday at
20.00 on 3824. s

514) Russisn counting and announcements Iong duration. This was active
on 4328 but moved recemtly to 4040, this can be heard from esarly
afternocon onward with a continuous loop announcement. reception

isproves with the dark pa th.
511) "PRESEA~ & 512) "CHEITA *

Like the English & Gérmm Iangusge relations these two statiom also
like to keep a low profile, but S12 “chetta” has broken with tradition

and sent several messsges since our last edition.

At the timpe of writing I have uno reports of the "Preska” broadcasts
and two sitings of the "Chetta” variant. It should be noted that the
English, German & Preska/Chetta set up do not send very often, mOSE
transgission are either weekly, Ffortnightly or monthly and 898X of them
Iast Ffor only 5 minutes per transmission.

“Chetia” ist & 3rd HED of Honth 21.00 4015 Call 871
“Chetta” ist NON of Month 21.00 4463 Call 755

The cell 971 does send messages., these are sent in double groups with
the repeat in single groups.

The language cannot be positively identified and two of the nuabers
are so close eas to sound almost the same.
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The numbers sound like the following words.

Adipka, Dvoika, TFoika, Tchityorka, Pityorks, Shest, Syinm, Vosia,
Dyeyit, Noil. . :

CheFta - line ([stroke) (Hepra)
? Veonya S :
Vnimanij - Atteation (BrmaHne )

Eenjet ~ End ( K sound barely avdible)

The numbers are spoken guickly and run inte emck other, two words
Tchityorka & Petjorka are so close in sound that only a traipmed ear or
native speaker would be able to tell them apart ! This would probably
result in & decoding nighteare.

Hy Lhanks to Risto in Finland for his help with these words. Comsents
would be welcome.

518 OLEK OLX OLX

At the time of going to press the schedule remained unchanged fFrom
issue 8, but changes would seen likely to take account of winter
conditions.

DAILY 00.00 to O04.00 5301 Bid2 12275 Transmissions start on
05.00 to 08.00 8142 9320 12275 the hour and last about
08.00 to 1B.00 8142 14977 18303 20 pinutes.
I7.00 to 20.00 5301 8320 12275 ‘
21.00 to Z2Z2.00 5301 Bid42 12275

In previous issuss we have reported the address of this station ¢ the
only nusbers station in the world to QSL) which is ecare of the
Hinistry of the Interior. This seees strange for an cperation which
sends messages owvi of the country ! However, recent information
received confirms the reasons behind this particolar oddity.

The following was received by ENIGKA * The Czech Fforeign intelligence
service actually is the First Section of the Intelligence Directorate
of the Hinistry of the Interior. Buf Czech ci tizens and Festern

authorities alike commonly refer to if as State Secret Security,
Staitni Tajna Bespecnost, or the STR”

S517) CZECH LADY “CONTROL® - single 5F nessage.
dgain no changes to this station.

DAILY 13.55 to 14.02 4485//5027

1




518/18) CZECH HAN

Very difficult to find random transmissions on odd frequencies,
sounds like a rough "gravel” voiced male announcer.

Only one report - heard on September 5th at 22.00 on 4010, ended with
Ronec~ then off air. Any reports sppreciated.

One interesting note we can make - 8ll the 1logs over a protracted
period seem to be around the end of the month or the first week of a
new month, coincidence perhaps 7

S21) RUSSIAN LADY
Recent reports are as follows.

MON 18.45 5230 Czll 481
TUE 17.49 5740 Call 342
THU 17.40 5740 Call 342
THU 18.45 5280 Call 481
SAT 08.15 5073 Call 205

The station likes to start at odd times and so we guess that more
transmissions are around as yet undiscovered.
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“"For D", Rs- 8507 kHz, the signal 1s a channel marker transmitted by
the British Royal Naval Coastal Control. It is cone of several; this is
channel E. i

Thank you for your logs. Where possible, please include BENIGH4
reference numbers Ffor ease of Identification.

GR27 - 259431 27388 33126 88804 26588 87333 64648 85811 88120 52658
738683 31126 11881 72826 68941 28433 28680 81268 88881 17388
33287 39488 88283 39484 11338 83326 88332 00D0D0

(P.§. - 483,333/ 0980 3351 6255 0830 Zz225 1327 3052 0802
5488 3414 2185  -)

494/ 5001 3027 1693 2233 2379 8032 9508 7031 1114
8285 8717 3434 / 1



OTHER LANGUAGES
' SPANISH
V2) SPANISH LADY - TWO FINALS

Fe have somewhat neglected Spanish transmissions, but, hope to receive
more reports. It wonld seem that some of the transmissions are from
sreas other the North & South Aserica. It is important to catch the
end of the transmission to identify the siations correctly.

V2 — Spanish Lady - 2 finals (occasionally 3 finals) is quite active
and is usually around in the mornings daily. Recent logs include.

TUE 08.00 8G2B0% FRI 05.00 4050 ¥ simultaneously, 8260
TUE 08.00 7530% FRI 07.00- 7887 with deeper wvoice, but
same format.

¥ED 03.00 6825 SUN 05.00 7725
WED 04.00 7860 SUN 06.30 6758
WED 07.00 67897 SUF 07.00 5415

SUN 08.00 8186
THU 07.00 5415
TRU 08.00 6825

V6) SPANISH LADY 00000 BEDIRG

Still around on Friday & Saturday evenings, strong signal, sends in
double groups ending 00000 -~ likes random frequencies.

HNot wvery active, uses random timss and freguencies.
v7) SPANISH KAN D00 000 ERDING

This is ancther of those random stations and like the above, follows
the EKGB/GRU style of operation, random Frequencies and repeat
transmissions. Hessages are sent in single groups ending 000 0o0ag.

Recent logs have incluoded ;

HOW p5.00 13540 Call 033
HOR & THU 06.00 7485 Call 273
HOF & THU 8110 Call 273
¥ED 13.00 12220 Call 105

Please send in all logs for Spanish speaking stations with as Bueh
detail as possible. Includes Call - Decode EKey -~ Double or Single
Groups and Ending, plus of course YL/O¥. Thanks.

v8) EASTERN MUSIC STATION (langunage unidentified).

This station is a relation of K8 the Hagnetic Fields English langnsge
operation. Fe still need a positive . identification of the Iangvage
pesed by this station.
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Prenswissions were Ffirst noted copersiing on the Ist Saturday of each
month, but in July the station sppeared on July 8th (the second
Saturday) Like Nagnetic Fields it is rather erratic in its behaviowr !

I wounld try the follaw.mg days and times but suggest you take a
Flexible approach. o) i :

FRI 08.20 11290 These are a guide line, transmissions
SAT 08.20 11280 Bay start late or not at all.
SAT 18.00 6645

11280 transmissions were noted on the second week of the month, while
6645 should be the First Saturday of the month.

¥ We had one report only of an Arsbic HNale in SSB al 13.30 on 14472;
can anyone confirm if this still around ?7

V8) ORIENTAL LANGUAGES

Lots of imtersst, snd I hope you will enjoy anciher "Lecéung Bast” in
this isspe. I also received a tapse recording fros Nike in Kent of the
“Bright Bo Hs” station - which I hkad never heard before.

It iz very difficult for Ruoropean mopitors Lo ID these stations so I
will list them as supplied and hand over to our Far Bast division for
help !

HON 20.00 10355 ORIENTAL YL GSF
MNON 21.60 10078 ORIERNTAL YL 4F

NONy 20.00 11028 ORIENTAL YL This gives regular good reception
SAT calls for 5 minutes then off air.

REGULAR — Try Paily
18.00 5738 “BRIGET KO HA” Calls for & minutes -

18.00 &5280 Reception on 5738 is wvery variable
20.00 in Burope due to heavy jamming of
21.00 clandestines.

Vi2) KEY STAR BROADCASTING

FPurther details and Ffreguencies can be found in owvr feature "Looking
Fast” in this isswne.

15.00 8300 Avdible in the UE when conditions sre
22.00 8300 good.
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STATION NEW

Keeping up with the ever—increasing amount of Morse numbers
traffic is proving a difficult task. The only way we can
continue to report fully and accurately on the activity and
changes that seem te constantly take place in the shadowy
world of Numbers Stations is to work towards using :

i. Dedicated monitors who are familiar with the bhabits of
specific stations - who know exactly what to look for.
Intelligent guesswork and even intuition can then reap

results, and listening for the more ‘difficult’ stations. then .

becomes less a matter of pure chance.

2. The use of standardised log sheets specifically geared to
particular stations, and their often, seemingly illogical -

schaedules. ;

3. The use of standardised notation of transmission formats
when recording logs — again, these would vary according to the
station.

if all this could be achieved ~ it°s up %o us here at ENIGMA
HE to work out how we're going to do this - then we would be
able to collate incoming logs much more easily, we'd be able
to analvee them and publish their results more accurately, and
the guality and usefulness of logs recsived would increase.

ALl the above applies equally to voice stations, but the need
is greater for the morse stations &s there are far more of
thes; they are far more active and yet disproportionately
fewer logs of these are received. Logs received don’t in any
way reflect levels of activity, and this is largely because
many of our subscribers are unable to copy morse. (a question
on this was accidentzlly omitted from, our guestionnaire) This
is a pity, as voice activity is, in general, on the decline.
Morse is the predominant mode amongst numbers stations and
always has beeny it is alspo used almost exclusively by
illegals and agents sending their messages back to their home
countries ~ vaoice is never used. Morse has several advantages
over voices it has a very high immunity teo interference and
jamming; under poor conditions numbers read out as words can

lead to ambiguity creeping in through misreading. HMorse is an

international language — it doesn’'t give away the language

spoken by its recipients; it is less obtrusive and can “hide .

away' wmore easily in the HF spectrum, especially when high
speed keying is used. lLastly, it is the ideal mode for low
power suitcase—type sets as transmitters are far less complex

and are therefore semalier and morg reliable. When properly .
suppressed against key clicks and harmonics it is far less

likely to cause interference to local receivers {(and mobile DOF
units} than R/Y modes. It fam also be sent from a hotel room,
for example, in silence, unlike an agent spzaking into a
microphong! '

any of our subscribers who feel that Morse numbers stations

are boring or irrelevant are mistaken. To newcomers, hearing -

a voice numbers station for the first time comnjures up the
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alamour of sspionage. However, a meaningless string of dits—
and-dahs means but little to the uninitiated. These voiceless,
accentless, languageless messages certainly lack the glamour 3
of something like = the outrageously obtrusive Tyrolean
Musicstation, but we mustn't forget that they make up the bulk
of numbers traffic. The glamour is still there. but it is more
subtle. Being less obviocus, and therefore more secretive,
morse is ideally suited for low-tech undercover HF

communications.

He wnust emphasise that ENIBGMA exists to investigate ALL. .
numbers related activity, not merely that small, vocal and
popular segment which consists of voices reading out numbers.
That may have started us all off, but it's only the beginning .
of the story. If we are to take our subject seriously, then -
we must avoid restricting it to one small area merely on the
grounds of popular appeal — whether it be dus to inability to
read morse or fTor any other reascon. It is hoped that our
reports on Morse stations are read by those unabie to read
Morse as basically it's all the same subject, and to complete
the Jjigsaw we must bave all the pieces. Most operations use
both morse and voice modes and voice stations cannot afford to.
be looked at in isolation. For example; the so-called
‘Strich’ group uses well over 904 morse transmission, yet the
majority of logs we receive would give the - opposite
impression. Unfortunately, logs received do not accurately
reflect activity levels, and this is entirely due to our
disorganised and erratic listening habits and = personal
preferences. Whether you are a hobbyist, a serious -
investigator or merely curicus we all want to break the -
international conspiracy behind the Numbers Stations - only a-
professional approach can ever do that.

Now for the news itself!

Mi As predicted, the main network adopted the 4563 schedule at
1300 on 2Znd September. At 1800 on 2nd MNovember it will change

to 197 for the next four months. In Sugust this network’'s: .

secondary channels were dropped and have not been heard since.
Perhaps a more powerful transmitter is now in use -~ signals
sees even stronger. Perhaps they, whosver °‘they’ are, need
their other Tx for other purposes. . The secondary networks,
743, 503 & 10B disappeared from their usual slots on 30.9 &
1.10. Thay aay still be around. HMore on  this complex station
in the accompanving article. & new secondary transmission was
heard at 2010 Saturday on approx 4630 - its ID needs
confirming. ;

M2 As predictable as wusual. Winter schedule should bagin soon
~ frequencies will only change slightly. Generally, lower
freqe were used this summer than last. As expected, BGLIZ (MNNN}
showaed the same tendency. Always very strong in England.
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M3% Mescage levels are definately increasing: using similar
listening patterns each year these are relative. figures —1993:
all 700, 1994: 12 (building up in Autumn), 1995 so far:s 26
(again, building up in Autumn}. The messages themselves
strongly favour group counts in the low fifties. Several new
ID‘e have appeared, all confarming to known clusters except
857, however, about a year ago an ‘unknown morse station’
sending B854/00 was reported. Active fregs since July: 3825
4015 4465 4610 S050 5150 5180 3365 3520 5550 5860 &330 6334

{both of these returned on same morning) &750 &B10 &%05 7444 .

7580 7710 7841 8033 9180 9950 10540 10720

M4 Still around on 3825‘41?5 . 5340, Sorry! Schedule still not
ready. Help nesded!

gLX As active as ever. Look out for its winter schedule coming
up. No changes. '

M7 In August the 10 minutes of rapid dashes preceding M10
rransmissions became erratic and has effectively now been
dropped — for some reason a short burst of dashes still often
appears &t around 12 mins before start of transmissien. The
last time I heard M7 was also in August. This may be due to
changes in my monitoring pattern and/or change in schedules.
On the other hand, if M7 was to alsc drop its dashes {(in line
with Mi0) this wmuldf"#ery 1itrle time for tuning in, as M7
only sends one minute of tone sequence followed by a preamble
sent pnce, e.g. 966 966 P66 32 I2 42N =0 No new
schedules have been discovered so far, so M7 may have merged

with MiO.

M8 Regularly heard in the mornings with a strong signal. 5420

&785 7520 7528. Often has -a distinctive ‘quenched tone” :
modulation and clicks when key opens. Uses cut numbers, .

(ANDUWRIGMT) and has been reported by Don Schimmel in his book
operating as high as 18434. HMay be morse version of V2/3.

M10 See M7. Lack of rapid dashes and its habit for
commencing at any 10 minute interval, make this one harder to
find. Schedules are usually fortnightly, repeating on the
following day at the same time, and on the same parallel
freguencies. Winter fregs came into operation in September.
Amongst others 253 as always can be heard at 0B20 Mon/Tues on

a190//784%, 408 & 693 at 0900 on 4485//5301 {Wed/Thur — same.

weeks as 253). Not yet identified: Mon 1640 on 4485//7? to 273
and at least one more. Thur 2020 on 4835//7 .

Mil Only one report (again! Thanks to lan in Scotland)s 6th .

September 2nding at 1448, on 11470. iD missed.
ML2 Always seems to be around and often extremely strong. This

isn't the place to list its numerous callsigns and schedules.
1f you can't find this one buy a new Bx - an o-~v-0 will do!
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M13 Message indicators still steadily increasing and close to
160 now. Usually this number inreases by one each month and
always coincides with a new message.

Mi4/24 M12 notes above apply equally to this one too.

BBY Still with us. An article will appear when we find the .

space!

Mi7 Schedule still not ready. Can anyone find the 2Znd repeat:

for the following transmissions? Wed 0900  74235-6&75-7777 (ID-

53xxx), Tue O0B00 P050~8070-2?7? (6Qxxx) These may not be

weekly. 1've checked all known freqs and can't find it
anywhere. Either, 2nd repeats aren’t being sent or.
transmissions are beginning 20 minutes earlier (both unlikely)
or a yet to be discovered frequency exists.

M20 Last heard around early July. Due te its varied habits it
is not always easy to be sure on this one. However, it was
very active from 27.3 to 27.64 on its wusual Treqss 5540

3625/ /6520 &918/7/8307 9285 and a new one, 11323. Usae of these.

freqs, and a few more, help to confirm its identity. May
transmit many times daily ard never uses ID's.

M21 Still wandering around the 3-7MHz region, sometimes using
two parallel freqgs. Sends its 14 character "time signal” once
a minute, with the cccasional short 14f message between.
Recent freqs include 3297 383% 4103 4112 4923 5142 5181 &

&96b .

4XZ We have received some detailed reports of this station, 5

but haven't yet had time to collate them. We will!

M23 WMot heard since January in this form but now I'm certain
that it appeers in various disguises, M20 being the main one.
It clearly has an identity problem, and has odd habits but is

guite predictable when it is geoing through one of its periods’

af frantic activity. At least it’'s conservative over
frequencies. .

KRH__family After many years of operating we can now confirm
that this large CIA network bhas closed using morsa. It
continues using Harris 39, a sophisticated mode of which [
know next to nothing -~ probably from the same sites. I

"believe its two Oxfordshire long-serving morse operators have

found their skills redundant. The question is, why did it use

morse for so many years without passing through.a RYTY phase?

M2&6 Instead of the promised review of its entire attivity‘

there follow a few examples of its activity in Septembers .
5.9.95 O35 98 call, 98 04133 911! for 2 mins., 98°'s again,
{08368) 98 04133 11114 15 15602 (0B40O) 98 04188 18111 (0EB31) 98
04188 12112 (OB%2) 98 04188 15112 (083535} 98 Q4188 10009 (9 If
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groups follow) then 98 D4188 12191 98 04188 12192 98 04188
11112 {(etc. to 0900) .
This was all sent continuously on Si71ikHz i

7.9 0500 now on 4438: 98 98 466 by 0530: 98 04044 111131 11111
(0545) 98 04200 11111 81111 (0351i) 98 10268 11111 81111 (0338)
o8 10268 11111 91111 ({(carrier shifts about 500Hz LF for a few

Seconds).....{0620)98 10025 11111 11111 (0623) 98 10024 11111 .

11111 then back to 98 10025 etc. By 0805 it was sending 96
01444 21112 1111l and was off the air by 0900.

At 2000 on B.9 it was on 4442kHz sending its never failing 98
followed by 08088 21111 1111i.

On 9.9 at 13500 there it was again, this time on 5171 sending-
98 01888 11111 9111l Between then and 1600 it sent these

‘messages’: 98 01888 1i1ii 51111, 98 91199#1111 11111, 98
01100 11111 21111, ?8 Qiéée 11111 21111, 9B Ol666 11118 B11Lil,
98 Oisbé 11119 B11i1 , 98 Q1664 11111 91111, 98 0Qié6bés 11111
21111. At 1601 it reappeared on 4442kHz. At one stage for
almost an hour only the middle 35f group changed at all, and
even then wvery slightly for the last 4 figures were always
1111i. 8By 1900 it was on A439//3154kHz (Yes! They bhave two
transmitters!) sending 98 10888 31113 111%%.

My theories about this bizarre format will have to waitj
meanwhile, have you any ideas?

BIY Back to relative sanity, BTV, along with YT have become
tazy again. Even the Monday 0600 slot has been inactive for
some time. ¥T is prone to this and has suddenly reappeared
again on its usual schadule. There is no correlation between
this operation and reported events in Tormer Jugoslavia,
despite "Langley Pearce’ and his UDBA. BTV has very recently
been heard underneath the new U.S. data transmission on 4736,
pelieved to be coming from Barford §t. John.

HEP A dramatic event has recently taken place in the history
of this tediously uneventful station. The call is now
followed by a figure which changes along with its time-shared
frequency—-hopping cycle. That crucial figure is 3 for 3314,95
for 5268, 7 for 6871 and 9 for ?18&. It is rumoured that this
refers to the fixed service band occupied, to the nearest MHz ,
but what is the point?

VDE News at last! On Thursday 16th fugust I logged the first

recorded VDE message. It was sending its usual call at 1815 on -

6739, and returning to it at 1822 it was sending 5F pairs,

ending at 1826 with AR. [t reappeared on Tue 19.9 0430 on &627.

with yet another sessage — 32 groups ending at 0&40. Its

format has at last been established: YVV YOV YUYV DE VDE VDE.
for % mins. then, in this case, «« == 73 73 32 32 5 5 QEQ0 ..

0800 {then 32 pairs at 7.5 gr/min, short zero)} AR

e Very active still, with its strange ‘messages’ . Will be
covered more fully when space and time permit. The guantity on.
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information sent over very long periocds, combined with its
extravagant use of frequencies make this one of the most
apparently inefficient and pointless of stations.

PBK Active sending messages of 5F or 3L daily at 1900 & 2000
on 6960kHz. Keying speeds vary considerably. We hope to
publish fuller details of gall nos. stations when sufficient
background becomes available. Keep sending in your logs.
Just because they ' re not always published doesn’t mean that
they re not useful in preparing future articles.

M34 A rare capture (thanks to lan) of the "12345" station.
Heard with several short messages on 5th October at 1433 on
8197, Does it run a regular schedule? Could anybody check ..
this?

M35 Still around on random freqs sending its meaningless P
strings of V's interspersed with K's. Hasn't anybody else
heard this oddity?

M39 fAnother less common station appeared on 10th October at
0B00 on &690. The 3 & 5 figure station appears to be some
kind of ‘contral’ transmission as it doesn’t send messages in ;
the normal sense, however, it does use an ID;, in this case.
034 . :

8TAaTY CHECK IS8T We plan to have these available
separately in clearer presentation. FMeanwhile here’s a couple
mores E s
M42 The 'KUt Brotherhood® (operated by ex—Eastern Bloc/Cuban
joint intelligence organisation, S0UD. A vast network.)

M4X &AMB & C374 GermanysIsrael fixed link.

We ' ve decided to include these two, although morse plays only
a small part in their operation. BHoth officially don’'t exist.
Any information on these is especially welcome.

VY3 Delete. This is now confirmed as the same station as V2, .
although they use two voices. The number of °finals®' seems .
arbitrary. }

Vi35 N. Xorean

Vié Chinese 11028kHz

Further additions to the check lists will be included in the..
next issue ~ will they ever end? :

SLHFE " MX} — see also later.
nys 5328 moved to 5274

YR 432% but not at present
“D" I thought all these had gone but one recently joined the 5.

& C cluster on B494 for a while
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'STATION FEATURE -

i =i 2 T M1 - see alsa Morse Supplement 2
The term, "“two tone" is now something of a misnomer; for
transmissions are now only modulated (at a low level) with a
single tone of around 2kHz - the carrier is keyed. This

change appeared at about the same time as secondary
frequencies were dropped from the main network, so the
presence of the lower frequency tone could have indicated the
use of the lower parallel channel. Many features make this
station quite unique, not least being the fact that keving is
by hand and probably live. Mistakes are freguent, but always
corrected, and at. least three individual operators can be
identified.

Scheduling is complex, as three separate networks operate,
sach conforming to different scheduling rules, however they
all use the same general format, apart from the main netweork’'s
vend of month® formats, which will be covered in a following

article. I we call. these networks A, B & C, A is the main
network (which always uses the same thres alternating 0's
throughout the year — 197 463 025 4463); B is the secondary

network which consists of regular ID's operating te a regular
schedule. C is a network that appears without warning and can
gasily be confused with Mil - no pbvious schedule seems to
exist. 'A' always begins on the hour and shows a very strong
preference for 40 group messages -~ varying occasionally
between 37 and 42. Networks B & C tend to commence at any 5
minute interval within the hour - it dislikes h+00 and h+30 -
it favours 20 and 30 group messages, again, with occasional
slight variation. This peculiarity is unique amongst numbers
stations. Messages are always sent in all cases {paired
random 5fig groups), and repeat transmissions have never been
known to occur. Although network A's schedule conforms
strictly to month of the vyear, B changes its schedule
unpredictably, as it did between 24th & 2Z27th September.

Metwork & operates six known transmissions weekly, and ID's
change according to which set of schedules are in use at a
particular time of year. i.e.

197 November, December, January, February
463 March, fApril :

02% May, June, July, August

4563 September, October

The transmissions are as follows:

i - Sunday 0700 2 = Tuesday 1800 3 — Tuesday 2000
4 - Thursday 1800 35 - Thursday 2000 & -~ Saturday 1500
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"ig7" Frequencies: 1 — &6280//54463 2 & 4 - B3I2W//4630

T & 5 - 4490//3868 & — 5810//6810

"4463" Frequencies: 1 — 7434//6508 2 & 4 - B5474//4857

3 & 5 — 5017//4155 6 - &£2617 /781727

“025* Frequenciess 1 — 7340//6760 2 & 4 — 3280//745314

3 & 5 ~ 4905//3957 & - £434//35390

Transmissions 4, 5 & & usually operate the "end of month”
format, always on last Thursdays and Saturdays of each month.
Although, at present, only twelve of these 24 frequenciee are
in use, parallel fregs are shown as they could return in the
future. These same ID’s and freqs have been used since the
late 1970°'s, at least.

Network B, too, séems to have been around for a long time. It
never used parallel frequencies and is quite independant of
the other two networks. This year, until week commencing Sat
29 Sept it operated the following schedule:-

»108" Sunday 083% 5883 Usual Group count: 30
150" Tues/Thur 1708 4780 uEc: 20 -

"9I%" Tues/Wed 2010 . 4647 - UBC: 20

“5i0" 1910 floating between Thu & Sun! 35250 UGC: 30
*Q053" Gat 1605 5330 UGG 30 ¢

"748" Sat 1510 S473 ueC: 30

More exiet, some of which could be C's. There is scope for
much more research on this station - volunteers welcome!
*t*##**#!*tt#**tt#ttttt*ttt!!#t#!ltttt*#ﬁ***#*#tt#!*tttttttlt!

SLHEB News (MX) - continued

fs usual, we are getting nowhere fast with these. They remain
as mysterious and inscrutable as they were in the 1960 °s. All
kinds of wild theories abound, {especially from U.8.A.) but
none sound very convincing. fActivity is wmuch the same as
always, with the regulars still going strong, and the
sporadics still popping up from time to Lime. .

uen g "ge poved a few months ago from 5%06 to 51%4 — all their
other frequencies remain the same. : '
"R* moved from 7452 to 3323 quite a while ago now; still//3196
" still on 3091 with its bad chirp!

Wyt cgill on 3174, however, a new one is now on 5274, and like
most V°s has irregular spacing. Only the V’'s exhibit this
peculiarity, and enother one is the occasional tendency to
madify the sending of the V. A couple of years ago,’ on 9162 V
became ...—. for a while, several times for hours on end.
Recently, ¥V on 5274 has sent H or %, Is this deliberate? The
regular-spaced V on 3174 always remains the same.

Sporadic solitary SLHFM s includes § 63723 C 6966, 5362; o

{the comnonest, usually for 3 ming o the
hour ) 5862 , 6872, 6946, 4080 ,3170,3838/ /3806
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STATION FEATURE -

MI2 ~ THE 14403 NETWORK

Iin November 1994 we received the most detailed logs to date of
a single station ~ amounting to 48 A4 size pages! (many thanks
to Walt in Hull) Covering the period 24.9.94 to 27.10.94
{with gaps) the logs were compiled between 0333 & 0930. The
network involved included 50 different 4-character callsigns,
eleven of which were constantly calling the remaining 38.
Over this period only 20 actual messages were received and
have all been recorded in full. 1 have found that analysing
these extensive logs has been a long but fascinating exercise.

In this article [ propose to cover the general structure of
the network, including its callsigns, leaving the messages
proper for the next issue.

All tramsmissions were on a single frequency of 14403kHz and
were sent in hand—-keyed wmorse at speeds varying from 3 to 25
WaPaM. Figures and letters were sent, including umlaut A; O
and U, and aliso the CH (i.e. 4 dashes). This may or may not
indicate a German origin. .

Transmissions consisted of particular callsigns calling
another, but different set of callsigns - ‘callers’ never
callied other “callers’, nor did those called ever call one
another. Often calls were repeated many times, but replies
were never heard on this frequency. These calls were often
accompanied by short instructions, which took the form of Q
and I codes. Most of these codes are unlisted in standard
lists, and of those that were, several were unlikely to refer

to the conventional meanings. e.g. GBE? - are vyou winding in
yvour aerial! - For others, their normally accepted meanings
could not have applied in the particular context in which they
were used., Here's a list of all the codes used: (could anyone
help us on these?) '

QRJ RSY GCM OTC QYT GSKW QJG GTA QWP QLK OLX GORR QDKB QS5A 0BE
GRK ZWW GRG QSVC ZBC 7ZBY IRC GTA QBE ZZA ZRD QMO ZIZIC ZLX 0SD

ZOX ZBK ZIRJ ZOL 2ZVL IZNM ZIMU ZPD Z0Z V0 ZICW ZCU 2ZGI ZKA Z20B

ZAX QYD ZKH ZGT ZIRP IHWMG QCZI ZZIC ZIVT IYH IFP ZFR ZIIX IGW ZFFP
Ziv 211 QsVC {(in order first reported). QYYT, GRJ, OSW, QRR, BSA
were always followed by single figures. e.g. GRJIG gfficially
this would mean "I have 4 R/T calls to book®. QO8SAZC also
cropped up. Other procedural signals used included RPT RK BK
= OK K RB1T ASND ANSO CASK. The twenty actual messages were
all preceded by QTC K (I have message for you), however the
Bth message was preceded by several calls of NSMC NSMC NSMC DE
ZYDR ZYDR QTC NGF K
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Over the periocd monitored,; eight callers operated until 20th
October. These were: HRHG SEME L97M LPIR 81CS ZYDR Z1C35 BXWZ.
Of these, HRHG and ZYDR made the majority of calls, yet by
30.9 HRHG had sent its last call. ZIVDR predominated from then
until 20.16. From 21.10, an entirely new set of callers took
over: KBA7 (predominant) C7LN and LBJU. At the same time a
whole new set of callsigns replaced those that were being
called by the first eight callers. Monitoring finished six
days later. : ]

~ Mumbering the callers from i-11 (HRHG-LBJU in the order given

above), the following table lists the 38 called stations, in
order first reported, and their associated callers. It does
not include the number of separate occasions that calls were
made . .

@b7u ~ (reod from ekt bo

cHMiuy - 1,4 1 L22Y - 1 IS
Z6ND - 1 WGNC - 1,2 TWFK - 1,2 right)
WZNC - 2 P20 ~ 1 7FFMS ~ 1,2 g

LWway - 1 SZLN — 1 IV - 1

Z0WF - 3 PLGW — 3 NJGS - 3

WEOA ~ 3 HRPT ~ 6,8 YYB7 ~ 5

oRIZ - & NSME - 3,6 MESLW — &

VBB7 — 5,6,7,8 Sapa ~ & 706D3 — &

WLHN — X N23K — & 7aDp3 ~ 8 New set follows:-
BZ36 -~ 9,10 YEFZ -~ 9,10,11 X3zZ1 ~ 10

vamMi -~ 10 wBNl - 10 QWKD — 10 HOVe — 10
762K - 10 Fexa - 10 K762 ~ 10 (not same as
7G2K)

% WLHN may not be a callsign, and appears only in the
following uncharacteristic extract:

VYWY YV Y W s...sssa (error signal)

UAXXKX  WLHN WLHN 34478 DIPAGFEN 5983 5918 EEXXKXX WLHN WLHN
344678 DIPASFEN 5983 5918 K This was followed by:
VWV . cnaesnesss GRPZ &RPZ O6RPZ DE ZYDR ZYDR K etc,

Callsigns are not entirely randomly composed as they never
contain more than two figures and there seems to be a-
preference for certain letters. Their structure is the same .
as that of the so-called Non-commercial Beacons and this
station could be an example of a particularly busy one. These
can be found all over the HF spectrum but are very rarely

reported to ENIGMA. In the next issue we will devote a
further article on  M32 to the structure of the messages
themselves.

‘ *#!8!*1#3l#¥#¥33*!!##!8#*1$*13!3#!*##!*81&!#*##**#*3#*3#*#!##!

MORSE_FORMAYT CHART NopZ has had to be postponed until the next
issue. We apologise for this delay. There was alsc a mistake

at the very end: M12 actually uses a % OR 4 figure decode key,
not 2 or 3 as stated, as also does its wvoice counterparts.

Sorry, entirely my fault - M.G.
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Letters to E.NJI.G.M.A.

A vory warm welcome to isswe 9. let me start by thanking all ‘our
readers who sent in contribotions to the newsletter. Also., may we take
this opportunity Lo wish evexryone a very happy new year for 18996.

¥e have had a very good response to issuve & and a great deal of
feedback, so nu_ch so that it is difficult to know where itc begin.

Our opening letters concerm sites, and we start with Harold in
Southampton. He tells us that he bhas recently finished reading a book
about the German secret wartime radio beams which were used to guide
their bombers to their targets in Britain. These beams were of course
highly secret at the time amd went under the name Enickebein.

One of the transmitter sites was located at Bredstedé Husum, near
Schleswig in Schleswig Holstein whose co-ordinates are ~ 54" 39°N & 8~
57°F. This is a site we have mentionad inm previous issues as the home
of the numbers station DEA47. In its dey it was a huge place, with
enormous rectangular serials on rotating sieel pilatforss.

A Further transmitting site for the German wartime beams was located
at Kleve (we spell it Cleve for some reason, but it is famous for Ann
of Cleves) and I wondered if it too -  might still be operationmsi for
number broasdeasts. It s certainly s possibility. This is very close to
the DPutch border at Nijmegen at 51" 47°5 K and 8~ 67K.

Staying on the subject of sites in Germany, Fritz writes fro=z
Switzerland with a few remarks concerning MNike's article on the BRD
sites in Germany.
~ Ereuzholzhansen is situated about 23 km BN of Numich.
+ - Stockdorf perhaps should read Stockelsdorf, JSkm & ’
of Lubeck ¢ a place which would make sense anyway).
- Rosenheim is sboot 50ke S¥ of Nunich.
~ If Naising, which I could not find snywhere, would
read Naisack, it agsin would make sense, as it is
very close to Erepnzholzhasusen. #
~ And just &0 be very accurate : it is "Tutzing™ and
“"Heiperzhein. .

+ However, Stockdorf itsslf does exist ~ whereabouls is it ?
# This may be connected with a larger site to the SW (across the B52)
at Uberacker. BEd notes.

Fritz alsc asks about a smorse net with the callsign ¥ZD. He tells us
that he believes it was an airborne guidance system of the former DDR.
But it is still alive and well and shows up in many variants: USB,
Bzodot $0, CF with varying length of groups and is always very fast.
Fritz would like to know more about W2ZD, which has been on the air
since the carly 1870 °s. Can you help 7

" Fritz ends by telling us that the suspect HEP is officially located

Q0km From his QTH near Zurich and gives S9+10dB. We are still very
keen to obtain more .inforyation about the purpose and location of HEP.
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. ACHTUNGIACHTUNG!—~ EGB s Fifth Man is Dend.

John C’a.;';crass, the wartime spy known as the Fifth Han, has died at
82. He admitted Four years ago that he was the missing Iink in the
notoriouns KGB spy ring of Kim FPhilby, Guy Burgess, Donald Naclean and
Anthony Blunt. ‘

Céﬁneross was the last survivor of the group known as The Five, who
pere recruited as KGB agents at Casbridge in the 1930s. Puring World
¥ar IT he passed British msilitary intelligence about Germany to the
Russians.

He died yesterday (Oct 8th 1995) at the West Country cottage he shared
with his 39 year old American wife Gayle Brinkerhoff.

Spy writer Nigel Iest:,‘ .' Tory KNP BRupert Allason, had been editing
Caipeross’s memoirs. He described his death as “the end of an era in
espionage - ENDE ENDE. Daily Mail 9th October 1885.

Isn in Perthshire asks a very Iinteresting gwvestion and one which
should open up farther discussion. How do agents send signals back to
base ? I don’t have a great deal 1in the way of answers on this-one,
but with the huge velume of “blind”~ (one-way) traffic seat each day
the agents or persons receiving the messages must ase some metheds to
either confirm safe receipt of information sent by the pusbers sitation
or indeed send actuval coded messages back. :

In his book Intercepting Number Stations, Langley Fisrce memntions t)ze’
ase of burst transmitters. These use a system of keying the morse
message onte a punched tape operated suto-keyer and then zending the

message back by playing the tape at a very high speed. The “HQ® know

the time =snd freguemcy of the burst of transsission and record the
message, this is then slowed down to normal speed and decoded. Burst
transmissions are also sometimes referred to as sguirt itransamissions.

Another possible methed is to simply send the message back in morse at
a pre-determined time and freguency, this would still be coded into S5F
groups of numbers or letters. The only problem with doing this on a
regular basis is that you would attract attention from opposing
organisations who may attempt to track you dowsn. It is not uncommon on
S§ to hear hand-keyed morse sending short transmissions consistling of

numbers.

And on the subject of taking bearings on & very brief signal, the
following information was received from an ENIGHA member. He tells us,
“te had an experimental direction finding site at Pailton (now a CAA &7
monitoring station) an off-shoot of nearby RAF HBewbold Kevel. The
question arose on how to take bearings of a very brief signal, such as
From » U-boat under certain circumstances. We used an Adecock sntenna
system coupled to a stendard (Nsgoni) goniometer. An electric motor
was coupled to the gonio rotor and a small bar magnet attached to the

edge of the rotor.
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An slectromsgnet was attached to the cazing so that when the Ffixed
magnet swept past the electromagnet, a pulse resulted that acted as a
trigger to selt off a horizontal sweep of a twin beawm oseil loscope with
a bit of persistence on its trace. Beam No.2 was just calibrated froa
0-180 degrees. The audio signal from the receiver with BFU on was fed
to besm No.l1 and the result was a trace of the bearing, like -

It was interesting on short wave with the distorting effects of phase
Fading, scatter ete. The gonio was later superseded with a four-valve
switching RF amplifier coupled to four Adcock antennas. @

On the subject of whether one transmitter was being used for other
purposes, that was determined by feeding the audio signal from the
receiver to the vertical trace of an oscilloscope (the horizontal
trace was not used). A camera was aitached to the “scope face and 35mm
film ron (smoothly, not by Frames) across the signal. The resuiting
Film then showed (ideally) an oblong Ffor a& dash and a sguare for a
. dot. Bot individoal transeitters bhad their own charvacteristics -
perbaps a small spark when the key was closed - thalt showed up as a
ripple ; or paybe when the key was lifted the signal hed a bit of a
trail and so on.

Thus one could sometimes find a German transmitter on an Itslian sob
by the pattern ; or see when the transmitter had been maintained or
altered. If the Film was of any lepgth it coald be wsed for
identifying the operator.

Staying on a similar subject a new member of ENIGHA from Cheshire sent
us some interesting information concerning the Lincolnshire Poacher
station. He has sivdied the station Ffor scme years and has psed a
spectrum analyser to study the signal. One conclusion resched is thsi
two different transmitters may operate on the 14487 kNz freguency,
each transmitter having its own signature and therefore individually
identifisble.

He goes onto inform ENIGHMA that although there 1is a standard 200
groups in all trepnsmissions, these are sometimes broken by groups such
as 00004 & 08000 which may indicate an “end of messsge” point. Based
on this he informs us that traffic seems te increase at times of UK
Government international erisis, but, @sore specifically at different
tines or places of probless.

For example :- During the “preamble” to the Gulf war the LFP. station
increased traffic bot not douring the collapse of Bastern Germsny.

Staving on the svubject of Lincolnshire Paac}zez; Andreas in Germany sent
us the results of Ffurther studies.
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In imzue 8 of ENIGHA we showed m matrix of the sessage groups used by
Lincolnshire Poacher; this was based on monitoring the 5F ID number
sent prier to the start of each transmission. The maitrix displayed the.
way each message group is sent across the pericd Monday to Sunday and
how many times it is transmitted between 10.00 & 22.00.

Taking this a step further Andreas hss married up the first matrix
with frequency usage and this shows thalt what appears to be a random
selection of 3 freguencies from a potential usage list around 20 is in
fact Far from the case. Each messmge group (e.g. A to I) do in fact
follow a complex frequency usage pattern, which. is directly linked te
the message group been sent.

For example if we take message F only it looks like this :

NOR 14.00 14487//12603//10426
TUR 15.00 - 10426// B464// 7755
WED 16.00 1042B// 7755// 6485
THU 17.00  8464// 6485// 5422
FRI 18.00 8464// B485// 5422
SAT 18.00 B464// 6485// 5422

SUN 22.00
5 ‘6" schedule differs from all others.

You can see from this Just how cosplicated the operation is. First
messages are broken down into 8 (5F) ID’s; from this they are given &
sliding-scale style schedule and then to further complicate matters
- the freguency usage is phased into the sliding-scale schedule.

Andreas sent us. a great deal of information and included various
comments on the stations he bears. He Jjoins us in the debate
concerning the location of Swedish Rhapsody. Fo mentioned in our Iasi
issue that this station has proved very elusive and little or no firm =
information bhas come to light on its origins. Langley Pierce stated
in his book that Swedish Rhapsody was transmitted from Austria,
although we respect his comments ENIGHA believes the station is in
fact located in Poland, a view which Andress shares. Information we
received from one of our contacts also Firmly follows the Polish Iine

of enguiry.

Andreas also mentions the 3 Note Station - which he tells me is snough
to make him afraid - even through the radio] He says that the 3 notes
are not the same as the “Kein Anschluss unter diester KNummer™
announcement in the German telephone network, as reporied in issue 4
of ENIGNA. | '

Finally, he tells us about an article he recently cage across in an
old edition of “Taz-die Tageszeitung® from 1982. The feature concerned
the Voivce of America. ‘ s :
" Sometimes the government used -the . station ( VoA) For secret service
projects. In 1986, when the Iran-Contra Scandal - (the U8 sapplied
weapons te Iran) was the main topic, an edi torial was arranged with
the Iranian weapons dealer prior to - broadeast. thiz was to prove that
their US counterparts really did work under US government
instructions. :

& Georgisn languasge service anpouncer wWas sacked in 1985 after he
complained about the fact, that he had to play Georgian folk songs in
a rock music programme by command”.
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Groetings now to John Griffiths, “Segoning ® colvsnizt nt the “Short
¥ave Magazine . He sends us some news via Tim in East Sussex and Hans
in Germany. The information concerns low band VHF and a transmission
heard at 14.00 UTC on 25th May, the freguency 47.170 HHz F¥.

The station was heard in Fast Sussex sending words 1ike ™ Hotosh,
Karsosh, Fedash, Kneedash, NKullash, Uttush, Kilntash, Hadash, Harmush,
“ snd continued repetitively. A gquery on amateur packet elicited the
response from Hans in Germany that this is & numbers station broadcast
by the Hungarians and audible in Gerwmany. Tim asks whether VHE

activity is a new slant s npumbers have been traditionally associated

with short wave.

Given the nature of KE°s travel distance, perhaps other mesbers of
ENIGHA might like to try around the fregquency.

We would welcome any comments concerning numbers transmissions heard
ocutside the normal short wave bands; which leads me from FH to
Felevision, Yes, you did read . that correctly. Dave im Shropshire sent
us several clipping's from the June and August issues of "Television

Hagazine” ;-

“Wystery worse signals heard by several enthusiasts via various
satellites, particuolarly PAS-1 at 45~ ¥, were mentioned recently in
this colusn. Len Wooley (Bude) tells us he bhas received thee vig
Eutelsat and Intelsat craft and that Lhey are used for identification
purposes. With these craft they consist of similar length groups of
numbers Followed by a2 unigue label, °PSSI STAR® with Intelsat and °STI
Ep2° with FEutelsat. They are mentioned in the World Satellite

Almanae”.

" Roy Carman {Reigate) has gqueried the morse ((W) signals carried by
PAsS-1. John Locker checked this out and found the feed coded “GE VVES

N7 WB" Followed by a string of nosbers. It's thought that this is =2
coded westher broadeast oridinating from HNew Jersey. Horse has also
been noted st times wvia Oriom”. :

¥ell interesting comments.-coded weather, and identificalion purposes -
the technology may have changed but the excuses seem rather familiar !

- pomments as always very welcome.

4 gquick hello to our good friend Geoff in Bridgend. He mentions that
HPL at 13.20 on 10180 pow seems to have disappesred. Anyone heard it
elsewhere 7 ;

Please repember to send in your contributions, letters and logs to
arrive by Febroary 3th 18996,

Our address is: ENIGHNA NEVSLETTER,
17-21 Chapel Street,
Bradford, Wesi Yorkshirs,
BD: 507 EHGLAND .

And greetings alse to regular contributors, A4lan in Solifwll West
Nidlands, Jacques in Amstelveen, MNarcel in France, MNr T.N.Joy in
Eerals India, and everyone else who has taken the time lo write fo us.
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Greoting now to Risto in Finland, sent in m fine zelection of logs and
information. He replied te our reguests For Ristorical infeormation
about the Alpha-Phonetic stations and reports hearing BZI in 1879, KPA
pas the second station te be noted in 1980782 and noted cther call-
signs appearing one by one during the 1980°s. FIJ was the newest
stat:an to sppear and was first heard in 1980/81.

Risto also mentions that FLY was heard with messsges in the ear.ly
1880 s but no longer seems to be active. I.zstcmmg in Finland seees to
give different reception conditions to those in the United Kingdom.
The Russian Counting Station (5i4) -~ this takes Lhe form of a
continuous loop which plays for hours on end — was noted in Finland as
ecarly as 14.30 UTC on 4328 kH=z, this signal does not ssually reach the
UK until the dark path in the early evening. Readers may note that the
loop tape can now be heard read by either a mele or feamale, at the
time of going teo press it was noted on new freguency 4040 kHz.

Bisto also reports good reception of the “Chetta’ station (S1Z) which
is at present operating on the lst and J3rd Wednesday of the month at
21.00 UTC on 5180 kHz. Unlike its olther voice counterparts this
particulesr one does carry messages occasionally.

Please see ststion news for a full list of the nuasbers spoken by this
station, comments weloome. ,

Ceaff in ¥ymondbam, KNorfolk asks if wme know of any cassetie lapes of
various computer & RTTY tone signsls which can be uvsed for fast
identification, fan any resders help ? I am oniv sware of two mysalf,

the First is the Audip Guide to Shortwave Sounds from Interproducts
which was Ffeatvred on page 35 of issve 8; also there 1is a very
comprehensive CD of modulation types produced by Joerg Elingenfuss.

I will guote from the publicity handout, * This wnegualled product is
based on 25 years of experience in the radic monitoring and publishing
field. Two standard audic cospact dises renning 2.5 bosrs cover a
total of 71 electromagnetic emissions., Coppiled from Digital Avdioc
Tape (DAT) recordings made recently by a professional monitoring
service in Europe; these CDs allow rapid access te the typical sound
of 211 conventional apnd exotic radzo communication systems found

nowadays on shortwave.

Connect your CP player to state-of-the-art decoding hard and seftware
such as UNIVERSAL and FAVECOK teleprinter decoders and practice tuning
these professional teleprinter and radio paging systems for easy
analysis and display. Synchronization is parfect as a result of digital
recording technigues that prevent — any play-back speed deviations
norsally expverienced ﬁvzt& malague recordings  such &8s compact
cassettes”.

If any readers would like more inforsation the sddress af Klzngenfnss
Publications is ; Hagenloher Str.l14, D-72070 Tuebingen Germany.

Phope + + 49 7071 82830 or Fax + + 48 7071 600848. I am not aware of
any UK distribution for the product, but if anyone is, we will be very
happy to publish details in cur next issue. Thanks.
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Hsllo now to regular coniribulor, Potor im Saffron Walden. Peler
reports heavy traffic from the English langusge counting stations
(Cynthia) which is busier now than for some time. The result of all

these extra transmissions seem to have pul pressure on the systems and. .. .

guite a8 few mistakes have taken place.

‘Recent problems include sudden off air endings, resulting in the whole o
transmission having to start sgain (even though It had been running

for 20 minutes); on other occasions the warm up has continaed well. ..

past the hour with messages starting at 25 minutes past the hour £

Another strange event occurred on July 2nd; Cynthia was weak during 4

the warm ap on 9070 kHz at 16.08, but on the sawme frequency and guite
strong I ecould hear two BBC transmissions mixing with each other, one
was the World Service and the other was an “Koglish By Radie”
transmission which the BBC brosdcasts for those learning Epnglish. Both -
of these have strong outlets in the 3ilm BC band, a few hundred kilz vp
the band. I am sure this was not due to a problem with sy receiver
front end — I found the same effect on my Lowe HF125 and also on a one
valve receiver. : .

Also, there was another mishap in this transmission. During the warm
gp the “call 275" stopped on several occasions with the topnes and
~count® 63 not starting until 16.17. The same effect of transmititer
mixing on 9070 kHz was also noted on the July 30th transmission.

Praffic seems to have iIncreased considerably from around April Z0th
following the bomb explosion in the United States.

wick note to Richard in Buckinghamshire. Thank you for vour recent
contributions - these will be held over to our next issue.

Wike in Eent regularly sends in “heaps” of logs and comments and most
recently some cassette tapes of both number stations and odd noises he
has heard. Thank you for all your contribulbions, which are really
apprecisted. Nike also noted considerable increases im traffic around
April 20th from the Counting Stations and also the Alpha Phonetic set
up, even CIO burst into life with a 12 group message.

Wore recently Nike comments on further increases in traffic levels
frow Alpha - Phonetic stations around the time of the defections of
high ranking officials from Irag to Jordan.

Hike also comments on our section “Things That Go Buzz”, and has been
working on some of the signals we mentioned - using a spectrum
analyser on such thz’ngs_ as the Crackle and oor now Famouas Faders !

Staying on the subject of the Niddle Kast, Brisn in West Sussex writes
our book review for this issue. "By Way of Deception” tells the story
of the “Making and unmasking of a HOSSAD Officer”. Brisn is also on
the trail of the faders and mentions esnother signal which readers may
have come BCroOSS.

Brian says ~"when I First read your description of the fadsrs, I was

thinking of a slightly different signal I had heard on the bands,
which consists of a similar signal.
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This is of a shorter durstion which appears to fade in strength, but
jn fact is moving down the band about 2 kHz at a time in switched

steps.

The sound is similar to that made by a grasshopper/cricket and has =
slower, harsher note than that of a fader. The signal appears to have
“phase™ - like the effect ased on late 60°s5-70°s pop records. The
signal will be transmitted on 9478, then appears to suddenly drop in
volume. Retuning the receiver however reveals that the signal has
Jjumped up or dowm the band. The move will be exactly 1,2,3 or 4 kllz
fros the original frequency.

This sequence is then répeated, with the signal Jumping to either
another new Fregquency, or returning to its original Freqguency.”

Brian monitored the stat:‘ibn on- 6 August at 23.45 UTC The following
freguencies were used. y A

&

9425 - 0432 - 9430 - 9428 - 6437 - 8428 dny readers
9425 - 9422 - 9426 - 8425 - 8422 - 9426 comaents welcome.
rhank you, Brisn, for all your regular contributions and logs. .

Hello to Hans- in Trier, Germany. Hans sentions the use of 4740 ER=
Ffor the regular Ready Ready voice and HC¥ transmissions plus Drums &
Truspets station, in recent months this freguency has become crowded
with the use of 4739 kHz by RAF Volmet Air Radio, which moved to this
frequency earlier in the year. :

However in September RAF Volmet moved again, this time to 4715 kHe;
can any readers explein Lhe move % could it be due fo interference?).
At least the numbers transmissions are Fairly clear again !

On the subject of numbers transmissions and interference - some
stations sesm to use regular frequencies for years on end {(Swedish
Rhapsody) while others seem Lo use Rore random selections (3-Hote
OQddity)}. Two readers reported the same ineident recently; Hike in
Kent snd Kike in Avon both teld us about a recent 3 - Note Uddity
transmission.

The transmission on 617 (August, 21.18 UTC) was causing problems for
air radio traffic, one user referred to her (3 Noie Oddity) as that
"bloody woman®. I have also heard HEE3D Berne radio bleeping the
regular. transmission from “Nagnetic Pields"” on 6845 kHz, needless to
say she did not move ! 5T Ly @ k

That s all for this time round. Remember, we apéreei&te your letters
comments and logs for BNIGHA which should. be sent to our mailing
address. ; : . i :

THANX YOU & PLEASK KEEFP IN TOUCH - THIS IS YOUR BEYSLETTER ...ccvvvv-n

-ya»-cv~-u~-o-o-v-—q—v‘vww--v-r-v-—-w-.-mduu-‘--u-p-—q~om-.--v-wq’-w-vwmu-wvmwvvn—qﬂm-m—-‘-m«vv—rwu-\omq

It is with regret that we must report the death of Den Baverstock of
Patcham Brighton. Den was a regular contributor to ENIGHA and keen

nusbers station monitor.



Things That Go Buzz In The Night |

Feloome mloug to mnotker of our pages, lots of the old Friemds

are still around bo& a few new ones have appeared to keep them
company. Without doubt our all time Cfavourilte is the Bozzer on 4525 -
kHz. In the last ismue we appealed for more information end in
addition I mlso wrote a short piece sbout it inm reply fto a gquestion in
“Compunication” jourmml of the British DI Club.

THE BUZZER s
Just after this appeswed more information arrived, I should really go

back to the Cold War diays when I bhad some information that the Boszzer
was transmitted from mn area just outside the Polish border in Fhite
- Russis. Last year while speaking to Simon Hason, he informed me that =
reliable contact (who will resain very nameless) had told Simon that
the transmitter was sitoated to the South Kast of Moscow, this
information had been ebtained using some eguipment not available to
tha likes of wow and ¥ !

In the last few weeks we have received further confirmation which
backs np the information Simen bad received. The transaitter would
sesm fo be situsted im an . area between MNoscow and the toen of Penze
which is about 300 mile south east of -KNoscow. :

If you look on a mep you will Ffind KNinsk (capital of Bhite Inssia)
Noscow and Penza Form = triangle (this will help you to Ffind Penxa).

Fe are still upncertmin if more tham one location is ased (itwo
transmitters do operate) but pe are beginning to make some¢ progrsss on
this particulsr Buozz £ '

Just before going to press we have noted the Buzzer making a few
strange noises on 4625 kHz, on odd occasions” the signal seems to
dresatically change from ifts regalar tone inte = mors randos bugz -
this lasts for =m Ffew =minotes before the resomption of “norsmel
service”. Please report if you hear anything odd ! # On the hour

THE PIP ; :
Another old friend is still asctive on 3757 kHzx and 5450 kHz. 3757 kHz

is allocated to Amatemr & Fixed/Naritime services, Last issue we asked
if any readers were im fact involved in the RSGB Intruder Watch - oot
only did we receive s reply, but It was from the man thal rons it,

g’hrisj(.'mings in Cheshire. Perbaps you couvld help vs with some of our
vy items. i

THE ECHO
This seess to have reappeared zfter an absence fros the air sod can

now be heard most evemings on 4105 kHlz, signal strength is variable.

THE BACEWARD NUSIC STATION
This is very active at present and recent evening freguencies have
inecluded 6695 kHHz & 8755 kHAe, both carrying different signals.
Recently we noted 3 transmitters operating at ithe same time sending
different signals.
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In the Iast issue of ENIGNA we msked if Lhis station may have soy
connection with a system called Lincospex, we received the following
very detailed reply from Richard in Andover.

Lincompox iz an abbreviation for LINear CONPressiom & Elpamsiom. It

processes the signal at an auvdio level. 4An sudio in-band carrier at
aboat 3 kHzr is freguency modulated at a rate dspendant on the .

agplitude Ievel of the signal.

The signal itself is then passed through a limiter, compressing-its .

amplitade variations. This has the advantage that the transmitter can
be run st a more efficient level, and that the received mignal at the
distant terminal cen be limited, thus reducing impwlize noise ete. -

At the receive terminal the 3 kHr carrier is filtered ocut, passed-

through & discriminator and emplified. This signal is then wsed to

control & variable gain asplifier throogh which the incoming sudie. is -

routed. This restores the original amplitude variations. The 3 kNiz

carrier bas been Filtered cut and this seall gesp in the sudio does not»

degrnde it to any sppreciable amcunt.

The systea bas been in use commercially end oa the Defence.
Communication Beitwork. A typical DCF ISB signal on GChe HY bapnd pay -

have ¥ulti channel voice Freguepncy telegraph data on Lhe USB aad a
speech channel on the LSB. In recent years speech is less likely to be

heard on DCH, the security of satellite being proferred. Other melhods -
to digitise the speech toe 2400 beswd bit stream, encrypt it, de—
aoltiplex it to a pumber of slower baud rate cbwels suitable Ffor

transmpission on HF.

Fell I am not certain what the Backwerd Husic Statiop is, . I pot i't Bors
often than pot sounds l1ike Feedback {rom some Arabic radio telephone
station ?! HNors information as always appreciated.

THE CLICKER

Yhis is 2 new sound to these pages, bwit like most odd things is rather
random in nature, I bhave heard it recently on 4515, 5001 & 8758 kHz.
It makes a strong clicking scund, the socund is similar to thal made by
sope computer keypads, which click to confirm a depress.ioa of a key as

besen registered. Goes on for hours. - try svenings. Frequancy cbozca-

Bay be random.

THE CRACELE

After a period of silence this seems to be active again arcund 5434-—

and 5505 kRz near Shanpon Volmet statiocn. Try svenings.
THE GMSSEHPPER

Please ses our Letters Page For full dstails_, i:b.zs s.imm.l Boveg at 2,
3 or 4 klls steps. Heard around 8428 kils late svwim 5

Ve would very much appreciate commenis logs mzd information concerning

items featored in our BUZZ pages, I bope yow enjoy our feature on
FPaders which asppears on the following pages. Thank you to everyone who

has contributed to this section.
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FADERS(X

You may have read in a previous issue or two of 'Buzz’ mj fascination with
these odd sounds - which we have entitled Faders. My previous attempts to
describe them seem to have been unsuccessful ! -

But. not down-hearted I shall try again.

My best suggestion is to check out all the frequencies I have
given and then try and find the common signal.

How do Faders behave ? Well here are a few tips.
1) They are on and off air very often.

2) They vary in length from a few bursts of 8.5 seconds to
transmissions which can last at least 30 minutes.

3) Faders are transmitted in FM mode - and therefore sound very
rough in nature.

4) Faders glitch every 8.5 seconds throughout a transmission and
once you recognise the mode you will find them on lots of

frequencies.

5) They are called Faders because they fade to a lower signal
strength and then reappear again.

The following is a list of all the frequencies I have monitored
since the last issue of ENIGMA.

3190 4020 5095 6507 7498 8055 9125 10480 11162 13340
3211 4048 5107 6797 9245
3297 4460 5145 6826
3820 4477 5315 6878
3827 4495 5330 6940
4563 5470 6990
4845 5648
4935 5789
4945 5847
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How do we know that Faders are not just another noise which is
from a recognised transmission mode ? Well, they do not appear on
The Audio Guide to Short Wave Sounds and they are also absent
from the Klingenfuss Compact Disc of Modulation Types, which,
contains 71 electromagnetic emissions and is based on 25 years
of monitoring experience.

" This evidence would therefore suggest that they are either a mode
which is considered "secret’ or they are some form transmission
which has eluded the previously authorities on the subject !

When am I likely to hear Faders ? They seem to be active for most
of the time, I have heard them in the mornings in the 6, 9 & 11
mHz regions, they also appear in the afterrioon and right through-
out the evenings into the night on the whole range of
frequencies, some for:short periods and others for much more
lengthy transmissions. : : :

Due to the 8.5 second 'glitch’ in every transmission and the
constant on- and- off air behaviour it is difficult to detect how
many transmitters are operating at any one time, however, if you
are quick on the button and perhaps have a digital read-out
receiver. it is possible to try and monitor lots of them - my
best effort was 9 frequencies in the space of 60 seconds.

It is also interesting to rote the strange FM mode used, this is
a wide signal of about 10 kHz, however, the Faders are capable of
sending in AM. one morning I was tuning along the bands and
detected a number of frequencies sending out a 1 kHz AM tone,
after a few minutes of noting these I concluded that they were
all Fader frequencies. Meanwhile other Faders were providing a

normal service. : ' '

A final observation from Brian in Crawley. He tells me that he
stayed on a Fader frequency for over 1 hour, and. although the
" Fader was not operational , it did send a single 8.5 second burst
at 00, 15, 30 & 45 minutes past the hour. This would suggest that
the equipment is still tuned while not in fuil use !

1 would be interested to find out more about these odd stations,
certainly the transmitter site must be quite extensive, also due
to the very distinctive nature of the mode used I would suggest
that it is only used by one organisation operated by a single
" country. Signals are certainly strong even 1in the afternoon,
which suggests that the stations transmitters are quite close to
the United Kingdom if not within it.
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Simon Mason Writes .....c...

A warm welcome to issue nine and the dark nights of Winter, ;
something of a far cry from my 10 day trip to The Netherlands and
Germany: I had intended to visit the town of Husum in Northern
Germany to have a 1look at the origin of the old DEA4/

transmissions.

The weather was so hot that the drive would have been very
unpleasant, so I did not travel too far from my base in the Dutch
province of Drenthe. However, 1 did manage some limited
monitoring in Germany but did not find reception too different
from my home QTH in Kingston-upon-Hull.

One station that was appreciably stronger was the German Lady
*000 000" ENDE (G7) broadcast on Saturday 29th July at 08.00 UTC.
The YL repeated 522 522 522 1 then 1438 205 1438 205 and into 5F
groups. The 05.30 UTC Kilo Whisky broadcast on 12314 was much
fainter which was quite surprising. The Russian Man (S7) was
heard with strong signals on 13553 at 19.40 UTC with 519 519 519
000. Also, two Counting Stations in English were quite audible
at 19.00 on Monday on 9219 and 5153 (not //). All Lincolnshire
Poacher transmissions were clearly audible as were those from the
Nancy Adam Susan family.

Now onto my main features, this time a Took at VLB and an update
on the German 2 Letter Stations.

v LB (E10)

Monitoring VLB can be rather tedious. Most of the time the
alleged MOSSAD station sends "VLB 2" at 45 minutes past the hour
then leaves the air after a few minutes. However, on occasions
transmissions can become irregular and unusual.

The date of May 2nd is a good example. At 21.45 the usual VLB 2
marker was being sent and went off at the usual time, but. this
was followed at 22.00 by a rare event, a message.

In this case the YL repeated "VLB" for a coupie of minutes and
then started a 42 group message in the same manner as the
majority of the other phonetic alphabet stations. A short way
into the message the broadcast was abruptly terminateé and the
station was silent until 22.14. The message did not continue but
a short "string” was sent, "VLB14D31". This continued until 22.35
when it in turn went off and the usual 2

suffix marker returned at 22.45. No-further departupég from the
normal schedule were noted during the night. o~ :

_m-
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I have to say that quite a few times I have been caught unawares
by this station - with messages (not strings) being sent at non-
standard times. For example, [ tuned into a VLB frequency at
23.40 and 5L groups have been in progress which have invariably
been stopped before the "End of Message” terminator. At 23.45 the
"VLB 2" marker followed with the same signal strength. I am
unsure whether on these occasions another stations message is
being sent over VLB's frequencies (which sometimes happens). or
: xLB hg; short messages that can begin and end on a somewhat "ad-
oc” basis.

At least I have have on tape a recording of a "kosher” VLB call-
up and message to prove to myself that they do happen.

Strings of mixed letters and numbers are much more common and
here are a few examples heard recently starting with an unusual
2 suffix string. : ' :

A 2 means "no message”. so to include a 2 as the first suffix in
a message is unique, at least in my own records.

May 17th 01.40-03.00  VLB24T12F36
May 17th 20.00-20.40  VLB18L36T46
May 17th 21.45-23.45  VLBZ

May 18th  00.45- VLB2
May 18th 01.45-03.45  VLBI3F16T44R46
May.18th 03.45- VLB + Message
May 18th  04.45- VLB2

 May 19th A1l Evening VLBZ
May 23rd 19.45- VLB14B88

On another occasion at 16.45 "VLB 2" was being sent on 7605 and -
13921 . At 16.50 it went off, but on 13922.5 another faint MOSSAD
transmission could be heard. This is a similar effect to that
experienced with the strange broadcast on 17502.5 of the station
"William Susan Peter” at 12.00 UTC which is in U.S.B. off the
edge of a Tunisian broadcast station.

38




Before leaving the subject of VLB, I noticed a very interesting
piece in the "Contact” magazine of the World DX Club which
originated in the HCJB DX programme. I will present it as it

appeared -

ISRAEL - "Israel Defence Forces Radio is currently audible on
8127 kHz U.S.B. Try evenings in Eurcpe. Rosentheim on the
Internet reports that the transmissions are unintentional. There
is a diplomatic station VLB near Tel Aviv on 8127 khz that
transmits for 5 minutes at 45 minutes past each hour. A strong
AM transmitter on 1287 kHz relaying the Defence Forces Radio
station is close by. The transmitter and antenna of the
diplomatic station are left tuned up but the transmitter switched
off. however, the AM transmitter is energising the tuned circuit
and causing the spurious radiation on 8127 kHz"

The term "diplomatic” is that of Rosentheim and not shared by
ENIGMA !

Editors note: the carrier wave would have to remain on 8127 kHz
other-wise it would be technically impossible !

Simon also sends ENIGMA the latest information on the German 2-
Letter stations. (G16). These stations operated by the German
B.N.D. have changed considerably since the re-unmification of
Germany and the end of the cold war. The 2-Letter stations were
active through-out the evenings in Europe sending regular traffic
every thirty minutes on short hop frequencies in the 345 & 6
mHz area of the band. In addition to this large set-up they also
operated stations DFC37 & DFD21 on exclusive frequencies in the
3 & 4 mHz area between 15.00 & 22.00 daily for many years.

And if that was not enough Papa November also operated daily
sending short messages every six hours on a further four
exclusive frequencies.

Most of the traffic heard at present would seem to be aimed out-
side the immediate area, Since the demise of DFC37/DFDZ1 and Papa
November very few of the other German 2-lLetter call-signs now
remain active.

Stations active at present are CD. GK, KW, HK, WL, JW., & SB in
the German_Langyage and MD and AU in English.

R A T
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The following is a list of the most active stations, but of
course others are still around on a less regular basis.

TIME CALL MON TUE WED THU FRI SAT SN
00.00 CD 11545 11617 12314 12210 11545 ? ?
: 12092

i g0 epie s o9 20350 ? 20240 20350

05.30 KW 12314 12314 12314 12314 12314 12314 12314
09.30 KW 16414 16414 16414 16414 16414 16414 16414
1430 KW 7 16414 149452 2 7 14945

330 Bk 8063 9325 9040 9040 9325 9040
e 11545 107406 10500 ? 10177 9450

I also suspect HK is also daily at 16.00 (try THU 18195).

Finally., MD (English language) (E16) is on Sunday at 09.00 &
13.30 on Tuesday and Thursday around the usual 11 & 12 WHz
frequencies (see station news Tor full list of frequencies).



STATION FEATURE £

In issue 8 we promised to take a more detailed look at spy tone staticns, or
Polytones as we would like to call them. Although ENIGMA targets voice and
CW/MCW transmissions which do not need specidlised decoding equipment we feel
that Polytones are of interest to our readers.

The transmissions fall into three main types and we feel sure you will have
come across these ifT you regularly scan the short wave bands.

1) HIGH PITCH POLYTONE TRANSMISSIONS, (XPH) this particular style of

transmission likes to stay hidden and will often start at odd times such as
20 minutes past the hour. The signal is AM - very strong steady carrier - the
transmission starts with a repeating sequence of tones, this is likely to
translate along the Tines of the identiftication and number of messages to
follow, such as 487 487 487 1 - 487 487 487 1 - which goes on for several
minutes. This is followed by a rapid burst of one number, probably 0000000000
then a faster tone message, consisting of signle 5F groups. This can vary in
length from a minute or so to over 5 minutes or longer. at the end another
rapid burst follows 0000000000 and the transmission ends.

There is no pattern to the communications (1like the Russian & English Man
transmissions) although spy number frequencies are often used but it appears

that schedules are short-lived and frequencies discarded after use.

Transmissions are often on high frequencies but a few do drop down as low as
5 WHz, The transmissions are difficult for non-recipients to decode because
it is not known which: tone equates to which number as only the circuitry in
the machine would reveal this ( which adds a further dimension to the problem
of trying to break into the messages).The lowest tone sent always corresponds
to spaces, so groups can be easily be counted by Tistening to the rhythém of
the message. Messages are infrequent because high grade agents only receive
messages occasionally in order not to compromise their position.

2) LOW PITCH POLYTONE TRANSMISSIONS, (XPL) these may not belong to the same

family as those described above. although we cannot be certain, The low pitch

polytones tend to operate on lower frequencies around 4 5 & 6 mHz,

the signal consists of a very slow pattern of changing tones sent at a low
almost moaning pitch, unlike the fast AM tones of the first station we
described. It is difficult to describe the operation of these stations which
are again random in both time and frequency of transmission, however I feel
we}a;e; safe to suggest that they have a similar purpose to their more up-beat
relatives. :

3) THE _SIX TOME STATIONS, (X6) these have been around for many years
{(certainly since the mid - 1970°s) and have remained unchanged through-out
their Tifetime. Still very active the transmissions consist of a series of six
tones sent over about 3 seconds, and repeated continuously for 5 - 15 minutes.
There are a number of different sequences sent, but one particular ‘melody’
seems more favoured than others. The signal is always strong and uses AM.
These factors, along with their habit of using frequencies and - times at
random appearing at 5 minute intervals within the hour - are shared in common
with numbers transmissions believed to be KGB/GRU controlled.
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Several schools of thought exist as to the precise purpose of these
transmissions, the presence or absence of a particular ‘melody’ may in itself
indicate to the recipient a particular status or message. Alternatively, the
individual notes may each represent numbers - as with polytones. i.e. a
repeated 6 figure group, the tones are possibly the times for tuning in for
a message, such as, 060900 could be 09.00 on the 6th of this month, usual

frequency .

No regular schedules have been found for the Six Tone stations, nor have any
favoured frequencies, however, there is evidence of repeats being sent on
different frequencies within the same hour.

So. what evidence do we have that the tone stations are espionage related ?

As we said earlier the Six Tone stations may well indicate that traffic is to
follow, the proper messages consist of repetitive tones in a cycle then a
continuous tone before many fast tones. The continuous tone then resumes after
the end of the rapid tones and the cycle continues briefly before going off
the air. Some believed however that the tones printed in morse on a special
tape which was dusted with powder to reveal the messages. Others believed that
the light box had a replay facility to light up the numbers again as it
appeared to some that the tones were transmitted too quickly to be written
down. Opinion was divided. But all (or most) was to De revealed during the
case of Hugh Hambleton.

Hugh Hambleton was a Canadian professor who had worked for NATO whilst working
for the KGB, he was jailed in London in 1982. Hambleton was one of the first
agents to be equipped with a device which went onto be known as the Hambleton
tone decoder (or luminaire).

The lTuminaire was shown to Hambieton during training in a fiat in Moscow in
1977 but due to its sensitivity it was not possible to get it to him through
a dead letter box. Instead it was delivered by a live drop in Canada. A man
drew up beside Hambleton’s car at the appropriate time and place and passed

a car battery to him. Hambleton took it home and after removing the battery =

case found the device. The luminaire or light box was grey, 9 inches long, "6

inches wide and 2 inches deep. After attaching the equipment to a short wave ..
receiver he was ready to tune to the transmission, as the tones were.received -

each number behind a glass front was illuminated and he was able to write down
the numbers in blocks of 5 for decoding using & one-time pad or gamma pad as
the RIS calls them. L

A government witness at his trial from GCHQ called Mr A said that the
. luminaire was made in Russia and nothing like it existed in the West. - ..
The luminaire was only issued to highly prized agents who would not or could
not learn morse or their living conditions made its reception unwise. They
would be issued with a Tuminaire and it could receive messages in bad
conditions regardless of static, it was also more secure as it was silent, the
tones were fed through a connector in the ear socket and the agent could
1isten via another earpiece. The drawback to the equipment was that 1its
presence screamed espionage and was sufficient to condemn, as it did in
Hambleton’'s case. .

A photograph of a luminaire can be found in the book "The Intelligence War”
by Colonel William Kennedy. I regret we are unable to reproduce it due to

copyright. : )
Qur special thanks to D for his help with this feature.
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ENIGMA BOOK REVIEW

BY WAY OF DECEPTION - VICTOR OSTROVSKY & CLAIR HOY

St. Martins Press - 1990

Subtitiled "The making and unmasking of a MOSSAD Officer”. This book tells the inside
story of the Israeli secret service - An organisation reputed to be the most secrenve in the
world.

Expecting this to be the usual heavy mix of political intrigue and indigestible government
details, I was pleasantly surprised to find the book written in a light anecdotal style, which was
highly readable.

The book is divided into three sections, with sections one and two relating to the author's
training at the Prime Minister’s Supper Residence just outside Tel Aviv, which is in reality the
Midrasha - the MOSSAD Training Academy. In these two sections you are taken through the
classroom studies, out onto the streets for practical tests and to special training areas where
firearms and hostage rescue skills are tanght. Throughout the book, the author explains how
he became increasingly disillusioned with the "Twisted ideals and self-centred pragmatism" he
encountered, and ieaves you in no doubt as to the ruthiessness of the MOSSAD.

Section three takes a look at past political events in the Middie East and explains how the
MOSSAD was influential in changing the outcome of these situations. A look at some of the
Chapter titles "Carlos”, Exocet", Helping Arafat”, gives some idea of what to expect, and
although much of the politics went way over my head, the stories are fascinating and well told.
I particularly fiked "Operation Moses", the story of a tourist resort, 75 miles north of Port
Sudan, set up in 1984 as a MOSSAD front to rescue and evacuate thousands of black Jews
from the war and drought in Ethiopia.

At the end of the book are a series of appendices - a strange collection of documents including
a layout of the MOSSAD Academy, the author's MOSSAD Pay slip (a printed reconstruction
- not a photograph of facsimile!), and an AMAN Questionnaire on Syrian Military
Preparedness.

There are two references to the use of radio by the MOSSAD which occupy only a few lines
in the book. One refers to the use of a computerised non-stop station broadcasting five letter
groups, while the other mentions the use of burst communications for agents sendulg
messages back to the MOSSAD. One interesting claim made by the author, concerns the size
of the MOSSAD organisation. He claims that only 30 to 35 Case Officers were employed
world-wide, (as compared to the XGB's equivalent at the time of some 15,000), which
conflicts with the accepted view of the MOSSAD as being a very large organisation.

This brings me to my final point. The book offers a fascinating insight into the life of a secret
service employee. A candid expose of everything you would expect from such a lifestyle - but
it struck me as being just a little too good to be true. Enjoy the book and revel in the story
telling. But remember, in this shadowy world of deceit and disinformation, nothing is EVER
asit appearstobe ..........

Brian Rogers
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PRESS RELEASE

TURNING UP THE HEAT - M15 AFTER THE COLD WAR

: By Larry O'Hara
Published by Phoenix Press
Price £5 (+ £1 P&P) ISBN 0 948984 29 5

Through diligent investigative research of recent events and critical analysis of the Secret
State's media throughput, the author exposes for the first time MIS's attempts to secure a
post-cold war role by turning up the heat in domestic ‘extra-pariimentary’ politics. Turning up
the Heat raiscs some disturbing questions about MI5's recent operations:

* Does recent tnrgehng of UDA supporters in England and Scotland indicate MI5's
intention {o instigate a possible UDA mainland campaign in the future with its agents,
as has happened in Northem Ireland in the Brian Ne!san case, should the ceasefire not
hold?

* Is MI5 attempting to ‘forge links' between Northern Irish loyalists and English
fascists to this end? :

* Why were two English IRA recruits - one of them well known to Special Branch and
MIS5 as an anti-fascist - apparently ‘allowed' to plant bombs on trains after being filmed
on video planting a bomb outside Hammods? Do these cases - and similar targeting of
Animal Rights activists, Scottish/Welsh repubhcans - indicate a widening of MIS's
range of targeis? .

* Harold Covington, a leading U.S. Nazi, was involved in the seiting up of Combat-18 -
in Britain. It is revealed here for the first time that he may be an FBI asset. If so this
raises disturbing questions about FBI collusion with MI5. Are MIS seeking to

introduce a UK equivalent to the FBI's COINTELPRO operation into British politics?

* Does the alarming increase in racial attacks and fascist intimidation of the Lefi in
Leeds have anything to do with MI5's attempts to muscle in on regional police work
(including that of Special Branch)? If secret state infiltration of both fascists and
anti-fascists is as widespread as evidence suggests, could Leeds be MI5's test-ground
for political intoxication - as practised by the French in Algeria and later by the Itahan
secret state?

* Are MIS trying to turn C18 into 2 ‘pseudo-gang’ controlled directly by their agents?
Aue they trying to take out' the originai leadership with victimisation, selective amesis
and entrapments in preparation for this?

* As O'Hara ‘outs’ yet another fascist/state-connected agent provocateur in the Green
movement, can we expect more operations against eco-activists when the Criminal
Justice Bill comes into force?

Larry O'Hara is a frequent contributor Lobster magazine and is author of 4 Lie foo Far and At War
with the Truth [Whitby: Mina Productions, 1993].

For further enquiries ring Voicemail 0891-669900, diai 10189 afier prompt and leave your details,
Alternatively write to Larry O'Hara, BM 4769, London, WCIN 3XX

Distribution: Send £6 chegue payabie to Larry O"Hara at the address above
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THE CZECH STATIONS - Part Two

Before we begin, a couple of corrections are in order. In the
previous article the reference to 513 being the only voice
station operating in the 1%70’'s should read §3. In the
following paragraph the reference to 58 should read 510, and
similarly, three paragraphs later. gnyone reading that
article carefully would have noticed those errors - they were
entirely my (M.G.) fault, and I apologise for any confusion
they may have caused.

Continuing our tour of the Czech Numbers World brings us to
perhaps the most well-known of all the Numbers Stations, OLX
(M&6/816) . This began its life as 515 - Simon Mason’'s “"Rapid
Dots"; it also had a Morse version, M&A, which was often
reported by the Americans on 7413kHz, probably because this
freq. was used by U.S. pirates.

These earlier versions of OLX were last reported in 1991,
after which the present versions began. The are are several
important differences between Langley Pierce’'s and Simon
Mason’'s reporting of S15, which have not yet been resolved.
L.P. : Begins an hour or h+30, very regular. Sends VWV VW DE
OLX in morse for 5 mins. before, Sends 3f ID for 5 mins {if &
null message this ends after 2 mins.), O57f single groups
followed by “Papaqui® (L.P. claims this is Czech for repeat;
the word may have sounded like that, but it is not a Czech
spelling, nor does it mean ‘repeat’) 5f msg repeated, ends.
"Kanec" . Station ended 1989. Regular schedules gradually
resumed, including a morse version in 1990. {this definitely
rafers to our present OLX)
"§.M.: Begins at any 53 min. interval (correct), sends rapid
dots for 5 mins. prior to ID, sends 3f ID for O mins, 5f
single groups follow group count. Ended December 1990.

Although aware of this station in the 1980°'s, (it was
impossible not to be!) [ now regret not having kept logs, as
the above contradictions would have been easier to untangle! I
suspect that L.P. has become confused, and that the callsign
OLX only appeared when the new network started operating. (I'm
sure I'd have noticed OLX if it was around in the 80°s)

515 did appear at any 95 min. interval within the hour, and
used a regular set of callsigns, in the same way that gLy does
now, however, S15 also included callsigns which acted as onull

message indicators. These all inciuded a =zero as one of the
three figures; no message  Tollowed these calls, the
transmission abruptly ending. As soon as the agent/illegal

heard such a call he/she would listen no further. The
recipient would not have to "endure 3 wminutes of mind-numbing
‘dva tri osm’' ad nauseum, only to be rewarded by a sudden
departure" as 5.M. states. Actually, in that particular case,
the ID 238 would indicate a message was to follow. ID’s such
as 069 or 108 would be signs to switch off.
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As in the present DLX, ID‘'s don't refer to actual individual
agents ~ they are Schedule Numbers sent at a particular time
on a particular freqg. For example, 729 schedule operated at
2045 (on a particular day of the week?) on J3380kHz, if this
was to change to, say, 707, no message would follow. Null
message indicators were not random 3f numbers including a
zeros and probably had an extra significance to the user of
any particular schedule. They included:— 032 061 04% 082 085
092 108 201 204 205 208 507 707. Valid ID's included:- - 158
185 242 269 272 288 (still used) 31l 427 729 424.

The lesser—known MNo&A probably operated in a similar way.
Rapid dots (were these actually the rapid dashes as sent by M7
& M107?) were sent for S5 mins. followed by a 3f ID sent six
times, then = 011 011 (just as today except that the dots have
been replaced by YWV VW DE DOLX.) The call lasted between 3 &
i2 mins. according to L.P. As with OLX, 35f groups follow the
group count, and were probably repeated in the same ‘way. Like
DLX, it ended with = and ID sent 3 times. This station also
used null message indicators, 023 031 043 etc., and ID's such
as 255 334 3IBB 399 454 538 753 855. The ©011 011 was
aoccasionally replaced by 001 or ©86. OLX today invariably
sends O1i. Its purpose is unknown and it only applies to the
Morse transmissions, and is now possibly no more than a legacy
from vyhe past. Group counts have remained similar over the
years, rarely less than 350.

Freqs. used by the earlier network:- 3228 3238 3380 3457 3460
4065 4104 4160 4560 4790 4913 5270 5450 5770 5775 6&7B0 7413
8159 935¢ 10180. Indicates a European operation. . OLX,
however, is a worldwide operation; it not only replaced the
earlier network, but serves a different purpose. Around 1991
MI& set up a Central European office in Prague. OLX uses a
completely new set of fregs (except 3773):~ 3280 4601 35301
5775 &782 &758 8142 9320 11002 12275 14977 18303 and uses
three in parallel. Forty regular 3f schedule numbers are used
on a weekly basis -~ 161 time slots per week. (S13/M6A probably
used a more complex interlocking schedule) OLX sends so many

' messages that not all can be valid. Agents will be allocated

particular schedules as and when required, meanwhile all
schedules remain in constant operation, regardless of whether
they are actually in use or not. The agent has no clue in the
preamble as to whether the forthcoming message is valid or
not.

in the final article we will turn to the so-called Control
Stations, Si17 & 519, and the Czech Man in his non—~Control
role. Is he still around? We sometimes receive tantalisingly
vague reports of a "rough Slavic voice”" on the lower

freguencies. Could that be him? Without more detailed
logging we’'ll never Kknow. Please remember to record the
format of unknowns as fully as possible. It is crucial to

identification.
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LOOKING EAST

\

We had lots of interest after our feature in issue 8 - Looking
Fast - so I hope this update will bring you even more food for
thought. Our first port of call is Richard in Singapore who sent
us some very interesting information.

Richard starts by telling ENIGMA that the unidentified log in our
Far East section last time round (6400 @ 15.00 UTC) is Pyongyang
Broadcasting Station. (V15). The language is Korean, and the 5F
groups are intended for compatriots (ie-agents) in the south. be
they real or imaginary. PBS is also on Md & FM locally.

On the subject of New Star Radio (V13). Richard tells us that he
first heard it in 1990 when he began DXing. New Star Radio uses
several frequencies ; 8300 (NS stn 4), 9725 (NS stn 3)

11430 (NS stn 1) 13750 (NS stn 5) and 15388 (NS stn 2). Most
stations broadcast on the hour or half hour. 8300 does however
have a less regular schedule. Contrary to what Jerod Pore wrote,
I had never heard a physical location mentioned in their
broadcasts although it's rather obvious that they are from
Taiwan, judging by accent. v

Up until very recently all broadcasts were done manually,
recently however, some broadcasts have become “computerised” with
the "numbers™ section being inserted by computer. One wonders why
this investment 1is necessary if the whole operation is carried
out in order to confuse mainland China.

The following is a direct translation of the "live’ part of the
station announcement on June 19th at 09.00 UTC on 11430. All
other channels except 8300 were also on air but not in parallel.
Music (as yet unidentified) ™ This is New Star Broadcasting
Station One" (said twice). "in this time, for unit 4835, the
month of June, three telegrams, number 8 9, and 10, total of 63
characters (= words). unit 4835, please take note” (said twice)
more music. ..

"this is New Star Broadcasting Station 1" (said twice)” We are
going to read telegrams to you, Please take note, prepare to copy
"(unit # and telegram again repeated). This whole sentence
" repeated 3 times. LA 5
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A series of 4F groups follow. Occasionally (although rare) it is
a 5F group. If there are + 20 groups. a short announcement is
made after every 20 are completed to the effect that the said
number of characters have been read. If there is a message for
more than 1 unit, the annoucenment would repeat the whole
formality with the 2nd unit after she is through with the first
one. After she completes a message she says ".
"The above is for unit 4835, June telegrams, numbers 8 of 19
characters is now completed ". If all messages are finished, she
says " The above special comunication is completed, thanks for
listening, wishing you health and happiness - Goodbye”.

I have never hear a message relayed from one unit to another,
Jerod is correct in saying that Chinese telegrams consist of 4F
groups with each representing a character. I have tried to decode
some of the messages with the Chinese telegram manual I own, but
needless to say . the results do not make any sense !

On two occassions. I have actualiy heard verbal messages. " Unit
XXXX, it is some time since we last received a letter from you.
Last time you said you had made a new friend. How is the
situation now ? Please stay in original place and continue your
work . Wishing you peace and success, Goodbye”. the message was
read twice. On another occasion. the lady announced after the
conclusion of the messages " Now, please listen to a selection
of music". For the next half hour. some Taiwanese pop music (
with no words) was heard.

The poor reception (22.15 UTC) of 8300 in SE Asia does seem to
suggest that this transmission is directed elsewhere, especially
when Voice of Asia is loud and clear in the 7 mHz band.

Richard has also sent us his observations on other Far East
stations mentioned in ENIGMA and some that are not.

"You also mentioned other transmissions in Far East languages.
So far, ! am unsuccessful in hearing some of these despite my
Tocation in Singapore. While checking out the frequency 5738 at
12.00 UTC I did hear something unexplained. For 5 minutes, a lady
repeated in Mandarin "I am Zhuhai' before saying "No Goodbye® I
have heard something similar on March 10th this year at 00.00 UTC
and 06.45 UTC on 15974 USB. "Zhuhai' can refer to a place in
Guandang opposite Macau, but 2 years earlier I heard a similar
broadcast on 15940 AM. with the message "I am cuckoo bird !
Zhuhai’ therefore can also mean

‘pigs rear feet’ (1)
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Messages of this kind are rather occasional so catching them is
3 hit or miss affair. The accent of the announcer again suggests

Taiwan origin.

while flipping through my log. I also noticed an entry I made of
“Thuhai’' on 1st January 1995 at 23.37 UTC on 13824 USB, and again
the next day 04.05 to 04.07 UTC. Pips follow after "Goodbye” so
perhaps this is utility of-some sort. ,

You may also be interested to know that some transport companies
in Taiwan employ SW - AM broadcasts consisting of numbers to
deploy their vehicles. Taxi companies are especially prevalent
in and around the 11 meter band, although they are heard less
frequently these days. I also suspect that cab companies in
Indonesia are employing something similar. Companies involved in
the distribution of consumer goods in Indonesia also employ
numbers sent over short wave to check quantities of orders and
stock . Remember. Indonesia is a huge archipelogo. so the use of
SW radio in commerce is actually logical, as computers have yet
to spread to the many islands.

"Finally [ have also heard what appears to be a Vietnamese
numbers station on 21st May at 10.30 UTC on 13990 USB. A man was
reading out 5F groups. no repeat. a ‘click’ was heard after every
groug, The message went on for 3 minutes. some conversation with
another party and another message followed™.

Risto in Finland also sends further confirmation about the
transmissions at 15.00 on 6400 kHz. Risto says this is definitely
Pyongyang. If you listen to this frequency at 15.30 or 16.00 UtC
you will hear those colourful propaganda programmes. The Korean
language is easily recognised by the word innida at the end of
every sentence. The numbers transmission was heard last year
between 13.00 and 14.00 around the 49 mb, but never twice on the
same frequency.
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Readers may be interested (not directly numbers related) to know
that the clandestine Voice of National Salvation ( which
broadcasts from North Korea to the South) has had its location
traced. During a recent visit to North Korea, a member of the
Asian Broadcasting Institute was able to confirm the location of
. one of the transmitters used. According to an investigation by
the South Korean authorities, this clandestine station has
transmitters in Pyongyang, Haeju and Wonsan. Of these three
locations. the Japanese DXer was able to confirm the presence of
the Wonsan transmitter, which is on a hill in Wonsan City.

This transmitter is used on 3840 kHz. (R Japan 21 May & BDXC

Communication July).

Risto also tells us about a Chinese lady he heard last year at
20 00 UTC on 5846 calling Golf Mike Mo-Sa. Later, she repeated
at were probably three Chinese numbers. She even said goodbye
5t the end of the transmission which lasted about 5 minutes. she
has not been heard recently : zai jian. -

LATE NEWS

Just before going to print. Richard in Singapore sends in further
information concerning a daily transmission at 14.00 UTC on 5873

kHz variable.

The transmission starts with 2 minute long interval signal same
as the one used by Radio Pyongyang. After that are 4 minutes of
martial music. The Tady then begins to read a series of messages
for different units. The ladys voice as well as the messge format
(5F groups) is similar to the one heard at 15.00 UTC daily on
6398 kHz UTC from PBS. \

On 5873 kHz. the whole transmission lasts about 15 minutes.
- signing off with another piece of martial music. The modulation
of the transmitter is less than satisfactory. and is
characteristic of radio transmitters based in North Korea. The
language used in the this transmission is Korean.

Thanks for all contributions to Looking East. We would welcome
any further logs, news and observations concerning transmissions
from this area of the world.
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HELP PAGE!

¥ a

Welcome slong to our ‘Help Page . I would like to start by thanking
all the readers whoe returned copies of the Questionpaire which was
sent out to those members who were due Lo renew subseriptions. Further
guestionnaires will be sent with this Iissue, you will receive one if
your subscription is now duoe. :

Thanks for all your subseription funds, extra soney which we received
will be used to subsidise resders who find it difficult to send in.

funds.

The next issue of ENIGHA (10) will carry the results of owr reader
survey, also we shall be carrying out a review of bthe progress we have
made up to our tenth issue -~ as a result of this the next ENIGHNA
Newsletter will be published in late March 1886 - this will allow us

a little extra time to pull everything togetiher. :

1) Several resders were puzzled by the Iist of pames which sppeared at
the bottom of our help page, Iet me explain a little more. i

The Laughing Cavalier was the letter-writing name of Hr Peter Quintel,
Be sent in logs to Short Fave Hagszine for Dany yesrs - and mas =
dedicated Numbers Station monitor, although we have had reports that
Peter died in April 1983 - did you know him or perhaps were in contact
with him ?

Langley Pierce, author of the book “Intercepting Numbers Stations™ -
although we wrote to Langley he did not respond, in-fact he seems very
elusive and is not (to our knowledge) 8 member of ENIGHNA - which seess
odd ! ~ One ENIGHNA member called at Interproducts mailing address in
Perth, Scotland, (many other aciivities go on at this address) but Hr
Pierce was not there ! Another ENIGNA reader wrote to Hr FPierce about
a sonth ago, but has not yet received a reply. Our resader comaents,
“maybe he is on boliday or perhaps he is a bit - er- shy™.

& N Merrick was the joker card in the pack - but may have something in
common with the others. Harold in Southaspton spotted this one and
grote " G N Merrick is a mythical person to whom all official leliers
are addressed whem writing to NIE, see “The Intelligence Game ™ by
James Rusbridger page 18 “. Spot on, Harold.

2) Trensmission sites, Thank you to those readers who sent Iin
information concerming sites. Please continpe to send this - to us
(anonymous information always appreciated) - Due Lo the amount of
information we hold on this subject, we are saving this fealure over
vntii next time.
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3) Radio Horth Sea Intermational, We are gtill keen to hear from
anyone who may have had connections with this stationm; can you help ?
My thanks to Andy Cadier at Short Wave HNagazine, who printed the
following information im his "Off The Record Page” (October issue)

“Spy Ship”~. The numbers station group ENIGHA, in a receat newsletler

are seeking information on an alleged numbers station that they say
was located aboard the pirate radio vesswl NEBO II. Radio North Sea Int
had FPive transmitters aboard the ship, IxIkF VHE/FN, Ix105kW KW,

Z2x10kE S¥ and ap amateuvr redio transceiver. ;

Editors note : Other transsitters inciuded a I10kF HE, 550 NHz URF
link, - the usual maritime VHF, HF/NF/LF equipment, HF RITY iink to
Geneva.

The amateur transceiver was run by the station engineers and for very
obvious reasons vsed a False Panamanian saritise mobile callsign.

The scensstions relating to suspected espionage activitiss surfaced inm
1871 following a dispute with a rival station called Radio Veronica.
On the 21lst September 1971 five people, including a Radio Veronica
director, were sentenced t0 one year Iimprisjionsent for comduciing a
fire bowb atisck on ithe MEBQ IY. Althoughk the stern of the ship mas
badly damaged broadcasting continued while repairs were carried out. ;

RNI eventually closed dosn on 30th August 1874 bui the ship-was
detained in Holland wntil being sold te Libya in 1977. Thanks Andy.

(More on RNI in isswe 10).

4) Several readers have asked about the legal position of listening to
number stations ? Others with amatesr Iicences are worried aboat.
keeping number logs. While scanning seems to be in the listening spol
light at present - what are your views on listening to nusbers ?
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Just a couple of interesting bits & pieces; in isspe 8 we reviewsd the .
book“The Underground Freguency Guide” by Don Schimmpel. Hike in Bath
tells me he has heard from Harry Helms at Nigh Text Publications, the
book iz available in the UK & Europe through the following address.

Gazelle Book Service Ltd, Falcoln House, Queens Square, Lancaster,
LAZ 1RN DE. Telephone (U) /524 68765 - FAX (0) 524 63232

Harry says that hs does not know the UK price.

Simon Heson tells me he has been in touch with Irdial - Discs, who
are ready to launch the CD of Number Sta tions. They are working on
tapes received from listeners im the Far Fast at present, but the CD
should be cut soon. We will keep you posted.

Phank you to all our readers who have taken time to drop us & Iine,
may we take this oppértunity to wish you all a very peaceful and happy
New Year for 1996. And please keep in touch.
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The Russian Man and Family — An Update
Mike Chace (mikec ®praxis.co. ufc)

Back in ENIGMA Issue 6, I wrote an article detailing the characteristics of this
interesting and very active family of numbers stations. The main members of the
clan, the Russian and English Men (S5, 86, E6 and E7) and the Morse M12 and
M14/24 stations continue at their usual level of activity but over the past months
there have been some new additions to the family and some more indications of
the stations” schedules have been ascertained.

Meet the Family

At the time of writing my original article I knew that the family consisted of the
Russian Men, English Men and German Ladies in voice, and M2 and M14/24 in
Morse. Since that time, we have new amrivals in the form of the Spanish Man
(V7) and Spanish Lady (V6) and an English Lady (E17a) has also been heard, but
only on one occasion.

A German Man (G19) has been known to have been operational a few years ago
(see Simon Mason’s “Euronumbers Mystery” beok) but has not been heard by me
since I first began to concentrate on these stations.

The English Lady was heard only once in an interesting transmission on
13875kHz on Saturday, 3rd June, 1995. This transmission began at 1230UTC
with the English Lady calling in the normal family manner for agent 647. On
completion of the message, the English Man (F6) immediately began to call for
the same agent, but with a new style of voice sythesiser. Sadly, neither this new
male voice nor the female variant have been heard by me since that day.

Both the Spanish language varianis have low levels of activity which perhaps
indicate that this network does not have many agenis using this language. The
pronunciation of numbers in both cases is standard Castillian Spanish.

Regular Transmissions

At the time of writing, { know of only three remaining regular schedules. One is
kept by a Russian Man, one by an English Man, and the other by a German Lady.
Here they are:
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Language Day Time (UTC) | Frequency | Agent
Russian (525) Daily 0800 14890kHz 615 '
Russian (525) Daily 0820 11270kHz | 615
English (E6) Monday' | 1910 10162kHz | 947
English (E6) Monday | 2010 8074kHz | 947
German (G7) | Tuesday® | 0630 7378kHz | 278
German (G7) | Saturday | 0900’ 1‘175271;1—1: 621-1

As noted in the previous article, agent 947 rarely receives traffic but continues to
be calied-up each week. When messages do appear, they are usually very long —
the record still standing at a marathon 401 groups — which also applies to the
German Lady’s transmission to “278”.

Despite over 600 individual loggings of the family over four years, I have still to
determine a schedule for any of its members. This appears to support the
assertion made by Langiey Pierce in his book “Intercepting Numbers Stations”
which told a similar story of a suspected, very long and complex but as yet
undetermined schedule. What I can tell from my logs is that:

® wansmissions to the same agent often appear on the same day, at the same time
and on the same frequency year after year;

e many transmissions appear on the same frequency, at the same time on one
day per week lasting for one month. Again, this monthly pattern is often
repeated a year later.

' Repeated on Tuesdays and Wednesdays when a message is sent. Repeated only on Tuesday if
no message is sent.

* March to October each year. :

? This schedule appears to keep to UTC+1, probably indicating a Central Evropean target. In
other words, it appears at 0800UTC during British Summertime (BST = UTC+1) but reverts to
0900UTC when the UK moves back to GMT during the winter and spring.

54

i S - X e




i

As regards these findings, it is the day of the transmission rather than the date,
that is important in determining its appearance next year. For example the third
Saturday in June, regardless of the date that that day occurs on.

More on the “Control” Transmission (525)

In my previous articie on this family, I had christened the daily Russian Man
messages on 14890 and 11270kHz as the control transmission because of their
similarity to the Counting Station’s transmissions of the same name.

To recap, the normal mode of transmission sees 615, 615, 615 followed by a
single 5F group, sent twice on 14890kHz. All this is sent for a period of 10
minutes. This scheme is repeated for the next ten minutes but a different 5F
group is sent. The transmitter is then moved to 11270kHz where the process is

‘repeated, again with two different 5F groups. The normal end-of-message signal

of five zeros is only sent on the lower frequency. These transmissions continue
unbroken today. !

I have carried out some analysis on the 5F groups sent, and this is what transpires:

e the four SF groups sent always start with the same digit and end with the same
digit, for example 95115, 92675 on 14890kHz and 97635, 80035 on
11270kHz;

o the start and end digits for any 5F group come from only a certain number of
pairs. These are: '

Oxxx2 Oxxx8 2xxx9 4xxx7 6xxxl &b
Txxx3 Txxxd Bxxx0 8xxx3 9xxx5

As to exactly what this denotes, I'm not sure. Perhaps a certain start and end
digit indicates a certain class of message, the meaning of which is conveyed
by the middle three digits?

o counting the number of calendar days between the appearance of a certain
start and end digit combination reveals some sort of pattern. For example, I
counted the number of days between each appearance of the 9xxx5 groups, in
nearly all cases, the intervals were divisible by a multiple of 4. However, this
finding is not 100% consistent amongst all start/end combinations.
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1 calculate that a good three months of everyday listening to the control
transmission may well reveal more information but due to present commitments,
I'm unable to take up the challenge myself. Of course, I'd love to hear from
anyone else if they would like to have a go!

As noted in my previous article on these stations, the control transmission has a
further two modes of traffic. Rarely, it will send either a normal (Format 1)
message or a strange hybrid format containing the groups 11111, 22222 and
33333 interspersed between normal “random” 5F groups. This latter type of
transmission will often continue for hours without end, the record standing at
over 4 hours. Many listeners have reported that this form of transmission has
been on the increase of late, in fact since the troubles in Bosnia have intensified.

More details on this transmission in the next issue of ENIGMA.

New Clues, Coincidences, and Odd Behaviour?_

A few days before [ began to write this update, I copied an English Man (E7)
transmission on 7779kHz at 2000UTC directed at agent 184-1. Having
previously swept the bands for the station’s tell-tale AM carrier, [ went back

' through the memory channels that I had stored as a result. One carrier was still
strong, and as expected, at 2010, the English Man started on 10868kHz to agent
184. Nothing unusual so far, but as I copied the first groups of the message
down, this is what I found: 21086, 82647, 77779, 23049. Notice that if you
knock the “2” of the first group off and continue to the first digit of the second
group, you get 10868 — the frequency currently in use. Even more curious, if
you look carefully, the last frequency heard also occurs in the group 77779, The
message caught my attention in any case, as it was short and had rather too many
double-digits eg 44556, 33244 etc, but I had never seen frequencies mixed in with
the “text”. Just coincidence perhaps, but I'll be watching in future....

Also look out for English Man (E7) transmissions to the agent “235”. These
messages always have a characteristic non-random format where the first three '
groups are repeated in mirror image at the end of the message. A recent example
being: 00107, 19200, 19200, (54 more random 5F groups), 19200, 15200,
00107. Worth looking out for!

Meanwhile, T would be happy to provide others with a copy of my logs (on paper,
disk_ or via e-mail). Your logs concermning the stations in this feature are, as
always, very welcome. Until next time, 73 and good listening.
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